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Abstract

With the rapid growth of technology, there are a
lot of applications system needs to authenticate on the
Internet environment. Password is an intrinsic way
for authentication in our daily life. Adversaries
attempt to login accounts by trying all possible
password is called dictionary attack. When we
inspected the server authentication logs in the
TANET environment, there are a lot of login failed
records. It implies that dictionary attack is a serious
intrusive event. and is needed to defend .

In this paper, we proposed an SSH dictionary
attack detection module. We used two well-known
data mining classification algorithms, Naive Bayes
and C4.5 to build our detection module. We collected
real world SSH normal and dictionary attack
NetFlow data in a month as training samples. As a
research result, This detection module has over and
above 90% accuracy detection rate. In the future, we
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hope this research result that could be helpful for
network managers to detect implicit dictionary attack
behaviors using network traffic data and improve the
network security.

Keywords: Dictionary Attack, NetFlow, Data Mining,
Network Attack
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