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Abstract 
 

With the wide application of Internet, it has 
gradually changed the life styles and business models. 
Therefore, increasing importance has been attached to 
the security problem of the public network. When 
users access the Internet application services, they 
expect to have services with integrity, confidentiality 
and authentication. PKI (Public Key Infrastructure) is 
a mature and consummate formula for establishing a 
trusted and secure network at present. In this research, 
we use the open source software: OpenCA which 
realizes the technology of PKI to establish a two layer 
management of the Certification Authority (CA) that 
provides LDAP directories service. We also develop 
the PKI user interface with JavaCard, OpenCA 
installation program, and OpenCA Live CD to 
establish the development of PKI much more quickly 
within a more secure network. 
 
Keyword: PKI, OpenCA, Certificate, Certification 
Authority, Digital Signature. 
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1. CA�9 h³ � 
B� Ã Ä ��' CA �rs� |(https://<Root 

CA URL>/ca/ )��q G+t� 9 h³ E � X : ; 7 
Phase<éCA 9 h³ � ° 5 HÏ \ CA � é �

y �q G (Root CA)$�� 5ß�7CA q G 9 h³
& ¦ � Initialize Database _ �Ã  Self Signed CA 
Certificate (from altready generated request) �� $&
� Ï \ 9 Root CA � é � y �q G� �$[ Ĵ G  
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sC�q G$> � � � q G� $) Level Q � High$
Role Q � CA Operator$[ J) CArsC�q G
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Operator$[ J) RA rsC�q G � � Q � PEM
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2. RA� 9 h³ � 
    B�Ã Ä ��' RA �rs� |(https://<Root 
CA URL>/ra/ )$ ^ G Server Management�' RA
. ^ �rs� |$ ^ G Administration G � +� 
Dataexchange$ CA ��ß^�; <  � $Ï \
RA� 9 h³ 7 õ �� Open CA q G#$ � � Tà
�B�CUV N c� PKI w �$B�CB� Ã Ä �
�'B�C� |(https://<Root CA URL>/ pub/)$�
T� A q G� � w �7 
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URL>/ca/) ¢ 5 �� Sub CA�#$ 9 h³ $�� 5$
& ¦ � Initialize Database _ �Ã Generate new CA 
Certificate Request (use generated secret key)$&� )
z � Sub CA#$�q G� T $� � Sub CA 6 w �
+�(/usr/local/openca/OpenCA/var/ crypto/reqs/ 
careq.pem)�� +7�1 � �� � ) careq.pemX? 7 
B� Ã Ä ��' Root CA �B�C� |

(https://<Root CA URL>/pub/)$ ^ G User G � +� 
Request a Certificate7G H server request  �q G�
T ñ � 7� server request � ñ � + # 5 T B�C 8
' PEM � � �q G$uz � �q G�� T 7�'
Root CA�CArs� |(https://<Root CA URL>/ca/)
� y Sub CA�q G� T 7 
�'B�C� |(https://<Root CA URL>/pub/)

) � � y � Sub CA q GX ? ¼ Ò� PEM � � 7~
-----BEGIN CERTIFICATE-----'h$ B C ô + Ã
-----END CERTIFICATE-----�� $u��� D ( E
� @ Ò� cacert.pem�3 b¨B7 
)~ Root CA X ? � cacert.pem =D Ã  Sub 

CA 6 w � /tmp �Rv +_ �àX F G �tar –cvf 
/usr/local/openca/OpenCA/var/tmp/ca-local 
cacert.pem$) cacert.pem ° =Ã Sub CA 6 w �+
� CA server7�' Sub CA� CA 9 h� |$��
57̂ G Import CA certificate ( approved by Root CA ) 
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