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Abstract

The Industrial Internet of Things (I1oT) has led the rapid development of Smart Manufacturing
technology. It is an integrated system that combines Information Technology (IT) and Operational
Technology (OT). However, most of smart devices are light-weighted and lack comprehensive
physical security protection. Those are very vulnerable to the cyber-attack. Moreover, in order to meet
the availability and productive operational requirements of the industrial control environment, the IloT
system will face a more serious security threat than the conventional IT system.
Industrial Control System (ICS) security with its management issues are seldom discussed issues in
information security research. In this paper we analyzed the whole architecture of the Internet of

Things, and try to apply Purdue Enterprise Reference Architecture to meet the requirement of the
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availability, efficiency and productivity characteristic on manufacturing system. Then incorporated our
expertise accumulated from existing IT security to the Industrial Internet of Things application. With
then we can find out the most critical security threats in the IIoT system. Finally, we propose a novel
secure [oT framework and implement flow which included the essential security protection
mechanisms and management at industrial control fields. We believe our solutions can strengthen
cybersecurity protection capabilities of IIoT systems. In this way, the goal of smart manufacturing

with highly availability, efficiency, productivity and safety can be achieved.
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