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Abstract

Kademlia is a widely deployed P2P-Distributed Hash Table network,
however there exists some search failure issue under high churn. This
thesis analyzes the reasons for Kademlia search failure by simulating the
Kademlia-based P2P system and proposed some methods to improve
Kademlia search success rate with little extra cost.

High churn causes Kademlia Routing Table to be invalid, and in such
case, nodes would have insufficient acknowledge of surrounding nodes.
Invalid Routing Tables not only make data hard to be found but also
directly lead to search failure. Insufficient acknowledge of surrounding
nodes would make the traversing nodes and data nodes different and
cause search failure. To this end, we suggest that nodes can connect with
long-stay nodes to handle the invalid Routing Table invalid problem, and
nodes can ask the far nodes for information to avoid the problem for
insufficient acknowledge of surrounding nodes. Simulation experiments
confirm that the search success rate of Kademlia increases when the
above two enhancements are implemented.

Furthermore, we also compare the performance with traditional
supernode supported P2P network. Simulation results also show that our
method maintains the comparable search success rate but with less

overhead.

Keywords: Kademlia ~ P2P ~ Churn - Distributed Hash Table
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1. £ 5% @ pF 10%F S %
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*
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WIS e Rl e £ S BEROR £ R 8.6% » 0F & K e 15 A

BORVF S BRAS HCE MR HOF R B R  F S SR

FIND_NODE i#; 4 et e 4e 2 3 6% « PR S RIERF L LB &8 fpR

NER L EEEPE S F LS RS 0.9%:E 7] 90% 0 HF =B sRe AL A
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&7 3 80.5% | 81.6% 89.1% 89.8%

WEHE ¥ M 14.4% | 14.6% 6.6% 6.1%

TR 43S 0.1% | 0.4% 0.1% 0.1%

FREL 5% 3.5% 4.2% 4%

HOF P AR S 14.2% | 13.8% 6.6% 6.2%

Ping(+ = /-] F¥) 106.2 | 111.6 115.7 122.2

FindNode(+ = /-] F¥) 564.9 | 564.7 597.1 600.3

ReturnNode(-+ = /-] F¥) | 130.7 | 131.1 144 144.5

% 4-1 #2222 Kademlia b fia i % (£ PF 5% > # P 10%)
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TR 8RS 0% | 0% 0% 0%
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ORI F 8.1% | 8.3% 1.5% 1.5%

Ping(+ = /-] F¥) 155.0 | 163.9 165.7 175.0

FindNode(+ =/ F%) | 691.5 | 691.8 726.2 726.7

ReturnNode(-+ = /-] B¥) | 1782 | 178.4 193.5 193.4
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BT BB D e K R L e ik

RRES R | My My Other-1 | Other-2 | Other-3 | Other-4
Method | method

K=10 | (k=15)

= ¥ 80.5% | 89.8% | 94.6% |81.0% |80.7% |90.9% |84.5%

TEr R 14.4% | 6.1% 4.4% 143% | 14.5% | 8.6% 15.1%

&

FHEE01% |0.1% | 0% 0% 0.1% | 0% 0%
&

ot A 5% 4% 1% 4.6% 48% |04% |0.4%
;&:

o 14.2% | 6.2% 4.4% 14.2% | 14.1% | 8.5% 14.2%

Ping 106.2 | 122.2 159.5 106.2 110.7 187.6 147.9

FindNode 564.8 | 600.3 1008.9 | 564.8 634.3 1421.1 | 709.6

(+ %/ 1 )

ReturnNode | 130.7 | 144.5 205.1 130.7 138.0 250.6 163.8

(+ %/ 1 )
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RRES R | My My Other-1 | Other-2 | Other-3 | Other-4

Method | Method

(k=15)
SEa 91.5% | 98.1% | 99.0% |91.6% |91.4% |95.8 91.9%
wEeE  [|81% |[1.5% | 1% 8.1% | 82% 42% | 8.1%
THEE 0% 0% 0% 0% 0% 0% 0%
&5
FREL 048 | 04% | 0% 03% | 0.4% 0% 0%
;&:
WwEpES [ 81% |1.5% | 1% 8.1% | 8.1% 42% | 8%
BLIA > K
Ping 155.0 | 1750 [222.8 | 1550 |[160.0 2649 |225.9
(+ = /] )
FindNode | 691.5 [726.7 | 1177.7 |691.5 |767.0 1679.5 | 901.8
(+ =/ ] p)
ReturnNode | 178.1 [193.4 |266.1 |178.1 |187.0 332.0 |230.6
(+ =/ ] p)
£ 04-5 e e H e R R R (R 10% 0 ¢ B 20%)
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RRES R | My My Other-1 | Other-2 | Other-3 | Other-4

Method | Method

(k=15)

= ¥ F 96.0% | 99.6% | 99.8% |96.0% |959% |98.1% |95.9%
FE iy 39.5 ]10.4% 1.8 39.3 39 18.5 40.7
FHREE |0 0% 0 0 0 0 0
& F5
TR A 0 0% 0 0 1 0 0
&
¥Epry 39.5 10.4% 1.8 39.5 38.8 18.5 40.6
BLIA > K
Ping 249.4 | 275.8 335.8 2494 | 255.1 400.6 347.1
(F=x/] B¥)
FindNode 891.5 [915.2 1347.3 | 891.5 953.8 1969.4 | 1139.8
(F =2/ B¥)
ReturnNode | 267.2 | 280.9 389.1 267.2 276.4 468.9 336.1
(F =2/ B¥)

o 04-6 T EBH B S R SR (R 20% 0 ¢ B 40%)
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Ry
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FELRF R F @B ok o

pEER | £-5%,7 -10%, % -10%, ¢ -20%, £ -20%, % -40%,
2R 42-85% 48-70% 48-40%
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SR 89.8% | 95.8% 98.1% | 99.5% 99.6% | 99.9%
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&R

FHREE O 0.1% 0.1% 0% 0% 0% 0%
B

T | 4% 4% 0.4% 0.4% 0% 0%

5}:

WEES | 6.2% 0% 1.5% 0% 0.4% 0%
BLIA %

Ping 122.2 234.1 175.0 348.3 275.8 579.7
(F =/ p)

FindNode | 600.3 760.2 726.7 916.8 915.2 1117.9
(+ = /] P¥)

ReturnNode | 144.5 193.1 193.4 262.4 280.9 404.2
(F =/ p)

o 4-7 R E S BB B G T R
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