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The purpose of this study is to build the evaluation model of the Information Technology General Control
(ITGC) for the certified public accountants (CPAs) under an Enterprise Risk Management (ERM) — Integrated
Framework. First, this study investigates and sorts out the control objectives of ITGC over financial reporting
under ERM. The control objectives were prioritized by Analytic Hierarchy Process (AHP) and then, the ITGC
evaluation model was constructed accordingly. Finally, the study utilizes the case study approach to verify
the CPAs' acceptance for the evaluation model of ITGC. According to case study and post hoc confirmations
conducted with two experts, the evaluation model can be accepted by CPAs and employed to enhance the
efficiency of ITGC assessment for CPAs to meet the challenges in a dynamic information technology
environment.
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1. Introduction

Recently, the essential tasks in the financial reporting processes
are mainly performed and supported by utilizing information
technology (IT). In order to ensure a reliable financial reporting,
more and more companies emphasize the use and development of
effective IT control in this dynamic environment. If the firm employs a
weak internal control, managers can easily override the imposed
controls to manipulate or bias accrual estimate to take advantage of
the stakeholders [5]. This situation has created a unique challenge for
auditors. Sarbanes–Oxley Act Section 404 (SOX 404 hereafter)
requires independent auditors to attest if appropriate and effective
IT control over financial reporting is in place in the company.
Consequently, some foreign private issuers who want to be listed in
the US are required to establish corresponding accounting policy and
control procedures to comply with SOX 404 [44]. In addition, after
SOX emerged, some other countries such as Australia, Germany and
Japan have also developed their own regulations for corporate
reporting and other related disclosure laws [8,12,39]. The Statement
on Auditing Standards (SAS) No. 94 [6] declared that auditors must
take into account the importance of IT processes and relevant controls
to prepare the financial statements. In summary, auditors have
responsibility to provide the assertion to the effectiveness of IT control
established by the company.

In general, the risk of audit can be composed of three parts and
they are inherent risk, control risk and detection risk. If the auditor has
some evidences to demonstrate that the effectiveness of internal
control is well designed and operated in its entity, the risk of material
misstatement might be mitigated. To reduce the audit risk in the IT
environment, the auditor should have a clear and thorough
understanding for IT control. Since IT General Control (ITGC) supports
application processing, it is important that ITGC works well in the
context of IT control. Even if ITGC may not directly influence a
financial statement, it has created an impact on/to the consistency and
effectiveness of financial application in all systems. Auditing Standard
No. 2 of Public Company Accounting Oversight Board (PCAOB) [41]
noted that the adoption of IT automated applicationmay help increase
audit efficiency when ITGC is effective.

To fulfill SOX404 compliance, it is important for auditors to select and
implement a suitable internal control framework to assess IT control.
Committee of the Sponsoring Organizations of the Treadway Commis-
sion (COSO) issued a report entitled “Internal Control — Integrated
Framework” [10] which had been highly recommended for companies,
auditors, regulating agencies and educational institutions. After extend-
ing and refining the original concept of risk analysis, COSO released
“Enterprise RiskManagement (ERM)— Integrated Framework” in 2004.
ERM, which is a comprehensive and systematic framework for internal
control, can help firms/organizations evaluate and respond to the risks
thatmay influence their strategies and targets [11]. However, COSOdoes
not provide the supplemental criteria to define the needed requirements
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for such IT control objectives and related activities [36]. On the other
hand, when auditors perform the assessment of ITGC, they usually use
the qualitative level such as “High”, “Moderate”, and “Low” to assess IT
control risks based on their professional judgment and experience.
However, inexperienced auditors may fail to measure the degree of risk
precisely [23]. Hence, how to build up a quantitative evaluationmodel to
aid auditors in assessing ITGC objectively is critical, and it is the main
research question of this study.

There are three research objectives in this study. Firstly, this study
wants to sort out the objectives of ITGC based on an ERM framework.
Secondly, this study employs the Analytic Hierarchy Process (AHP)
technique to analyze/rank the priority of control objectives and to
construct a quantitative ITGC evaluation model. Finally, based on
available data, the acceptance of the evaluationmodel for CPAs will be
verified by conducting a case study and post hoc confirmation.

The rest of this article is divided into four sections. Section 2
describes the background of IT security, IT control, COSO-ERM, and
auditors' responsibility in the internal control. In Section 3, the AHP
methodology is discussed and then, development and verification of
the evaluation model is covered after the introduction of research
procedures by both quantitative and qualitative analyses of AHP and
case study support are provided in Section 4. Finally, this paper
concludes with the last section.

2. Literature review

2.1. Previous literature of IT controls

The utilization of IT in an organization can be a double-sided
sword. It can help organization establish and maintain new
governance processes [18,21]. Yet, IT may also increase the organi-
zational risk, if entities do not implement key process linkages and
integrated controls [55]. Previous studies indicated that traditional
controls may not detect the risks arising from customization, process
reengineering, bolt-on software, and incompatibilities during ERP
implement process [7,56]. To be more specific, the issue of IS security
has been an extremely important topic in recent years. IS security
concept, in general, means that organization can employ certain
measures to protect and control IS resource in order to mitigate risks
and the influence of system threats to an acceptable level [54]. Dhillon
[15] indicates that IS security in organizations can be of different
aspects such as formal (security governance), technical (technological
safeguards and controls), and informal (education and ethics). If the
entities lack proper information security, they cannot guarantee the
accuracy and reliability of financial data confidently [40]. For example,
weak IS security can result in an unauthorized user accessing of the
system, and thus, increase the risk of data being modified. Since IS
security can protect/control information technology resources and
enhance the accuracy and reliability of financial reporting, it has a
close relationship with internal control [54].

In the meantime, to avoid the reduction of the accuracy and
reliability of financial data derived from IS threats, organizations
extensively use IT to support internal control over financial reporting.
IT controls would exist in the entire system of internal controls, and it
ensures the accuracy, integrity, and availability of transaction data in
the financial statements [16,20]. IT controls can be also classified as
general and application controls. General controls include security
management, software acquisition, development and maintenance
that can support reliable application controls and ensure the
continued operation of information system [18]. Conversely, if the
relevant ITGC fails, it would create a pervasively impact on all systems
in its entity [25].

There are only a few studies to discuss the control test strategies
for auditors [2]. Waller [53] found that the majority of auditors' risk
assessments on control risks were assessed at the high score.
Therefore, auditors often use substantive test when they believe it is
more efficient than testing internal control [34,37]. However, SAS No.
55 [3] requires auditors to understand the internal control. Elder and
Allen [17] indicated that it is more cost effective and reliable by
utilizing rotational test of control. In addition, being different from
Waller's [53] study, they also found that the later practices frequently
show lower control risk assessment and high reliance of internal
controls. Allen et al. [2] also expect auditors to extend more effective
internal controls after SOX 404 being released.

SOX 404 and Auditing Standard No. 2 [41] require management
level and auditors to report on internal controls over financial
reporting. In the past, management level focused on control-based
activities in their organizations. It is not until now the increasingly
complex nature of business risks urges companies to develop proper
guidance for managing their risks properly. However, no enterprise
risk management framework is found for companies to follow [28]. To
solve this potential problem, COSO released an Enterprise Risk
Management (ERM) — Integrated Framework [11] by expanding its
1992 Internal Control-Integrated Framework in 2004. In summary,
The COSO defined ERM as follows:

“Enterprise Risk Management is a process, effected by an entity's
board of directors, management, and other personnel, applied in a
strategy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risks to be
within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives”.

Recently, more and more companies rely on IT heavily to ensure
the reliable and trustable operation. In order to attest to and report on
management assessment of the entities' internal control structure and
procedures, it is truly important for auditors to follow such a
framework to assess the effectiveness of their IT controls. Since ERM
by nature, is a conceptual framework, it does not provide a detailed
criterion about IT control objectives and related activities. However, it
is found to be useful and feasible for auditors to have a guideline for IT
control such as “The Control Objectives for Information and Related
Technology” (COBIT) to follow. Now in its fourth edition, COBIT is
widely accepted as a reliable and comprehensive framework to
manage risks and IT control, and explains how IT processes deliver the
information that a business needs to achieve its objectives. The COBIT,
which is accepted by most entities in the world, in fact provides
critical information of IT governance and control framework for
management and reliable assurance of the IT control [9,43].

Furthermore, COBIT is an in-depth IT control reference for auditors
to determine what to notice [18,36,38,50]. Tuttle and Vandervelde
[51] examined the conceptual model of COBIT framework and found
that the model can be useful for auditors while they assess IT control.
Rozek [45] posited that the maturity model such as COBIT can assist
auditors assess overall attitudes about IT control, and it provides a
standard way to record the state of internal control. In an IT
environment, the COBIT is a broadly recognized control framework,
and regarded as the appropriate framework to complement the COSO
evaluation framework [24,42]. Lainhart [31] mentioned that COBIT
can help firms reduce IT risks. From the practical perspective, auditors
agree on the function of the COBIT and its role in IT auditing [30].
However, Tuttle and Vandervelde [51] indicated that the COBIT
framework could not consider some critical variables for assessing
risks on IT processes, and hence, suggested that COBIT could be
expanded to contain other variables such as the environment outside
the organization. In spite of COBIT's involving various aspects of
control items, its framework may possibly miss a few variables that
can affect the audit risk. The main objective of this study is to develop
an ITGC evaluation model. ERM can strength the COBIT framework,
since it consists of certain components such as event identification
which identifies any inside or outside vulnerability in the entity.
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Table 1 lists all prior studies and/or literature which provide the
different interpretations of IT controls and their key findings.
2.2. The objectives of ITGC under ERM

This study aims at determining the objectives defined for affecting
financial statement of ITGC under ERM. First, ITGC starts with
including all objectives at the entity level (for the overall organiza-
tion) and activity level (for a specific process or business unit). The
entity level control aims at a full understanding of the operation style
and culture in the organization. On the other hand, the activity level
control focuses on IT controls of financial reporting. The most relevant
internal controls for financial statement assertions are considered to
include activities that prevent, detect, and correct a significant
misstatement in the financial reporting or other required disclosures
(e.g., recording amounts in the general ledger, and recording journal
entries).

In the entity level control, control elements under ERM consist of
seven related components and they are internal environment,
objective setting, event identification, risk assessment, risk response,
information/communication, and monitoring. The internal environ-
ment is a foundation for all other components of ERM, and
management establishes risk culture and risk taking in the entire
entity. The objective setting can be employed to link vision with
strategic objectives at the entity level. The event identification setting
enables management to consider both external and internal factors
that affect what/which event to happen. The risk assessment makes
entities to consider how latent events might affect the accomplish-
ment of objectives. The risk response setting includes risk avoidance,
reduction, sharing, and acceptance. The information/communication
setting can provide feedbacks and also connection and communica-
tion between the board and the management. The monitoring is a
process to check the performance of entity.

In the contrast, the activity level control component under ERM is
concernedwith the control activity. This study follows the structure of
IT Control Objectives for Sarbanes–Oxley [24] to include three kinds of
Table 1
Previous literature about IT controls and their key findings.

Author Key findings

Edelstein [16] IT controls would ensure the accuracy, integrity, and
in the financial statements.

Flowerday and Solms [18] IT controls can be classified as general and applicatio
include security management, software acquisition, d
that can support reliable application controls and ens
of information system.

Walters [54] IS security can protect and control information techn
and reliability of financial reporting, it has closed rela

ITGI [25] If the relevant ITGC fails, it would have pervasive imp
Proctor and Vignaly [40] If the entities lack of proper information security, the

and reliability of financial data confidently. For exam
in unauthorized user accessing the system, and incre

COSO [10] COSO issued a report entitled Internal Control-Integr
recommended for companies, auditors, regulating ag

COSO [11] COSO released an Enterprise Risk Management (ERM
is a high-level and integrated internal control framew

ITGI [25] Other IT control frameworks such as ISO 17799 for in
and Information Technology Infrastructure Library (IT
of them are focused on operational and financial obje
financial reporting.

KPMG [30] From a practical perspective, some auditors also agre
its role in IT auditing.

Lainhart [31] COBIT can help firms reduce IT risks.
Reghavan [43] COBIT accepted by entities in the world provides crit

and control framework for management and reliable
Tuttle and Vandervelde [51] COBIT framework still could not consider some critic

processes, and suggested that COBIT could be expand
environment outside the organization.
control activities and they are, “Acquire and Implement”, “Deliver and
Support”, and “End-User Computing”.

Secondly, even if the ERM provides a framework for ITGC, it does
not provide the detailed control objectives for auditors to design and
assess ITGC. The detailed objectives of ITGC are based on the IT Control
Objectives for Sarbanes–Oxley [25] which is a reference to combine
COSO-ERM and COBIT. In comparison, COSO-ERM is the high-level
and integrated internal control framework whereas COBIT provides
detailed guidance for information technology. The IT Control
Objectives for Sarbanes–Oxley [25] is the combination framework
that aligns COSO components with control objectives of COBIT.
Furthermore, compared to other frameworks such as information
security management of ISO 17799 and Information Technology
Infrastructure Library (ITIL) for service management, both of them are
focused on operational and financial objectives rather than the
controls of financial reporting selected by ITGI [24]. The brief
description of each control objective of the framework [25] is
illustrated in Appendix A.

3. Research methodology

3.1. Analyze the priority of ITGC objectives

This study employed the AHPmethod to construct the quantitative
ITGC evaluation model for IT auditors. The AHP is a multi-criteria
decision making method introduced by Saaty [46], and can be applied
to many areas such as accounting and social sciences [4,47]. Vargas'
study [52] also pointed out that the AHP can be applied in both private
and public organizations. The study of Forman and Gass [19]
suggested eight applications of the AHP: (1) choice; (2) prioritiza-
tion/evaluation; (3) resource allocation; (4) benchmarking; (5)
quality management; (6) public policy; (7) health care; and (8)
strategic planning. This study employs AHP to construct the ITGC
evaluation model for the following reasons. Firstly, the AHP can be
used to evaluate multiple objectives decision-making problems under
uncertainty [4], and many objectives need to be assessed for the ITGC
evaluation model in this research. Secondly, the AHP can help analyze
Implications

availability of transaction data Interpretations of IT controls from
different perspectives

n controls. General controls
evelopment and maintenance
ure the continued operation

ology resources and the accuracy
tionship with internal control.
act on all systems in the entity. If lack of proper IT control, entity may

encounter potential risk.y cannot guarantee the accuracy
ple, weak IS security can result
ase the risk of data being modified.
ated Framework which had been
encies and educational institutions.

Some frameworks can assist auditor to
perform IT control evaluation. However,
there may exist some specific natures
and defeat or impede effective control
evaluation.

) — Integrated Framework, which
ork.
formation security management
IL) for service management, both
ctives rather than controls of

e on the function of the COBIT and

ical information of IT governance
assurance of the IT control.
al variables for assessing risks on IT
ed to contain variables such as the
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priorities based on a decision maker's judgment in a hierarchical
structure [48,49]. This research has a necessity to identify the relative
importance of objectives to help auditors assess the ITGC. The AHP in
fact, helps to accomplish this aforementioned purpose. Thirdly,
compared with other methods such as Analytical Network Process
(ANP) and Fuzzy Integral, the AHP is relatively easy to utilize and can
be utilized with a broad domain of applications. Finally, it has the
capability to check the consistency with the opinion which subjects
make. Further, even Delphi method can be used for making a group
decision, it has some drawbacks such as much time spent on more-
rounds survey, more costly, and easily distorted expert opinion [22].

Designing the hierarchy and evaluating the hierarchy are two
necessary phases to perform the AHP analysis [52]. The ITGC hierarchy
developed for this study is involved four levels. Level 1 of the
hierarchy is the overall objective of the ITGC and Level 2 refers to two
major kinds of controls from IT Control Objectives for Sarbanes–Oxley
[25], namely Entity-level IT Control and Activity-level IT Control. Level
3 has 10 ERM components. “Acquire and Implement”, “Deliver and
Support”, and “End-User Computing” are classified into Activity-level
IT Control and the rest components are classified into the Entity-level
IT Control. Finally, Level 4 consists of 26 control objectives, which
come from COBIT.

Toevaluate thepriority of each control objective, theAHPmodel asks
subjects to make all pair-wise comparisons of the ITGC objectives at
each level of the hierarchy. Themeasurement scale shows the degree of
importance of the objectives related to each other [47]. The scale is built
with a range from one (similarly important) to five (extremely
important) to contrast different degrees of importance among these
objectives. Once four levels of pair-wise comparisons are completed,
these aforementioned data can be used to calculate local priority of each
control element (the relative importance of each ITGC objective at each
level) and global priority of each control element (the relative
importance of each ITGC objective at the overall level). Since all ITGC
objectives are adopted from ERM and COBIT which is well known and
widely accepted models, the construct validity of questionnaire is
acceptable. Besides, the content of questionnaire was pre-tested and
modified by twoCPAs for semantic and syntactic checking purposes.We
adopted consistency ratio (C.R.)≦0.1 as an acceptable standard to verify
the reliability of the AHP questionnaire [46]. In terms of the reliability of
AHP questionnaire, smaller C.R. value typifies a higher degree of
accuracy from decision makers' consistent assessment.

3.2. Case study for ITGC evaluation model

This study selected one of Big 4 CPA firms in Taiwan as a case
sample to verify whether or not CPAs accept the ITGC evaluation
model under ERM. The CPA firm is an international CPA firm and it has
a large number of branches worldwide. The CPA firm helps its clients
to handle with tax, consulting, and related accounting issues, and it
also possesses the required professional skills for computer auditing.
In practice, after IT auditors assessed the ITGC of an entity, CPAswould
define auditing strategies and procedures for auditing risks.

Two-step surveys were performed for this case study. In the first
step, this study invited several senior IT auditors from the CPA firm
and a selected auditing company from manufacturing industry in
Taiwan for assessing its ITGC. This aforementioned company was
established in 1971 and publicly listed in 1988. In addition, it is one of
the world's leading computer manufacturers of switching power
supplies, DC brushless fans, and a major source for power manage-
ment solutions, components, visual displays, industrial automation,
networking products as well as renewable energy solutions. Further-
more, this company has its sales offices worldwide andmanufacturing
plants located at Taiwan, China, Thailand, Mexico, India and Europe.
At the end of 2005, its gross profit was NT$7.3 billion and the number
of employee was around 4760. In terms of corporate structure, there
are eight directors and one independent director in the board.
Before assessing the ITGC, this study provided the subjects some
related information such as an introduction of this task, and an
introduction of this company which encompasses organizational
chart; information of board of director, Chief Executive Officer, and
Chief Information Officer; financial statement, demographic data of
MIS department, responsibilities and accountability of MIS depart-
ment, hardware devices of the company, software framework, ITGC
relevant documents, and description of current ITGC.

After understanding the ITGC of the entity, participants performed
the evaluation for each objective of ITGC (shown in Appendix B) on a
four-level scale (i.e. All/Most Operation, Moderate Operation, Low
Operation, and No Operation). According to the survey, we can get the
total score and define the degree of reliability of the overall ITGC for
the case (a total score of 0–33 implies low reliability; 34–66 indicates
moderate reliability; and 67–100 represents high reliability).

In the second step, based on the quantitative result of case
evaluation, respondents filled in the questionnaire based on the 5-
point Likert Scale for three dimensions (i.e., perceived usefulness,
perceived ease of use, and intention to use) of Technology Acceptance
Model (TAM). This questionnaire had been pre-tested by 2 CPAs first
to ensure its validity. TAM has been a powerful and solid framework
for explaining users' adoption of IT [13,14]. Based on TAM, usage of an
information system is determined by users' beliefs. TAM includes two
kinds of important beliefs — perceived usefulness and perceived ease
of use of the system. Perceived usefulness is defined as users' belief
that using the system will enhance their job performance. Perceived
ease of use is defined as the users believe that using the systemwill be
free of effort. Furthermore, the model is widely applied and tested
empirically to deal with a number of issues in the area of end-user
technologies [33].

3.3. Research procedure/process

This study involves two stages of survey that were performed in
late 2006 to early 2007. In the first stage, in order to analyze the
priority of evaluated objectives of ITGC evaluation model, data were
collected by an e-mail survey. In practice, the auditing plan and
control risk assessment are carried out by senior auditors. Since only
Big 4 accounting firms own the department of computer auditing in
Taiwan, the major study subjects are the IT auditors of Big 4
accounting firms in Taiwan. This stage of survey originally yielded
32 responses from 83 questionnaires mailed. In order to ensure a
representative sample, we deleted three subjects whose work
experiences were below two years. After that exclusion, we deleted
10 subjects to satisfy consistency ratio criteria (C.R.≦0.1) [46]. At the
end, 19 surveys are usable for calculating the priority of objectives of
ITGC. All of respondents are senior auditors who have worked in the
Big four CPA firms (Deloitte, KPMG, Price Waterhouse Coopers, and
ERNST & YOUNG) for more than two years.

In the second stage of survey, we employed the case study method
to investigate the acceptance degree of CPAs for the proposed ITGC
evaluation model. From the prior literatures, usability evaluation is
one of the ways to provide a convincing evidence of utility [32].
Moreover, the study of usability approach is suggested to include an
ideal group of 10–20 evaluators, and some studies had applied it
successfully to examine the subjective perception [1,29,57]. This
process had two steps. Firstly, selected from the IT auditors in Big 4
accounting firms, 15 subjects had joined the previous stage of survey.
They were introduced with the chosen ITGC case first, and then
completed the ITGC evaluation model (shown in Appendix B). For the
second step, six CPAs who belong to the same CPA firm and are in
charge of auditing the case based on the results of auditor's evaluation
for ITGC on the case. Most importantly, these six CPAs who are new to
the evaluation model performed the questionnaire for acceptance.
This evaluation model was disclosed to two domain experts who are
in charge of ITGC project, and subsequent interviews were conducted
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with them to elicit more feedbacks such as what benefits could be
derived using this evaluation model.

4. Results and discussion

4.1. The priority of ITGC objectives

As shown in Table 2, the “Activity-level IT Control” category was
judged as more important in the ITGC. Its local priority is 0.58 which is
higher than the local priority of “Entity-level IT Control” (local
priority=0.42). The study of Klamm and Watson [27] collected the
data about the firms that are involved with material weakness, and
found out that control activities contained much more types of
material weakness than any other COSO components. Furthermore,
ITGI [26] indicates that some firms' documentation just focus only on
the control activities component. On the other hand, in terms of the
Table 2
AHP judgment model — summary of results.

Information Technology General Control Local priority Global priority Rank

Activity-level IT Control 0.580 0.580 1
Entity-level IT Control 0.420 0.420 2

Entity-level IT Control
Monitoring 0.311 0.131 1
Internal Environment 0.278 0.117 2
Information/Communication 0.124 0.052 3
Objective Setting 0.114 0.048 4
Event Identification 0.074 0.031 5
Risk Assessment 0.057 0.024 6
Risk Response 0.042 0.018 7

Activity-level IT Control
Deliver and Support 0.375 0.218 1
Acquire and Implement 0.327 0.190 2
End-User Computing 0.298 0.173 3

Entity-level (Internal Environment)
Define IT processes, organization and
relationships

0.541 0.063 1

Manage IT human resources 0.328 0.038 2
Educate and train users 0.131 0.015 3

Entity-level (Objective Setting)
Define IT strategic planning 0.615 0.029 1
Align risk appetite 0.385 0.018 2

Entity-level (Information/Communication)
Acquire information 0.635 0.033 1
Communicate management aims and
directions

0.365 0.019 2

Entity-level (Monitoring)
Manage quality 0.466 0.061 1
Monitor and evaluate IT performance 0.298 0.039 2
Monitor and evaluate internal control 0.236 0.031 3

Activity-level (Acquire and Implement)
Enable operations and use 0.343 0.065 1
Manage changes 0.266 0.050 2
Install and accredit solutions and changes 0.174 0.033 3
Acquire and maintain application software 0.114 0.022 4
Acquire and maintain technology
infrastructure

0.103 0.020 5

Activity-level (Deliver and Support)
Manage data 0.324 0.071 1
Ensure systems security 0.263 0.057 2
Manage the configuration 0.125 0.027 3
Manage problems and incidents 0.092 0.020 4
Manage operations 0.076 0.017 5
Define and manage service levels 0.069 0.015 6
Manage third-party services 0.051 0.011 7
sub-components of entity-level and activity-level controls, the result
shows that the Internal Environment (global priority=0.117) is rated
less than Monitoring (0.131), Deliver and Support (0.218), Acquire
and Implement (0.190), and End-User Computing (0.173) by the
survey subjects in spite of the fact that the Internal Environment was
being served as the foundation for all other components of ERM. One
possible reasonmay be is that the controls of this component aremore
related to IT infrastructure, and hence, they may not been viewed as
the major component leading to risk in the financial reporting.

Within the Activity-level IT Control category, “Deliver and
Support” (local priority=0.375) was considered as the most
important IT control objective and “Acquire and Implement” (local
priority=0.327). Because the control items of “Deliver and Support”
are related to system management, those items may have direct
impact on the final outcome of financial reporting. ITGI [25] also
indicates that the deficiency in this part could negatively impact the
company's financial reporting and disclosure activities. “Manage
Data” (local priority=0.324) and “Enable Operations and Use”
(local priority=0.343) were assessed to be the most important
controls within “Deliver and Support” and “Acquire and Implement”
categories respectively. In terms of “Manage Data”, the financial
information derived may not be reliable if without appropriate
authorization controls in overall process of transactions, A variety of
controls are set up to support the recording of financial information,
and those controls should be paid more attention when evaluating
this area. On the other hand, auditors should review service level
agreements and operational practices to make sure that relevant
system programs have been developed and maintained for achieving
the control of “Enable Operations and Use”.

Furthermore, Table 2 shows that “Monitoring” (local priori-
ty=0.311) was determined as the most important one within the
“Entity-level IT Control”, and “Internal Environment” (local priori-
ty=0.278) took the second place. This result is similar with the
findings of Klamm and Watson's [27] work. They found that
Monitoring and Internal Environment are ranked as top two IT-
relatedmaterial weaknesses among the COSO components (except for
control activity). “Manage Quality” (local priority=0.466) and
“Define IT Process, Organization and Relationships” (local priority=
0.541) were found to be the most important control within
“Monitoring” and “Internal Environment” categories respectively.
Table 2 also shows the global priority of all objectives of ITGC.

4.2. The result of case study for ITGC Evaluation model

The result of case study for ITGC evaluation model is shown in
Table 3. “Define IT Process, Organization and Relationships” (average
score is 2.60), “Acquire and Maintain Application Software” (average
score is 2.60), “Manage IT Human Resources” (average score is 2.53)
and “Acquire and Maintain Technology Infrastructure” (average score
is 2.53) were the items with a higher score of ITGC in the case study.
The total score of case company is 65.06, and it was evaluated as a
moderate reliable ITGC in the study.

This study demonstrates the acceptance of ITGC evaluation model
for the case company by using descriptive analysis for illustration
purpose. In terms of perceived usefulness, 71% of the CPAs agree that
the ITGC evaluation model can help them make an effective decision;
57% of the CPAs believe that it can improve the reliability of their
decision; 43% of the CPAs think that it is useful tool for decision-
making. In terms of perceived ease of use, 87% of the CPAs agree that it
is easy for them to use for evaluating IT auditing and related risks, and
71% of the CPAs agree that it is easy for them to understand. In terms
of intention to use, 57% of the CPAs expect to choose it to evaluate IT
auditing risks, and 57% of the CPAs have strong intention to use it.

For ensuring the reliability of questionnaire responses, this study
uses Cronbach's α to test the consistency. All dimensions (perceived
usefulness is 0.7473, perceived ease of use is 0.8247, intention to use is



Table 3
ITGC evaluation model (case).

The objectives of ITGC evaluation model Full
scorea

Average
scoreb

Scorec

Entity-level IT Control Internal Environment Define IT processes, organization and relationships 6.30 2.60 5.46
Manage IT human resources 3.80 2.53 3.20
Educate and train users 1.50 1.87 0.94

Objective Setting Define IT strategic planning 2.90 2.27 2.19
Align risk appetite 1.80 1.47 0.88

Event Identification Event identification 3.10 1.40 1.45
Risk Assessment Risk assessment 2.40 1.53 1.22
Risk Response Risk response 1.80 1.93 1.16
Information/Communication Acquire information 3.30 1.93 2.12

Communicate management aims and directions 1.90 2.47 1.56
Monitoring Manage quality 6.10 1.93 3.92

Monitor and evaluate IT performance 3.90 2.27 2.95
Monitor and evaluate internal control 3.10 2.13 2.20

Activity-level IT Control Acquire and Implement Acquire and maintain application software 2.20 2.60 1.91
Acquire and maintain technology infrastructure 2.00 2.53 1.69
Enable operations and use 6.50 1.93 4.18
Install and accredit solutions and changes 3.30 2.27 2.50
Manage changes 5.00 1.93 3.22

Deliver and Support Define and manage service levels 1.50 1.27 0.64
Manage third-party services 1.10 1.87 0.69
Ensure systems security 5.70 2.33 4.43
Manage problems and incidents 2.00 1.67 1.11
Manage the configuration 2.70 1.60 1.44
manage data 7.10 1.93 4.57
Manage operations 1.70 2.40 1.36

End-User Computing End-user computing 17.30 1.40 8.07
Total score 100.00 65.06

a The full score means the weight (by 100) in this evaluation model, calculated by AHP in Section 3.1.
b The average score of objectives is the mean from the first step survey in Section 3.2. Range of score is from 0 to 3.
c Final score of this control objective=a⁎(b/3).
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0.7837, overall questionnaire is 0.7762) are above the suggested value
of 0.7 [35]. This aforementioned fact proves that the questionnaire
data is reliable. As for enhancing the content validity, the question-
naire has been pre-tested by two CPAs as discussed earlier.

In order to explore whether or not the evaluation model is helpful
and useful to CPA firms, this study followed the process utilized by the
study done by Xiang et al. [57], and reviewed it with two domain
experts (the senior auditors who were in charge of ITGC project). To
summarize, they were pleased with the system and believed that this
evaluation model could be useful for ITGC assessment in practice in
the following aspects:

• to assist CPA in planning ITGC evaluation by referencing rigorous
framework and control items. Furthermore, this tool helps auditor
to focus on crucial items and hence, mitigate the auditing risk.

• to easily communicate with clients through the use of a logical
model based on ERM and COBIT.

• to identify which items are of higher priority for each specific client
in terms of its unique industry characteristics or the distinct nature
of their information systems. Moreover, the priority of each control
item serves as a guideline for developing necessary evaluation items
to compensate the high amount of fees paid by the client.

• to considerably reduce the time when auditors plan ITGC evaluation
for their first client. Moreover, this merit also can reduce the
auditors' work load and decrease the turnover rate of a CPA firm.
From the long term perspective, it can be used to effectively reduce
the re-training cost for CPA firms.

• to help CPA firms in predefining relevant document for assessing
each control item in the training stage. Moreover, it will also
improve the auditing efficiency in the evaluation stage.

5. Conclusion

Nowadays, IT control assessment is increasingly emphasized by
CPAs since more and more companies use IT to generate financial
reports. The ITGC is relatively important because it supports
application processing, and it may even influence financial statements
and/or specific accounts. However, SOX 404 does not require any
specific framework when auditors assess and report the effectiveness
of internal control over financial reports annually. This study
developed four levels of hierarchies of ITGC objectives under ERM
for independent auditors to report on the effectiveness of internal
control over financial reports and constructed the quantitative ITGC
evaluation model by employing AHP.

After analyzing the priority of ITGC objectives, this study finds out
that the item “Activity-level IT Control” ismore important than the item
“Entity-level IT Control” in the ITGC. This result means that the auditors
would pay more attention to the activity-level control. In the Activity-
level IT Control, “Deliver and Support” is the most important objective,
and this typifies that auditors would put more emphasis on the area
whether entity is able to use the information systems effectively and
safely. In the entity-level control, “Monitoring” is the most important
objective, and this shows that the internal control through continuous
and point-in-time assessment processes made by management is
becoming increasingly important to implement IT governance. By
ranking the overall objectives of ITGC, the top five important objectives
for auditors to evaluate ITGC are “End-User Computing”, “ManageData”,
“Enable Operations and Use”, “Define IT Process, Organization and
Relationships”, and “Manage Quality” respectively.

By far, End-User Computing is served as the most crucial objective.
Since users are not easy to control, or they can more easily move
outside the boundary of managerial influence. Hence, users may pose
the greatest risk in these circumstances. This item contains two
aspects for checking (spreadsheets and other user-developed pro-
grams) which are documented and regularly reviewed for reporting
the result precisely. Moreover, user-developed systems and data are
regularly backed up and stored in the secure manner. User-developed
systems need to be protected from unauthorized access. Hence, while
auditors evaluate a firm's end user computing, they need to perform
some evaluation activities, such as obtaining the End-User Computing



The objectives of ITGC evaluation model Description

Internal
Environment

Define IT processes,
organization and
relationships

An IT organization must be defined
considering requirements for staff, skills,
functions, accountability, authority, roles
and responsibilities, and supervision.
This organization is to be embedded into
an IT process framework that ensures
transparency and control as well as the
involvement of senior executives and
business management.

Manage IT human
resources

Acquire, maintain and motivate a
competent workforce for creation and
delivery of IT services to the business.
This is achievedby followingdefinedand
agreed practices supporting recruiting,
training, evaluating performance,
promoting and terminating.

Educate and train users Effective education of all users of IT
systems, including those within IT,
requires identifying the training needs
of each user group.

Objective
Setting

Define IT strategic
planning

IT strategic planning is required to
manage and direct all IT resources in
line with the business strategy and
priorities. The IT function and business
stakeholders are responsible for
ensuring that optimal value is realized
from project and service portfolios.
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policies and procedures; confirming that they perform security and
processing integrity controls; selecting users and inquiring whether
they understand this policy and comply with it; reviewing user-
developed systems; testing their ability to sort, summarize and report
appropriately; inquiring how end-user systems are backed up and
where they are stored; selecting a sample of user-developed systems;
and determining whether or not unauthorized users can access.

Apart from prioritizing, the model has several applications. The
first is that the ITGC evaluationmodel provides objectives under ERM
and incorporates the concept of risk management. Thus, the auditors
can follow this framework to mitigate audit risk when they assess
ITGC and plan level of substantive tests (including the nature, timing,
extent, and staffing of tests) as required in performing the audit tasks.
The framework, on the other hand, can also help management verify
their effectiveness of complying SOX 404 and other government/
state related regulations for IT governance. The other application
comes from the fact that it is a quantitative ITGC evaluation model.
Thus, the model helps auditors assess IT control risk more precisely
than traditional qualitative assessment. Furthermore, the result of
top five weighted ITGC objectives would provide junior or inexpe-
rienced auditors an important and useful reference to perform their
jobs.

5.1. Managerial implications

After SOX404wasenacted, the responsibility of CPAs in attesting the
effectiveness of internal control for their clients is clearly regulated.
Within the changing information technology environment, auditor
must have a good understanding of internal control and information
security. If the auditor does not have a clear understanding, the auditing
work may be full of uncertainty and risks. This study constructs an
assessment model based on ERM and COBIT, and it can help auditor
evaluate the effectiveness of ITGC. Moreover, the result provide a
substantial help for auditors to decide its auditing strategy and auditing
program in order to detect the weaknesses of internal control. Overall,
the assessmentmodel can enhance the efficiency of evaluating ITGC and
mitigate the audit risk for auditors.

In practice, auditors often use qualitative levels in a traditional way
to assess IT control risk based on their professional judgment and
experience when performing the assessment of ITGC. When junior or
inexperienced auditors have insufficient experience to perform such
work, they may fail to measure the risk of ITGC precisely. Through the
use of the model provided by this study, senior auditors are able to
quantitatively assess an organization, and leave the results as a
reference for junior auditors to assess the ITGC more efficiently.

5.2. Limitations and future research

This study can have two limitations. First, these ITGC objectives
under ERM framework may not be suitable for some industries and
certain types of information systems utilization, so auditors may
amend or delete some control objectives to fit some specific
circumstances. ITGI [25] also indicates that each organization must
carefully take into account the adequate IT control objectives as
necessary according to its own specific circumstances. There may be a
case that one organization may decide not to include all the control
objectives mentioned in the COBIT. Meanwhile, they may consider
others which are not discussed in the COBIT. Similarly, the description
of control objectives, illustrative controls, and illustrative tests of
controls listed in the COBIT may need to be modified for reflecting the
specific characteristics of certain industry or entity. In the proposed
framework of this study, for instance, service industry and virtual
team project based companies may emphasize the control objective of
“manage project” which is not included in this evaluation model. Due
to more regulations given by the government, financial sector needs
to add more control items into the framework. Furthermore, for
Internet based companies, such as Google, “manage performance and
capacity” may be considered as a crucial control item.

Secondly, although this study used a representative case to
construct an innovative and effective ITGC evaluation model, our
detailed assessment results should be cited carefully for the purpose
of comparison. Thirdly, this evaluationmodel can be used to judge the
degree of ITGC as high, moderate, or low based on the total score
calculated. Despite that the total scores of might be closely located in
the level boundary, auditors can professionally utilize the result
produced from our model to judge client's ITGC. For instance, two
companies assessed the score of 35 and 65 are identified as the
moderate reliability via this evaluation model. However, auditors can
differentiate the ITGC degree of these two companies by their
professional judgment. In addition, despite the eyes being caught by
high total score of the ITGC result, the auditor must also pay attention
to check whether those control items with extreme low or zero scores
will generate serious risk to the company.

There are some directions for future research. First, since the ITGC
evaluation model is based on the higher level of risk evaluation under
ERM, future research can verify current detailed objectives or even
add more specific detailed objectives to tailor the assessment of
different industries and information systems (e.g. SAP, Oracle, and
JDE). Secondly, future research can develop more interactive and
more user friendly application programs for ITGC evaluation model.
Finally, it may be possible for CPAs to conduct more case studies in
other industries, and then use the results to construct the related
norm database of evaluation model for the establishment of the
industrial best practice examples.
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Appendix A (continued)

The objectives of ITGC evaluation model Description

Align risk appetite Integrate the IT governance, risk
management and control framework
with the organization's (enterprise's)
risk management framework. This
includes alignment with the
organization's risk appetite and risk
tolerance level.

Event
Identification

Event identification Identify any event (threat and
vulnerability) with a potential impact
on the goals or operations of the
enterprise, including business,
regulatory, legal, technology, trading
partner, human resources and
operational aspects.

Risk
Assessment

Risk assessment Assess on a recurrent basis the
likelihood and impact of all identified
risks, using qualitative and quantitative
methods.

Risk Response Risk response Identify a risk owner and affected
process owners, and develop and
maintain a risk response to ensure that
cost-effective controls and security
measures mitigate exposure to risks on
a continuing basis.

Information/
Communication

Acquire information Management should ensure the
original data and information is
reliable and provides it to make
decision effectively. This information
is consisted of historical and
concurrent data that is uniform
format, and utilized by authorized
users.

Communicate
management
aims and directions

Management should develop an
enterprise IT control framework and
define and communicate policies. An
ongoing communication program
should be implemented to articulate
the mission, service objectives, policies
and procedures, etc., approved and
supported by management.

Monitoring Manage quality A quality management system should
be developed and maintained, which
includes proven development and
acquisition processes and standards.

Monitor and evaluate
IT performance

Effective IT performance management
requires a monitoring process. This
process includes defining relevant
performance indicators, a systematic
and timely reporting of performance,
and prompt acting upon deviations.
Monitoring is needed to make sure that
the right things are done and are in line
with the set directions and policies.

Monitor and evaluate
internal control

Establishing an effective internal
control program for IT requires a well-
defined monitoring process. This
process includes the monitoring and
reporting of control exceptions, results
of self-assessments and third-party
reviews.

Acquire and
Implement

Acquire and maintain
application software

Applications have to be made available
in line with business requirements.
This process covers the design of the
applications, the proper inclusion of
application controls and security
requirements, and the actual
development and configuration
according to standards.

Acquire and maintain
technology
infrastructure

Organizations should have processes
for the acquisition, implementation
and upgrade of the technology
infrastructure. This requires a planned
approach to acquisition, maintenance
and protection of infrastructure in line
with agreed technology strategies and
the provision of development and test
environments.

Appendix A (continued)

The objectives of ITGC evaluation model Description

Enable operations and
use

This process requires the production of
documentation and manuals for users
and IT, and provides training to ensure
proper use and operations of
applications and infrastructure.

Install and accredit
solutions and changes

New systems need to be made
operational once development is
complete. This requires proper testing
in a dedicated environment with
relevant test data, definition of rollout
and migration instructions, release
planning and actual promotion to
production, and a post-implementation
review.

Manage changes All changes, including emergency
maintenance and patches, relating to
infrastructure and applications within
the production environment must be
formally managed in a controlled
manner.

Deliver and
Support

Define and manage
service levels

Effective communication between IT
management and business customers
regarding services required is enabled
by a documented definition and
agreement of IT services and service
levels. This process also includes
monitoring and timely reporting to
stakeholders on the accomplishment of
service levels.

Manage third-party
services

The need to assure that services
provided by third parties meet business
requirements requires an effective
third-party management process. This
process is accomplished by clearly
defining the roles, responsibilities and
expectations in third-party agreements
as well as reviewing and monitoring
such agreements for effectiveness and
compliance.

Ensure systems
security

The need to maintain the integrity of
information and protect IT assets
requires a security management
process. This process includes
establishing and maintaining IT
security roles and responsibilities,
policies, standards and procedures.
Security management also includes
performing security monitoring and
periodic testing and implementing
corrective actions for identified
security weaknesses or incidents.

Manage problems and
incidents

Effective problem management
requires the identification and
classification of problems, root cause
analysis and resolution of problems.
The problem management process also
includes identification of
recommendations for improvement,
maintenance of problem records and
reviewof the status of corrective actions.

Manage the
configuration

Ensuring the integrity of hardware and
software configurations requires
establishment and maintenance of an
accurate and complete configuration
repository.

Manage data Effective data management requires
identifying data requirements. The data
management process also includes
establishing effective procedures to
manage the media library, backup and
recovery of data, and proper disposal of
media.

Manage operations Complete and accurate processing of
data requires effective management of
data processing and maintenance of
hardware.

(continued on next page)
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Appendix A (continued)

The objectives of ITGC evaluation model Description

End-User
Computing

End-user computing Effective End-user computing requires
policies and procedures concerning
security and processing integrity exist
and are followed. Next, End-user
computing, including spreadsheets and
other user-developed programs, are
documented and regularly reviewed
for processing integrity, including their
ability to sort, summarize and report
accurately. Further, user-developed
systems and data are regularly backed
up and stored in a secure area. User-
developed systems, such as
spreadsheets and other end-user
programs, are secured from
unauthorized use.
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Appendix B. ITGC evaluation model

There are 4 levels to our general IT control measurement scale: 0.
No operation (no items achieve control objectives); 1. Low operation
(few items achieve control objectives); 2. Moderate operation (a few
items don't achieve control objectives or have material deficiency); 3.
All/most operation (most items achieve control objectives and no
material deficiency). According to general IT control of the case, please
given suitable scale for each item.
Assessment items Scale

Entity-level IT Control Internal Environment Define IT processes,
organization and
relationships
Manage IT human
resources
Educate and train users

Objective Setting Define IT strategic
planning
Align risk appetite

Event Identification
Risk Assessment
Risk Response
Information/Communication Acquire information

Communicate
management aims and
directions

Monitoring Manage quality
Monitor and evaluate IT
performance
Monitor and evaluate
internal control

Activity-level IT Control Acquire and Implement Acquire and maintain
application software
Acquire and maintain
technology
infrastructure
Enable operations and
use
Install and accredit
solutions and changes
Manage changes

Deliver and Support Define and manage
service levels
Manage third-party
services
Ensure systems security
Manage problems and
incidents
Manage the
configuration
Manage data
Manage operations

End-User Computing
Total
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