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          Learning Objectives 

    Upon completion of this chapter, you will be able to:
    1.    Understand the foundations for legal and ethi-

cal issues in EC.   
   2.    Describe intellectual property law and under-

stand its adjudication.   
   3.    Explain privacy and free speech issues and 

their challenges.   
   4.    Describe types of fraud on the Internet and 

how to protect against them.   
   5.    Describe the needs and methods of protecting 

both buyers and sellers.   
   6.    Describe EC-related societal issues.   
   7.    Describe Green EC and IT.   
   8.    Describe the future of e-commerce.      

    OPENING CASE: WHY WAS DISNEY 
FUNDING CHINESE PIRATES? 

 In 2006, Disney’s funding arm, Steamboat 
Ventures, invested $10 million in one of the larg-
est Chinese video- and fi le-sharing site called 
56.com (   56.com     ). The site is very popular in 
China, Taiwan, Singapore, and Hong Kong. 

    The Problem 

 In May 2008, The Walt Disney Company released 
its animated fi lm  Wall-E ; the fi lm was released on 
DVD in November 2008. However, immediately 
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after the movie release in May, the robot love 
story was available to download and watch for 
free on the Chinese video site 56.com. In other 
words, Disney was funding a Chinese site that 
bootlegs its own work. 

 A major reason that pirated movies are diffi -
cult to detect is that the same movie may appear 
under different names. Although 56.com man-
aged to remove some of the full-length bootlegged 
copies, many others still remain. The 56.com site 
is often referred to as a Chinese version of 
YouTube. However, unlike YouTube, 56.com and 
similar sites like Youku Tudou Inc. (China’s lead-
ing Internet television company) do not impose 
15-minute limits on uploaded videos, which 
makes them a haven for illegally uploaded videos, 
including full-length movies and TV episodes. 
Note, it is possible today to upload videos longer 
than 15 minutes by using special procedures.) 

 If 56.com were located in the United States, we 
would expect the Motion Picture Association of 
America (MPAA) and similar organizations in 
other countries to pressure the “bootlegging” com-
pany to remove copyrighted materials. However, 
China has not had a very solid record of enforcing 
intellectual property rights. Therefore, the Chinese 
government is turning to harsher punishments for 
piracy of copyrighted material. In 2011, they dis-
covered over 2,000 cases of copyright infringe-
ment and arrested 4,000 people. The government 
has vowed to create harsher punishments to 
 combat the problem (see Billboard Biz  2011 ).  

    The Solution 

 Before Disney’s affi liate, Steamboat Ventures, 
invested in 56.com, they knew they faced a battle 
preventing pirated movies and TV shows from 
being shown on the 56.com site. However, 
Steamboat Ventures said that they were attracted 
to the site’s ‘refi ned, controlled, and effective 
technology platform,’ as well as its large user 
base. Although Steamboat was aware of the piracy 
issue, they thought that they “could promote legal 
content on the site and work towards eliminating 
pirated materials” (see McBride and Chao  2008 ). 

 In the United States, you can take legal action 
against companies such as 56.com for copyright 
violations. For example, in 2007, Viacom sued 
YouTube for $1 billion, requesting access to the 
viewing habits of YouTube users On March 18, 
2014, Google (owner of YouTube) and Viacom 
settled out of court, fi nally resolving the seven-
year long  Viacom v. YouTube  litigation. 

 Note that, in China, the government, which in 
the past provided only warnings to violators, is 
increasing penalties for violations of copyright 
infringement. In November 2013, several Chinese 
video companies, including Youko Tudou and 
Tencent Video, along with the Motion Picture 
Association of America (MPAA), joined together 
in Beijing to fi ght against video online infringe-
ment and piracy in China. Legal action had 
already been taken against Baidu and QVOD (see 
   marketwatch.com/story/joint-action-against-
online-video-piracy-in-china-2013-11-13     ). In 
2013, Chinese authorities closed the largest 
piracy website and arrested 30 employees.  

    The Results 

 56.com allowed the downloading of free movies, 
video games, and the like until about 2010. 
Disney did not seem to be too concerned with 
this. Its investment provides 56.com with a distri-
bution channel for its Disney products that may 
provide a strategic advantage to Disney in China. 
In March 2009, Disney allowed YouTube to run 
short videos as well as full episodes of its ABC (a 
television station) and ESPN (Internet and televi-
sion sports channel) networks under an ad-reve-
nue sharing arrangement. 

 In August 2009, 56.com launched ‘Kankan 
56’ (   kankan.56.com     ), a fee-based innovative 
video content platform that provides user-paid 
benefi ts to original video authors, video makers, 
and copyright owners in exchange for video shar-
ing. Video uploaders charge users for viewing 
and set their own prices, with 56.com taking a 
10% commission; the video can be viewed for 15 
days only. By 2014, 56.com was purchased by 
the social network RenRen. 
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  Sources:  Based on  56.com  ( 2009 ), Albanesius 
( 2008 ), and McBride and Chao ( 2008 ).    

     15.1  ETHICAL CHALLENGES 
AND GUIDELINES 

  Ethics  is a set of moral principles or rules of how 
people are expected to conduct themselves. 
It specifi es what is considered by society to be 
right or wrong. 

 Issues of privacy, ownership, control, and 
security must be confronted in implementing and 
understanding the ethical challenges of EC. 

    Ethical Principles and Guidelines 

 Public law embodies ethical principles, but the 
two are not the same. Acts that generally are con-
sidered unethical may not be illegal. Lying to 
someone may be unethical, but it is not illegal. 
Conversely, the law is not a collection of ethical 
norms, and not all ethical codes are incorporated 
into public law. Online File W15.1 shows a 
framework for ethical issues. 

 One example of an ethical issue is the Facebook 
class action lawsuit of 2009, described next. 

    Example: Who Owns User-Generated 
Content? 
 In August 2009, fi ve Facebook users fi led a class 
action lawsuit against Facebook, claiming that 
Facebook violated privacy laws by gathering 
online users’ activity and providing their personal 
information to third parties without the users’ per-
mission. They also alleged that Facebook engages 
in data mining, without informing the users. 

 The objective of the data collection was to 
enable Facebook to sell their users’ data to adver-
tisers because Facebook needed more revenue 
sources. The Electronic Privacy Information 
Center fi led a complaint with the FCC, alleging 
that Facebook’s changes in privacy settings made 
users’ information publicly available without giving 
the users the option to opt out. Facebook was found 
to be liable for violating the privacy of their users 
and amended their rules (see ComputerWeekly.
com  2009 ). Facebook has  continuously been mod-
ifying and changing its privacy settings, letting its 
users decide how much they want to share with the 
public.   

    Business Ethics 

  Business ethics  (also known as  corporate  or 
 enterprise ethics ) is a code of values, behaviors, 
and rules, written or unwritten, for how people 
should behave in the business world. These ethics 
dictate the operations of organizations. For 
details, see Ferrell et al. ( 2012 ). For implementa-
tion considerations, see Business for Social 
Responsibility (   bsr.org     ). 

 LESSONS LEARNED FROM THE CASE 

 Copyright violation on the Internet is a 
major problem for creators and distributors 
of intellectual property such as software, 
movies, music, and books. The problem 
arises not only because it is diffi cult to 
monitor millions of users and their posts, 
but also because in many countries there is 
not a great deal of legal protection of copy-
righted material; and even if there is, it is 
diffi cult and very expensive to enforce. 

 Protection of intellectual property is 
one of the major EC legal issues presented 
in this chapter. An overview of other intel-
lectual property topics, and especially pri-
vacy, are also presented. A full analysis of 
legal and ethical issues is far beyond the 
scope of one chapter. For comprehensive 
treatment and case studies, see Mann and 
Winn ( 2008 ). This chapter also covers sev-
eral societal issues related to EC, especially 
the potential environmental impacts from 
what is known as  “Green EC , ”  and how 
societal issues may affect individual pri-
vacy and enjoyment of life. 

 Note: For a collection of free e-books, 
slide shows, and fi les and documents 
about ethical, social, and political issues in 
e-commerce, see    pwebs.net/i/internet-
ethics     . 
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    The Issues of Internet Abuse 
in the Workplace 
 In 2009, 24/7 Wall St. (   247wallst.com     ) con-
ducted a workplace study about how people 
spend time online. Their fi ndings revealed that 
actual time wasted and productivity losses were 
staggering; about one-fourth of the hours spent 
online during the workday were spent on per-
sonal matters (per blog by Mike Plitzer;    plixer.
com/blog/2010/10/page/4      October 6, 2010). In 
general, employees spent more than one hour per 
week on social media alone, followed by online 
games and e-mails. A majority of companies 
have banned access to social networks such as 
Facebook, Twitter, MySpace, and LinkedIn. In 
2013,  SFGate  (per Gouveia  2013 ) conducted a 
survey in which they found that 69% of the 
employees were wasting time for 30 minutes to 
several hours per day. The top fi ve employee 
“time wasters” were: checking news (37%), 
social networking (14%); online shopping (12%), 
and online entertainment (11%). For an article 
see   salary.com/2014-wasting-time-at-work    . 

   Managing Internet Abuse 
 Instead of banning the use of social networks in 
the workplace, some employers are following 
less draconian measures by setting the following 
policies in place: employees are encouraged to 
check their social networks only once or twice a 
day, consolidate their social networking streams, 
develop a clear social networking policy, and uti-
lize technology made for consolidation. A social 

networking policy should communicate clear 
guidelines from employers to employees. For 
example, employees should not spend more than 
20 minutes per day of company time browsing 
social networks.   

    Monitoring Employees: 
Is It Ethical? 
 Google and several other software application 
providers have incorporated new spyware on 
company smartphones given to employees, which 
enables employers to monitor the whereabouts of 
their employees using the smartphones’ built-in 
GPS tracking systems. Google’s Latitude enables 
companies to know their employees’ location at 
all times. The ethical question is, whether this 
new power will be used by governments to invade 
the privacy of an individual’s real-time where-
abouts. In other words, rules and procedures for 
ethical behavior are needed for business people 
practicing EC. Two major risks are criminal 
charges and civil suits. Table  15.1  lists examples 
of safeguards to minimize exposure to those risks 
(also see Yamamura and Grupe  2008 ).

        EC Ethical and Legal Issues 

 There are many EC- and Internet-related ethical 
issues that are related to legal issues (Himma and 
Tavani  2008 ). These issues are often categorized 
into intellectual property rights, privacy, free speech 
versus censorship, and fraud protection methods.  

   Table 15.1    Typical safeguards to minimize exposure to risk of criminal or civil charges   

 1. Does the website clearly post shipping policies and guarantees? Can the selling company fulfi ll its policies and 
guarantees? Does it comply with Federal Trade Commission (FTC) rules? 

 2. Does the website clearly articulate procedures for customers to follow when returning a shipment or when seeking 
a refund for products or services not received, or received in bad or damaged condition? 

 3. Has the company checked partners’ backgrounds before entering into agreements with third-party vendors and 
supply chain partners? Do those agreements include protection of the company against all possible risks? 

 4. Is there suffi cient customer support staff, and are they knowledgeable and adequately trained to process customers’ 
inquiries? 
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 Examples of ethical issues discussed elsewhere 
in this book are channel confl ict (Chapters   3     and 
  13    ), pricing confl ict (Chapter   3    ), disintermedia-
tion (Chapters   3    ,   4    , and   13    ), and trust (Chapter   9    ). 
Two additional EC-related ethical issues are 
Internet use that is not work-related and code of 
ethics. See also    investopedia.com/terms/c/code-
of-ethics.asp     . 

    Internet Use that Is Not Work-Related 
 As described earlier, a majority of employees use 
e-mail and surf the Web for purposes not related 
to work. The use of company property (i.e., com-
puters, networks) for e-mail and Internet use may 
create risk and waste time. The degree of risk 
depends on the extent to which the company has 
implemented policies and procedures to prevent 
and detect illegal uses. For example, companies 
may be held liable for their employees’ use of 
e-mail to harass other employees, participate in 
illegal gambling, or distribute child pornography 
(Gray  2010 ).  

    Code of Ethics 
 A practical and necessary approach to limiting 
Internet surfi ng that is not work-related is an 
Internet Acceptable Use Policy (AUP) to which all 
employees must conform. It includes EC, social 
networks, and any IT-related topics. Without a for-
mal AUP, it is much more diffi cult to enforce 
acceptable and eliminate unacceptable behaviors 
and reprimand violators. Whenever a user signs on 
to the corporate network, the user should see a 
reminder of the AUP and be notifi ed that online 
activities are monitored. Such notifi cation should 
be a part of a code of ethics. 

 A corporate  code of ethics  sets out the rules 
and expected behaviors and actions of a company. 
Typically, the code of ethics should address the 
use of offensive content and graphics, as well as 
proprietary information. It should encourage 
employees to think about who should and who 
should not have access to information before they 
post it on the company’s website. The code should 
specify whether the company allows employees 
to set up their own Web pages on the company 
intranet and provide policies regarding private 
e-mail usage and surfi ng during working hours. 
A company should formulate a general idea of the 
role it wants websites to play in the workplace. 
This should guide the company in developing an 
AUP and provide employees with a rationale for 
that policy. Finally, do not be surprised if the code 
of ethics looks a lot like simple rules of etiquette – 
it should. Table  15.2  lists several useful guidelines 
for a corporate Web policy. For a list of website 
quality guidelines, see Online File W15.2. For 
business ethics case studies, see     harpercollege.
edu/~tmorris/ekin/resources.htm     .     

    SECTION 15.1 REVIEW QUESTIONS 
     1.    List seven ethical issues related to EC.   
   2.    List the major principles of ethics.   
   3.    Defi ne business ethics.   
   4.    Give an example of an EC activity that is 

unethical but not illegal.   
   5.    How can employees abuse the Internet? How 

do small companies handle this?   
   6.    Describe the issues of monitoring employees.   
   7.    List the major issues that should be included 

in a code of ethics.         

•     Intellectual property rights.  Owner-
ship and value of information and intel-
lectual property. Intellectual property is 
diffi cult to protect on the Web. Owners 
are losing a substantial amount of money 
due to piracy (see Section  15.2 ).  

•    Privacy.  Because it is so diffi cult to pro-
tect the privacy of individuals on the 
Web, there are some countries that do not 
regulate privacy issues while others have 
strict anti-invasion rules (Section  15.3 ).  

•    Free speech versus censorship.  Free 
speech on the Web may result in offensive 
and harmful attacks on individuals and 
organizations (Section  15.4 ). Therefore, 
some countries have decided to censor 
material on the Internet.  

•    Consumer and merchant protection 
against fraud.  For e-commerce to suc-
ceed, it is necessary to protect all trans-
actions and participants against fraud 
(Section  15.5 ).   
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      15.2  INTELLECTUAL PROPERTY 
LAW AND COPYRIGHT 
INFRINGEMENT 

 The legal system is faced with the task of main-
taining a delicate balance between preserving 
social order and protecting individual rights. 
Keep in mind that, when used in law, the term 
 individual  is broadly defi ned to mean a person, 
group of people, or other legal entity, such as an 
organization or corporation. In this section, we 
explain some types of intellectual property laws 
and the issues arising from EC. 

    Intellectual Property in E-Commerce 

  Intellectual property (IP)  refers to property that 
derives from the creative work of an individual, 
such as literary or artistic work. Intellectual prop-
erty can be viewed as the ownership of intangible 
assets, such as inventions, ideas, and creative 
work. It is a legal concept protected by patents, 
copyrights, trademarks, and trade secret law 
(known as  Intellectual Property Law ). 

 Intellectual property law also may be con-
cerned with the regulation of thought-related 
products, including creativity. It affects such 
diverse subjects as the visual and performing arts, 
electronic databases, advertising, and video 
games. Creativity is a critical success factor in 
the business world, and is the foundation of inno-
vation. See the World Intellectual Property 
Organization website (go to    wipo.int     ). 

 There are various intellectual property law 
specialties, as shown in Table  15.3 . Those spe-
cialty laws are interrelated and may even overlap.

      Recording Movies, Shows 
and Other Events 
 A common method of infringement is to bring 
video cameras and video-capable cell phones to 
movie theaters and record the performances. 
PirateEye (   pirateeye.com     ) is one of the compa-
nies that manufacture devices that discover 
and identify the presence of any digital record-
ing device, monitor remotely in real time, and 
much more.  

    Copyright Infringement and Protection 
 Numerous high-profi le lawsuits already have 
been fi led regarding online copyright infringe-
ment related to EC and the Web (e.g., see the 
closing case in this chapter). A  copyright  is an 
exclusive legal right of an author or creator of 
intellectual property to publish, sell, license, dis-
tribute, or use such work in any desired way. In 
the United States, content is automatically pro-
tected by federal copyright laws as soon as a 
work is produced in a tangible shape or form. 
A copyright does not last forever; it is good for a 
set number of years after the death of the author 
or creator (e.g., 50 years in the United Kingdom). 
After the copyright expires, the work reverts 
to the public domain (or becomes publicly 
 available). See    fairuse.stanford.edu/overview/
public-domain      and    thepublicdomain.org     . In 
many cases, corporations own copyrights. In such 
a case, the copyrights will last 120 years, or even 

   Table 15.2    Corporate web policy guidelines   

 Issue written guidelines regarding employee use of the Internet, including e-mail, instant messaging and social 
network sites 
 Make it clear to employees that they cannot use copyrighted or trademarked material without permission 
 Post disclaimers concerning Web content that the company does not support 
 Post disclaimers of responsibility concerning content of online forums and chat sessions 
 Make sure that Web content and activity comply with the laws in other countries 
(if you are conducting business there), such as those governing intellectual property and privacy 
 Make sure that the company’s Web content policy is consistent with your company’s other policies 
 Appoint someone to monitor Internet legal and liability issues and have that person report to a senior executive 
or to a legal counsel 
 Have attorneys with cyberlaw expertise review Web content to make sure that there is nothing unethical or illegal on 
the company’s website and that all required statements and disclaimers are properly included 
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longer. The legal term for the use of a work with-
out permission or contracting for payment of a 
royalty is  copyright infringement .  

    File Sharing 
 One of the major methods of violating copyrights 
is  fi le sharing . File sharing became popular in the 
late 1990s through facilitating companies such as 
Napster. One of the players in this area is The 
Pirate Bay (see the closing case to this chapter). 
The loss to copyright holders is estimated to be 
several billion dollars annually. The Recording 
Industry Association of America (RIAA) is fi ght-
ing back. 

  Examples 
 The fi le sharing business is a major target of the 
RIAA, which shut down popular sites LimeWire 
LLC and Kazaa. Additionally, another popular 
fi le sharing site, Megaupload.com, was shut down 
in January 2012 (see Barakat  2012 ). However, the 
site was re-launched in January 2013 under the 
domain name    mega.co.nz     .   

    Legal Aspects of Infringement 
 In November 2010, the U.S. Senate Judiciary 
Committee approved the controversial Combating 
Online Infringement and Counterfeits Act 
(COICA) that provides the Attorney General with 
the power to shut down websites without a trial or 
court order if copyright infringement is consid-
ered to be the “central activity of the site” (see 
Gustin  2010 ). The problem is that, under this bill, 

most business websites are considered publishers 
(e.g., even when publishing an online sales bro-
chure), and may be subject to disruptive investi-
gations. (e.g., see Fogarty  2010 ). Note, this bill 
was still in debate as of May 2015.  

    The RIAA Industry Versus the Violators 
 To protect its interests, the RIAA uses selective 
lawsuits to stamp out rampant music piracy on the 
Internet. The RIAA spent more than $58 million 
in pursuit of targeted infringers between 2006 and 
2008, yet collected less than $1.4 million (less 
than about 2%) from judgments (Frucci  2010 ). 

 However, since 2009, the number of lawsuits 
has been declining for several reasons. For exam-
ple, see Bambauer ( 2010 ). Another example is 
Google’s victory against Viacom’s $1 billion 
copyright violation lawsuit. In 2013, Viacom lost 
its case against YouTube (the appellate court ruled 
in favor of Google). Finally, pending copyright 
infringement lawsuits are not favored because 
they are lengthy and very costly. As an alternative 
to direct lawsuits, the entertainment industry has 
begun developing digital rights management 
(DRM) policies to be enforced through the court 
system as well through federal legislation. 

   Globalization 
 Much of the media piracy occurs in other coun-
tries (e.g., Russia, China, and Sweden, as per the 
closing case of Pirate Bay), and therefore it is dif-
fi cult to regulate. According to Doctorow ( 2012 ), 
most piracy occurs in developing countries.   

   Table 15.3    Intellectual property laws and the protections of intellectual property   

  Laws    Protection provided by the law  
 Intellectual property law  Protects the creative work of people 
 Patent law  Protects inventions and discoveries 
 Copyright law  Protects original works of authorship, such as music and literary works, 

artistic design and writing computer codes 
 Trademark law  Protects trademarks, logos, etc. 
 Trade secret law  Protects proprietary business information 
 Law of licensing  Enables owners of intellectual property to share it via licensing. 
 Law of unfair competition relating 
to counterfeiting and piracy 

 Protects against those who use illegal or unfair methods, or methods not 
available to others. Also against those pirating intellectual property 

15.2  Intellectual Property Law and Copyright Infringement
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    Digital Rights Management (DRM) 
  Digital rights management (DRM)  describes a 
system of protecting the copyrights of data cir-
culated over the Internet or digital media. These 
arrangements are technology-based protection 
measures (via encryption or using watermarks). 
Typically, sellers own the rights to their digital 
content. In the past, when content was analog in 
nature, it was easier to buy a new copy of a copy-
righted work in the form of a physical medium 
(e.g., paper, fi lm, tape) than to produce such a 
copy independently. The quality of most copies 
often was inferior. Digital technologies make it 
possible to produce and distribute a high-quality 
duplicate of any digital recording with minimal 
effort and cost. The Internet virtually has elimi-
nated the need for a physical medium to transfer 
a work, which has led to the use of DRM sys-
tems for protection. For details, see    eff.org/
issues/drm     . However, DRM systems may 
restrict the  fair use  of material by individuals. In 
law,  fair use  refers to the limited use of copy-
righted material, without paying a fee or royalty, 
for certain purposes (e.g., reviews, commentar-
ies, teaching). 

 All is not simple when implementing DRM sys-
tem applications. For example, Apple has a con-
trolled ecosystem called ‘jailbreaker.’ In Apple’s 
losing argument, the company claimed that jail-
breaking should not be considered fair use, even 
though it provides great value to consumers (see 
Kravets  2010  and Anderson  2010 ).  

    Patents 
 According to Fedcirc.us, a  patent  is “an exclu-
sive right to a particular invention. Patents are 
granted by states or governments to the creator of 
an invention, or to someone who has been desig-
nated by them to accept the rights over the inven-
tion. The holder of the patent has sole rights over 
the invention for a specifi ed period of time” (e.g., 
20 years for applications fi led on or after June 8, 
1995 in the United States and 20 years in the 
United Kingdom). Patents serve to protect the 
idea or design of the invention, rather than any 
tangible form of the invention. (For details, see 
   money.howstuffworks.com/question492.htm     , 
   internetpatentscorporation.net     , and the United 
States Patent and Trademark offi ce (   uspto.gov     ). 

 There is some discrepancy between the U.S. 
and Europe over the way certain patents are 
granted. For example, in 1999, Amazon.com suc-
cessfully obtained a U.S. patent for its “1-Click” 
ordering and payment procedure. Using this pat-
ent, Amazon.com sued Barnes & Noble in 1999, 
alleging that its rival had copied its patented tech-
nology. Barnes & Noble was enjoined by the 
courts from using their “Express Lane” payment 
procedure. However, on May 12, 2006, the 
USPTO ordered a reexamination of the “1-Click” 
patent. In March 2010, the Amazon patent was 
rewritten in the U.S. to include only a shopping 
cart, and was approved as such. Nevertheless, 
Expedia and many other e-tailers use similar 
“checkout” systems today. See    en.wikipedia.
org/wiki/1-Click     . 

 There is a big debate about granting patents for 
 business methods . Companies may unknowingly use 
a business method, unaware that there is already a 
patent for that method. An example of a business 
method that was involved in litigation is Amazon’s 
‘1-click’ ordering system. More than 13 years after 
Amazon’s patent application, the patent was approved 
in Canada. For a discussion, see Kalanda ( 2012 ). 

 In legal cases involving business methods, 
some companies were allowed to avoid paying 
royalties, because they were unaware a patent for 
the business method already existed. The busi-
ness methods patent is meant to protect new ways 
of doing business. In 2010, the Supreme Court 
ruled that patents cannot cover abstract ideas. 

 Another example of a legal case involving pat-
ents is when Canadian fi rm i4i Corporation sued 
Microsoft, for patent infringement, alleging that 
Microsoft had infringed i4i’s patent relating to 
text manipulation software. Microsoft wanted the 
standard changed by which patents would be 
deemed invalid. Microsoft took the case all the 
way to the U.S. Supreme Court and lost. For 
details, see Greene ( 2011 ). 

   Oracle Versus Google 
 In following its legal right of enforcement, Oracle 
has been mining its newly acquired patent portfo-
lio and actively seeking and suing infringers. In 
2012, Oracle sued Google over its Android prod-
uct for using Oracle’s Java technology (copying 
Java code) without a license. While the trial court 
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ruled that APIs are not subject to copyright, the 
appeals court disagreed, holding that Java’s API 
packages were copyrightable, although it sent 
back the case to the trial court to determine whether 
or not Google’s copying was a violation of the Fair 
Use Doctrine. As of June 2014, Google has not 
appealed this decision to the U.S. Supreme Court.   

    Trademarks 
 According to the USPTO, a  trademark  is “a word, 
phrase, symbol, and/or design that identifi es and 
distinguishes the source of the goods of one party 
from those of others.” A trademark is used by 
individuals, business organizations, or other legal 
entities to notify consumers of a unique source, 
and to tell the difference between a company’s 
products or services and those of others. Although 
federal registration it is not necessary, there are 
several advantages, such as informing the public 
that the trademark belongs to the registrants, and 
giving them exclusive right of use (see    uspto.
gov/trademarks/basics/defi nitions.jsp     .) 

  Trademark dilution  is the use of a “famous” 
trademark by a third party, which causes the less-
ening (or dilution) of the ‘distinguishing quality’ 
of the mark (see    bitlaw.com/trademark/dilu-
tion.html     ). In 1996, the Federal Trademark 
Dilution Act (FTDA) was enacted to safeguard 
well-known trademarks from third-party users. In 
2006, the Trademark Dilution Revision Act 
(TDRA) was passed, which amended the earlier 
law. For details and a comprehensive discussion 
on trademark dilution, see Owens ( 2011 ). 

 In 2008, eBay won a landmark trademark case 
against Tiffany, a leading jewelry retailer, who 
had sued eBay alleging that many of the items 
being advertised on eBay as Tiffany merchandise 
were actually fakes. The U.S. court ruled in 2008 
that eBay cannot be held liable for trademark 
infringements “based solely on their generalized 
knowledge that trademark infringement might be 
occurring on their websites” (Savitz  2008 ).   

    Fan and Hate Sites 

 Fan and hate websites are part of the Internet self-
publishing and user-generated content (UGC) 

 phenomena that includes blogging. Fan sites may 
violate intellectual property rights. For example, 
some people illegally obtain copies of new movies 
or TV shows and create sites that compete with the 
legal sites of the movie or TV producer, even before 
the legal site is activated. Although the producers 
can get a court order to shut such sites down, new 
sites can appear the next day. In contrast with fan 
websites, there are  hate websites  that disseminate 
negative comments about corporations and indi-
viduals, and can cause problems for them. 

 Many hate sites are directed against large cor-
porations (e.g., Walmart, Microsoft, Nike). 

    Cyberbashing 
 Associated with hate sites is  cyberbashing , which 
is the registration of a domain name that criticizes 
(normally maliciously) an organization, product, 
or person (e.g.,    paypalsucks.com     ,    walmartsucks.
org     ,    verizonpathetic.com     ). 

  SECTION 15.2 REVIEW QUESTIONS 
     1.    What is intellectual property law? How is it 

helpful to creators and inventors?   
   2.    Defi ne DRM. Describe one potential impact 

on privacy and one drawback.   
   3.    What is meant by “fair use”? How does the 

“jailbreaking” of iPhones fall under “fair use”?   
   4.    Defi ne trademark infringement and discuss why 

trademarks need to be protected from dilution.   
   5.    Describe fan and hate sites. How do they ben-

efi t society? Should they be more regulated?   
   6.    Defi ne cyberbashing. Should attempts to expose 

unscrupulous corporate activities be banned?         

     15.3  PRIVACY RIGHTS, 
PROTECTION, AND FREE 
SPEECH 

  Privacy  has several meanings and defi nitions. In 
general, privacy is the state of not being disturbed 
by others, being free from others’ attention, and 
having the right to be left alone and not to be 
intruded upon. (For other defi nitions of privacy, 
see the Privacy Rights Clearinghouse at    privacy-
rights.org     .) Privacy has long been a legal, ethi-
cal, and social issue in most countries. 
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 The reason for privacy concerns stems from 
the fact that in using the Internet, users are asked 
to provide some personal data in exchange for 
access to information (such as getting coupons, 
other downloads, etc.). Data and Web mining 
companies receive and gather the collected data. 
As a result, users’ privacy may be violated (e.g., 
Stein  2011 ; and a slide presentation titled “Your 
Data, Yourself” by Justyne Cerulli at    prezi.com/
fgxmaftxrxke/your-data-yourself     ). 

 Privacy rights protection is one of the most 
debated and frequently emotional issues in EC and 
social commerce. According to Leggatt ( 2012 ), in 
a survey conducted by TRUSTe, 90% of Internet 
users “were found to worry about their online pri-
vacy.” Here we explore the major aspects of the 
problem as it relates to social networking. Many 
EC activities involve privacy issues ranging from 
collection of information by Facebook to the use of 
RFID. Here is an example. 

  Example: Google Glass 
 In May 2013, eight lawmakers, concerned about 
Google Glass (and other smart glasses), wrote a 
letter to Google asking what the company planned 
do to protect people’s privacy. See Guynn ( 2013 ) 
for a description.  

    Social Networks Changing 
the Landscape of Privacy and Its 
Protection 

 Today’s youth seem to be less concerned about 
privacy than they were in the past. The younger 
generations are more interested in blogs, photos, 
social networking, and texting. Attitudes about 
what constitutes private information are chang-
ing. As a result, there are new opportunities for 
marketers and marketing communication, mainly 
in offering experiences that are better personal-
ized, which do not violate Internet user privacy. 
See Bhargava ( 2010 ) for a discussion. 

 This problem has been articulated by Andrews 
( 2012 ), who studied privacy protection in social 
networks and concluded that very little privacy 
protection exists (e.g., college applicants are 
being rejected because of what they posted on the 

social networks; criminals read posts about vaca-
tions to know when to break into an empty house). 

 However, in May 2014, Facebook announced 
the addition of the ‘Anonymous Login’ feature 
and changes in login procedures, which allow 
users to try apps without sharing personal infor-
mation from Facebook. 

    Information Pollution and Privacy 
  Information pollution  (presented in Chapter   14    ), 
the adding of irrelevant, unsolicited information, 
may raise privacy issues such as the spreading of 
misinformation about individuals. In addition, 
polluted information used by decision makers or 
by UGC may cause invasion of privacy.  

    Global View 
 Note that the issue of privacy on the Internet is 
treated differently in different countries. For 
example, in November 2009, Google was sued in 
Switzerland over privacy concerns regarding its 
Street View application (Pfanner  2009 ). In 2012, 
the Swiss highest court ruled that Google may 
document residential street fronts with its Street 
View technology, but imposed some limitations 
on the kinds of images the company can take 
(e.g., lowering the height of its Street View cam-
eras so they would not peer over garden walls and 
hedges). For more about the court’s decision and 
the reaction of the parties, see O’Brien and 
Streitfeld ( 2012 ). In June 2013, the European 
Union highest court determined that government 
agencies cannot force Google to remove links to 
personal material. However, in May 2014, 
Europe’s highest court ruled that people should 
have the right to say what information is avail-
able when someone Googles them. The ruling 
applies to 28 nations and all search engines 
(Google, Bing) in Europe. The decision does not 
apply to the U.S. or any other country outside 
Europe (see Sterling  2014 ).   

    Privacy Rights and Protection 

 Today, virtually all U.S. states and the federal 
government (and many other countries) recog-
nize the right to privacy, but few government 
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agencies actually follow all the statutes (e.g., cit-
ing reasons of national security). One reason is 
that the defi nition of privacy can be interpreted 
quite broadly. However, the following two rules 
have been followed closely in past U.S. court 
decisions: (1) the right to privacy is not absolute. 
Privacy must be balanced against the needs of 
society; (2) the public’s “right to know” is supe-
rior to the individual’s right to privacy. The 
vagueness of the two rules shows why it is some-
times diffi cult to determine and enforce privacy 
regulations. 

 Section 5 of the Federal Trade Commission Act 
protects privacy. For an explanation of the FTC 
Act, see    ftc.gov/news-events/media-resources/
protecting-consumer-privacy     . Those practices 
extend to protecting consumer privacy, including 
the “do not track” option, protecting consumers’ 
fi nancial privacy, and the Children’s Online 
Privacy Protection Act (COPPA). 

    Opt-In and Opt-Out 
 Privacy concerns have been overshadowed by 
post-9/11 counterterrorism activities, but con-
sumers still want their data protected. One way to 
manage this issue is the  opt-in  and  opt-out  sys-
tem, generally used by direct marketing compa-
nies.  Opt-out  is a method that gives consumers 
the choice to refuse to share information about 
themselves, or to avoid receiving unsolicited 
information. Offering the choice to opt-out is 
good customer practice, but it is diffi cult to opt 
out in some industries, either because consumer 
demand for opting out is low or the value of the 
customer information is high. 

 In contrast,  opt-in  is based on the principle 
that consumers must approve in advance what 
information they receive from a company, or 
allow a company to share their information with 
third parties. That is, information sharing should 
not occur unless customers affi rmatively allow or 
request it. 

 See also the Direct Marketing Association 
(   thedma.org     ) for information and resources on 
consumers’ ad choices, opt-in and opt-out, pri-
vacy, identity theft, and more. 

 According to IBM ( 2008a ), the following six 
practices for implementing a successful privacy 
project are:  

 For further information on privacy protection, 
see IBM ( 2008a ) and the International Association 
of Privacy Professionals (   privacyassociation.org     ).  

    Some Measures of Privacy Protection 
 Several government agencies, communities, and 
security companies specialize in privacy protec-
tion. Representative examples in the U.S. 
include the Consumer Privacy Guide (   consum-
erprivacyguide.org/law     ), Privacy Protection 
(   privacyprotect.org/about-privacyprotec-
tion     ), Privacy Choice (   privacychoice.org     ), and 
Home PC Firewall Guide (   fi rewallguide.com/
privacy.htm     ) .  Finally, Cagaoan et al. ( 2014 ) 
describe the issue of privacy awareness in 
e-commerce. Other issues are reported by Shah 
et al. ( 2013 ).   

    Free Speech Online Versus Privacy 
Protection 

 Although the First Amendment of the U.S. 
Constitution grants the right to free speech, as 
with many rights, the right to free speech is not 

    1.     Get organized.  This can be done by 
creating a cross-functional privacy team 
for guidance.   

   2.     Defi ne the privacy protection needs.  
Decide what needs to be protected.   

   3.     Conduct inventory of data.  List and 
analyze all data that need protection.   

   4.     Select solution(s).  Choose and imple-
ment a solution that protects privacy.   

   5.     Test a prototype system.  Create a pro-
totype of the system and test it under 
different conditions.   

   6.     Expand the project scope.  Expand the 
project to encompass other applications.    
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unlimited. The First Amendment does not give 
citizens the right to say absolutely anything to 
anyone. Defamation laws (including privacy vio-
lations), child pornography, fi ghting words, and 
terrorist threats are some of the traditional restric-
tions on what may be said freely. For example, it 
is illegal to scream “fi re” in a crowded theater or 
make bomb threats in an airport, but there is no 
law against taking pictures in public places. Free 
speech often confl icts with privacy, protection of 
children, indecency, and so forth. For a discus-
sion of the First Amendment and the ten rights it 
does not grant, see    people.howstuffworks.
com/10-rights-first-amendment-does-not-
grant.htm#page=1     . 

 Even in the United Kingdom, there is an 
increasing risk of police stopping citizens for tak-
ing photographs in a public place. In 2010, police 
questioned amateur photographer Bob Patefi eld 
under “anti-terrorist legislation,”    and later 
arrested him for “antisocial behavior” (e.g., tak-
ing pictures of Christmas decorations, which the 
police deemed to be “suspicious behavior”). 
Patefi eld videotaped his arrest and posted it on 
the Internet for public viewing (see Lewis and 
Domokos  2010  for the video and    theguardian.
com/uk/2010/feb/21/photographer-fi lms-anti-
terror-arrest      for the story)   . 

  Example 
 Anthony Graber, a motorcyclist in Maryland was 
stopped by a plainclothes state police offi cer 
driving an unmarked car. He fi lmed his own traf-
fi c stop by using a camera attached to his motor-
cycle helmet. He posted his video on YouTube in 
March 2010, and as a result, was charged with 
violating state wiretap laws for audio recording 
the offi cers and posting the video on the Internet 
without police consent. Graber was arrested and 
faced up to 16 years in prison for this undisclosed 
recording. He pled guilty to speeding, but fought 
the charge of illegal monitoring, citing Freedom 
of Speech as a defense. The court ruled that the 
state trooper had “no legal expectation of pri-
vacy,” and that videotaping is protected under the 
First Amendment. The court dismissed all of 
Graber’s charges, except for the traffi c violations. 

See    youtube.com/watch?v=QNcDGqzAB30&f
eature=related     .  

    Free Speech Online Versus Child 
Protection Debate 
 The debate over free speech versus child protec-
tion began in December 2000, after the  Children’s 
Internet Protection Act (CIPA) , which mandated 
the use of fi ltering techniques in libraries and 
schools that receive federal funding, was signed 
into law. For details of the debate regarding public 
libraries, see ACLU of Washington State ( 2006 ). 
In June 2003, the Supreme Court handed down a 
ruling that the CIPA was constitutional, allowing 
Congress to require some kinds of blocking, but 
the fi lters must not block too much material. Their 
review represented the third time justices had 
heard arguments pitting free speech against 
attempts to protect children from offensive online 
content. In 2001, the FCC issued rules implement-
ing CIPA, and updated those rules in 2011. (For 
background and requirements of CIPA, see the 
FCC Children’s Internet Protection Act at    fcc.gov/
guides/childrens-internet-protection-act     .)   

    The Price of Protecting an Individual’s 
Privacy 

 In the past, gathering information about individu-
als, that was residing in government agencies’ 
databases, was diffi cult and expensive to do, 
which helped protect privacy. The Internet, in 
combination with powerful computers, and tar-
geting algorithms with access to large-scale data-
bases, have in all practical terms, eliminated the 
barriers of protecting citizens’ privacy. 

 In the UK in 2010, Heathrow airport security 
offi cials were caught circulating printouts of a 
Bollywood star’s full naked body scans down-
loaded from the full-body security scanners. 
However, authorities feel that the scanning pro-
cess is necessary for airport security. Today’s tech-
nology even enables monitoring people’s activities 
from a distance, which may be considered a viola-
tion of their privacy, as shown in Case 15.1.   
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    CASE 15.1: SCHOOL 
ADMINISTRATORS USED 
WEBCAMS TO SPY ON STUDENTS 
AT HOME 

 Unbeknownst to the students in a Pennsylvania 
high school, administrators were caught spying 
on the activities of the underage students. The 
administrators did this by remotely activating 
webcams built into each laptop that was issued to 
the students by the Lower Merion School District, 
without the permission or knowledge of the stu-
dents or their parents. 

 The continued surveillance of the students, 
even while they were at home, by school offi cials 
at Harriton High School revealed that one student 
was conducting what the school defi ned as 
“improper behavior.” Based on the video taken at 
his home, the student was confronted at the school 
by the assistant principal, and shown “photo-
graphic evidence.” The school told the parents 
that they can do such monitoring. As a result, one 
student fi led a class action lawsuit representing all 
the students who received laptops, for invasion of 
privacy and illegal interception of private infor-
mation. The case was settled in October 2010 and 
the school district paid $610,000. In 2011, the 
same school district was sued by a former student 
over the secret monitoring of laptops in 2009. 

  Sources:  Based on Hill ( 2010 ), Schreiber 
( 2010 ), Lattanzio ( 2010 ), and     courthousenews.
com/2010/02/18/Eyes.pdf           (accessed June 2014). 

  Questions 
     1.    What legitimate excuse could be made to jus-

tify this behavior? Why should the school’s 
actions be stopped?   

   2.    What federal laws were broken? What rights 
in the U.S. Constitution were violated?   

   3.    What precedent did this decision set? Can you 
see a way that schools will be allowed to con-
tinue this behavior for a narrowly construed 
purpose?   

   4.    Find other similar cases.      

 Here is another example of freedom of speech 
on the Internet confl icting with public safety. 

  Example: Sheriff Sues Craigslist to Curb 
Prostitution 
 The Sheriff of Cook County, Illinois, fi led a fed-
eral lawsuit in March 2009, alleging that 
Craigslist had become the top provider of prosti-
tution services in the United States. 

 The sheriff wanted Craigslist to shut down the 
erotic services category of its website and com-
pensate his department for the cost of prosecut-
ing website-related prostitution cases. However, 
advocates for free speech on the Web argued that 
existing laws insulate Craigslist from any illegal 
activities related to its ads, and they predicted the 
sheriff’s legal action would not prevail. For 
details, see San Miguel ( 2009 ). Nonetheless, in 
May 2009, Craigslist removed the “erotic ser-
vices” category altogether. Craigslist then devel-
oped an “adult services” section where they 
vetted all material before allowing it to be posted. 
Moreover, in September 2010, Craigslist closed 
all adult services ads on its site (Miller  2010 ).  

    How Information About Individuals Is 
Collected and Used Online 

 An individual’s private data can be gathered in a 
number of ways over the Internet. Representative 
examples of the ways that the Internet can be 
used to fi nd information about an individual are 
provided next; the fi rst three are the most  common 
ways of gathering information on the Internet. 

•    By a user completing a registration form 
including personal data  

•   By tracking users’ movement on the 
Web (e.g., by using cookies)  

•   By using spyware, keystroke logging, 
and similar methods  

•   By website registration  
•   By reading an individual’s blog(s) or 

social network postings  
•   By looking up an individual’s name and 

identity in an Internet directory or social 
network profi le  

 Case 15.1: School Administrators Used Webcams to Spy on Students at Home
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  We describe some of the above issues next. 

    Website Registration 
 Virtually all B2C sites, marketing websites, 
online magazines, vendors, government sites, and 
social networks ask visitors to fi ll out registration 
forms. During the process, individuals voluntarily 
provide information such as their name, address, 
phone number, e-mail address, hobbies, likes or 
dislikes, and other personal information in order 
to participate in some free activity, download a 
paper or read an article, win a lottery, or receive 
some other benefi t. The site might use the infor-
mation it collected to improve customer service, 
or it might sell the information to third parties 
(e.g., other businesses), where it is possible that 
the information could be used inappropriately. 

 Internet users are not too happy about giving 
such information to online businesses. Most peo-
ple dislike registering at websites they visit and 
15% refuse to register. Many do not trust compa-
nies that request such information and do not 
want to share their personal information. In 2012, 
Facebook was accused by a German advocacy 
group of allegedly violating privacy laws in 
Germany. The group wanted Facebook to stop 
giving to third parties Facebook users’ private 
information until Facebook receive explicit con-
sent from the users. Although Facebook did not 
admit any wrongdoing, they agreed to cooperate.  

    Cookies 
 A popular way for a website to gather informa-
tion about an individual is by using cookies. As 
described in Chapter   9    ,  cookies  enable websites 
to keep track of users’ online movements without 
asking the users for permission. 

 Originally, cookies were designed to help with 
personalization and market research; however, 
cookies can also be used to disseminate unsolicited 
commercial information. Cookies allows vendors 
to collect detailed information about a user’s 
online behavior. The personal data collected by 
cookies often are more accurate than information 
provided by users, because users have a tendency 
to falsify information while fi lling out registration 
forms. Although the ethical use of cookies is still 
being debated, concerns about cookies reached a 
peak in 1997 at the U.S. FTC hearings on online 
privacy. Following those hearings, Netscape and 
Microsoft introduced options enabling users to 
 block cookies.  Since that time, the uproar sur-
rounding cookies has subsided because most users 
accept cookies or know how to delete them. The 
problem with deleting or disabling cookies is that 
the user will have to keep reentering information 
each time she or he return to a website, because of 
not being recognized and, in some instances, may 
be blocked from viewing useful pages. 

 Cookies can be successfully deleted by 
informed users with programs such as: Cookie 
Monster and CCleaner; to delete and manage 
fl ash cookies, see    fl ashcookiecleaner.com     . By 
setting the privacy levels on Web browsers very 
high, cookies from all websites are blocked, and 
existing cookies cannot be read.  

    Spyware as a Threat to Privacy 
and Intellectual Property 
 In Chapter   10    , we discussed  spyware  as a tool 
that some merchants use to gather information 
about users without their knowledge. Spyware 
infections are a major threat to privacy and intel-
lectual property. 

 Spyware may enter the user’s computer as a 
virus or as a result of the user clicking some inno-
cent looking, but harmful, links. Spyware is 
effective in illegally tracking users’ Internet surf-
ing habits. Using spyware clearly is an invasion 
of the computer user’s privacy and may be illegal. 
It can also slow down computer performance. 
While specifi c spyware can harvest data, it can 
also be used to take pictures from an unsuspect-
ing user’s Webcam and e-mail or post the photos 
all over the Internet. 

•   By reading an individual’s e-mail, IM, 
or text messages (hacking)  

•   By monitoring employees in real time  
•   By wiretapping conversations over com-

munication lines  
•   By using wearables such as smart 

glasses (Chapter   6    ), including invisible 
ones (see Leonhard  2014 ).   
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 Sophisticated tracking technology is being 
installed into the computers of unsuspecting 
Internet users. While most are innocuous, some 
tools include malware, which can cause major 
damage. The information collected on individu-
als by spyware is frequently exchanged or sold 
on the online black market (Chapter   10    ). 

 Unfortunately, antivirus software and Internet 
fi rewalls cannot always detect all spyware; there-
fore, extra protection is needed. Many free and 
low-cost antispyware software packages are 
available. Representative free antispyware pro-
grams are Lavasoft’s Ad-Aware (   lavasoft.com     ), 
Microsoft security essentials (   windows.micro-
soft.com/en-us/windows/security-essentials-
download     ), and AVG (   avg.com     ). Programs that 
charge a fee include Trend Micro (   trendmicro.
com     ) and Kaspersky Lab (   usa.kaspersky.com     ). 
Upgraded versions of free programs are also 
available for a fee. Symantec and other compa-
nies that provide Internet security services also 
provide anti-spyware software. 

 Even if you use antispyware on your home 
computer, your smartphone and your PC or tablet 
that use public Wi-Fi connections may be giving 
out your personal information by transmitting 
your location back to your cell phone/Internet 
provider about every seven seconds. Government 
supercomputers are capable of reading every 
e-mail sent, listening to every mobile conversa-
tion, reading every text message, knowing every 
user’s location (e.g., GPS), and following every 
credit card purchase besides tracking every web-
site visited by Internet users around the globe. 
Records about when you are at church, school, 
work, a political rally, or a hospital or clinic are 
stored for months or even years.  

    RFID’s Threat to Privacy 
 Although several states have mandated or are 
considering legislation to protect customers from 
loss of privacy due to RFID tags, as mentioned in 
Online Tutorial T2 and in Chapter   12    , privacy 
advocates fear that the information stored on 
RFID tags or collected with them may violate an 
individual’s privacy.  

    Other Methods 
 Other methods of collecting data about people are:   

    Monitoring Employees 
 There are several issues concerning Internet use 
at work and employee privacy. In addition to 
wasting time online, employees may disclose 
trade secrets and possibly make employers liable 
for defamation based on their actions on the cor-
porate website. In response to these concerns, 
many companies monitor their employees’ e-mail 
and Web surfi ng activities. One tool that enables 
companies to monitor their employees is Google 
Location, which works in combination with a 
compatible device (e.g., Android, iOS). 

  Example: The Ontario Versus Quon Case 
 In 2003, a police sergeant named Jeff Quon and 
three other offi cers sued the City of Ontario, 
California, alleging Fourth Amendment viola-
tions. The case involved text messages sent and 
received by Sergeant Quon and his colleagues on 
pagers issued to them by the City. Because Quon 

•     Site transaction logs.  These logs show 
what users are doing on the Internet.  

•    EC ordering systems and shopping 
carts.  These features permit sellers to 
know buyers’ ordering history.  

•    Search engines.  Search engines can be 
used to collect information about users’ 
areas of interest.  

•    Web 2.0 tools . Blogs, discussion groups, 
chatting, social networks, etc. contain a 
wealth of information about users’ activ-
ities and personalities.  

•    Behavioral targeting.  Using tools to 
learn people’s preferences (Chapter   9    ).  

•    Polling and surveys.  People’s demo-
graphics, thoughts, and opinions are 
collected in surveys.  

•    Payment information and e-wallets.  
These may include sensitive informa-
tion about shoppers.   

 Case 15.1: School Administrators Used Webcams to Spy on Students at Home
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exceeded the allotted number of messages 
allowed by the City, the City conducted an audit 
by reviewing the text messages and found that the 
vast majority of Quon’s messages (as many as 80 
per day while he was on duty) were not work-
related, and many were sexually explicit. 
However, the City claimed that since the text 
messages fell under the City’s public information 
policy, they would be eligible for auditing. While 
a lower court in California sided with the City, in 
2008, the appellate court reversed the decision, 
ruling that the search was unreasonable. However, 
the City appealed to the U.S. Supreme Court, 
which issued a ruling in 2010, holding that the 
City’s review of the text messages did not violate 
Quon or his co-plaintiffs’ Fourth Amendment 
rights (see Sager et al.  2010  and    oyez.org/
cases/2000-2009/2009/2009_08_1332     ).  

 The issue of monitoring employees is com-
plex and debatable because of the possibility of 
invasion of privacy. For comprehensive coverage, 
see PRC ( 2014 ). For more about employers and 
Internet usage monitoring, see    wisegeek.org/
how-do-employers-monitor-internet-usage-at-
work.htm     .   

    Privacy Protection by Information 
Technologies 

 Dozens of software programs and IT policies and 
procedures are available to protect your privacy. 
Some were defi ned in Chapter   10    . Representative 
examples are:  

    Privacy Policies 
 A useful practice for companies is to disclose 
their privacy policies to their customers. For an 
example, see    arvest.com/pdfs/about/arvest_
bank_privacy_notice.pdf      .    

    Privacy Issues in Web 2.0 Tools 
and Social Networks 

 The rise in social network use raises some special 
issues of privacy and free speech. Here are a few 
examples. 

    Presence, Location-Based Systems, 
and Privacy 
 Establishing real time connections in the social 
networking world is an important activity. For 
example, Facebook offers Nearby Friends, an app 
that enables users to know where their friends are. 

 IBM has presence capabilities in its Lotus 
Software Connections (now called IBM Connec-
tions;    ibm.com/software/products/en/conn     ), while 
Microsoft offers similar capabilities with Share-
Point (   offi ce.microsoft.com/en-us/sharepoint     ). 
Apple, Google, and other companies offer simi-
lar features. Several social networks enable peo-
ple to share their location with others. What are 
the privacy implications of such capabilities if 
used by businesses to locate customers and 
goods? Who will be held responsible or legally 
liable for unforeseen harm resulting from so 
much awareness and connectivity? 

 Obviously, clear policies are needed to govern 
what social networks can do with all the data they 
collect about people.   

•     Platform for Privacy Preferences 
Project (P3P) . Software that communi-
cates privacy policies (described later in 
this chapter).  

•    Encryption.  Software programs such as 
PKI for encrypting e-mail, payment 
transactions, and other documents.  

•    Spam blocking.  Built into browsers and 
e-mail; blocks pop-ups and unwanted 
mail.  

•    Spyware blocking.  Detects and removes 
spyware and adware; built into some 
browsers.  

•    Cookie managers.  Prevents the com-
puter from accepting cookies; identifi es 
and blocks specifi c types of cookies.  

•    Anonymous e-mail and surfi ng.  Allows 
you to send e-mail and surf without leav-
ing a history.   
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    Privacy Protection by Ethical 
Principles 

 Some ethical principles that exist for the collec-
tion and use of personal information also apply to 
information collected in e-commerce. Some of 
these principles were discussed in Sections  15.1  
and  15.2 . Examples are: proper notifi cation about 
the possible use of personal data, option of opt-
ing-in and/or opting-out, accessibility to stored 
data, keeping consumers’ data secured, and the 
ability to enforce related policies. 

 The broadest law in scope is the Communi-
cations Privacy and Consumer Empowerment 
Act (1997), which requires, among other things, 
that the FTC enforces online privacy rights in 
EC, including the collection and use of personal 
data. For the status of pending legislation in the 
United States, see    govtrack.us/congress/bills/
subjects/right_of_privacy/5910     . 

    The USA Patriot Act Versus Privacy 
 The USA PATRIOT Act (abbreviation of ‘Uniting 
and Strengthening America by Providing 
Appropriate Tools Required to Intercept and 
Obstruct Terrorism’) was passed in October 2001, 
in the aftermath of the 9/11 terrorist attacks. Its 
intent is to give law enforcement agencies broader 
capabilities in their efforts to protect the public. 
However, the American Civil Liberties Union 
(ACLU), the Electronic Freedom Foundation 
(EFF), and other organizations have raised grave 
concerns, including (1) expanded surveillance 
with reduced checks and balances, (2) overbreadth 
with a lack of focus on terrorism, and (3) rules 
that would allow U.S. foreign intelligence agen-
cies to spy on Americans more easily. 

 A report by the U.S. Department of Justice 
(DOJ) in March 2007 found that the FBI had 
 misused the Act to obtain thousands of telephone, 
business, and fi nancial records from Americans 
without prior judicial approval. The result was 
that Congress amended some parts of the Act to 
require judicial approval prior to the FBI access-
ing sensitive information. 

 For highlights of the USA Patriot Act, see 
the U.S. Department of Justice website (go to 
   justice.gov/archive/ll/highlights.htm     ).  

    Government Spying on Its Citizens 
 At issue here is the proper balance between per-
sonal privacy and national security, whereby inno-
vation and commerce is not stifl ed. The claim is that 
social networking sites have technology that has 
outpaced government law enforcement capabilities. 
The laws on the books do not cover new communi-
cation methods (i.e., texting and social networking). 
Opponents see this as nothing more than unbridled 
government eavesdropping (Nakashima  2010 ). For 
other aspects, see Mercola ( 2012 ). During 2013 and 
2014, it was found that the U.S. government did spy 
on its citizens. In 2014, efforts were taken to mini-
mize such government surveillance.  

    P3P Privacy Platform 
 The  Platform for Privacy Preferences Project 
(P3P)  is a protocol for privacy protection on the 
Web developed by the World Wide Web 
Consortium (W3C). According to W3C, an inter-
national standards organization for the Web, the 
“Platform for Privacy Preferences Project (P3P) 
enables websites to express their privacy prac-
tices in a standard format that can be retrieved 
automatically and interpreted easily by user 
agents” (per    w3.org/P3P     ). The W3C also 
explains that P3P is useful because “P3P uses 
machine readable descriptions to describe the 
collection and use of data. Sites implementing 
such policies make their practices explicit and 
thus open them to public scrutiny.” This exposure 
can increase users’ trust and confi dence in e-com-
merce sites and vendors. Figure  15.1  shows the 
process of P3P.    

    Privacy Protection in Countries Other 
than the United States 

 In 1998, the European Union passed a privacy 
directive (EU Data Protection Directive) reaf-
fi rming the principles of personal data protection 
in the Internet age. This directive protects privacy 
more than U.S. protection laws do. 

 In many countries, the debate about the rights 
of the individual versus the rights of society con-
tinues. In some countries, like China, there is lit-
tle protection of an individual’s Internet privacy. 

 Case 15.1: School Administrators Used Webcams to Spy on Students at Home
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  SECTION 15.3 REVIEW QUESTIONS 
     1.    Defi ne privacy and free speech. Do your defi -

nitions depend on technology?   
   2.    List some of the ways that the Internet can 

collect information about individuals.   
   3.    What are cookies and spyware, and what do 

they have to do with online privacy?   
   4.    Describe information pollution and privacy.   
   5.    List four common ethical principles related to 

the gathering of personal information.   
   6.    Describe privacy issues in social networks. 

What are the dangers?   
   7.    Defi ne P3P and describe its objectives and 

procedures.        

     15.4 OTHER EC LEGAL ISSUES 

 During the last 10 years, a large number of laws 
dealing with EC and the Internet have been 
enacted. Representative major issues are listed in 
Online File W15.3. 

 Note that we discussed some of these issues in 
previous sections. Note also that legal issues are 
country or even state-dependent. For comprehen-
sive coverage of these, see Davidson ( 2009 ) and 
Mallor et al. ( 2009 ). You can fi nd a comprehen-
sive e-commerce law blog at     ecommercelaw.
typepad.com     .       

    Selected Legal and Regulatory 
Environment: E-Discovery 
and Cyberbullying 

 The legal and regulatory environment related to 
EC is very broad (e.g., see Alghamdi  2011 ). 

 Here, we briefl y describe two issues: e-discov-
ery and cyberbullying. 

    E-Discovery 
  Electronic discovery (e-discovery)  refers to the 
process of fi nding any type of electronic data (e.g., 
text, images, videos) by using computerized sys-
tems. A major application of e-discovery is its use 
of fi nding evidence in legal cases. For details, see 
   en.wikipedia.org/wiki/Electronic_discovery     . 

 E-discovery deals frequently with e-mail 
archives. E-mail is the prime target of e-discov-
ery requests. E-discovery must have features 
such as full-content index, keyword search, and 
metadata index. For e-discovery tools for aiding 
compliance and saving money, see Kontzer 
( 2012 ).  

    E-Discovery and Social Networks 
 Speaking of discovery, should families of the 
recently deceased get access to their loved one’s 
social network(s) after they die? How do you 
manage privacy in the afterlife? 

  Figure 15.1    How P3P Works       
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 Several social networks have developed poli-
cies for such cases. For example, Facebook has 
developed several policies for the accounts of its 
users who have passed away. A useful tool is 
Deathswitch (   deathswitch.com     ), an automated 
system that sends you password requests on a 
regular schedule to make sure you are still alive. 
Also see the password manager, PasswordBox.  

    Cyberbullying 
 According to    stopybullying.gov     ,  cyberbullying  
is “bullying that takes place using electronic tech-
nology. Electronic technology includes devices 
and equipment such as cell phones, computers and 
tablets as well as communication tools including 
social media sites, text messages, chat, and web-
sites.” Examples of cyberbullying include mean 
text messages or e-mails, rumors sent by e-mail or 
posted on social networking sites, and embarrass-
ing pictures, videos, websites, or fake profi les (per 
   stopbullying.gov/cyberbullying/what-is-it/
index.html     ). Bullying means “unwanted, aggres-
sive behavior among school aged children that 
involves a real or perceived power imbalance.” 
Examples of bullying are “actions such as making 
threats, spreading rumors, attacking someone 
physically or verbally, and excluding someone 
from a group on purpose” (per    stopbullying.gov/
what-is-bullying/definition/index.html     ). 
Unfortunately, adults can also be victims of bully-
ing (see    bullyingstatistics.org/content/adult-
bullying.html     ). 

 The National Science foundation (   nsf.gov     ) 
published a series titled “Bullying in the Age 
of Social Media,” which describes how cyberbul-
lying is done, its possible damage to people 
(some commit suicide), and how to manage it. 
For legislation and awareness campaigns see 
   cyberbullying.us      and    stopcyberbullying.org     .  

    A Sample of Other Issues 
 Here is a list of other EC legal issues:
•    Legalizing Internet gambling (Parry  2013 )  
•   Web monopoly by giant companies (Google, 

Tencent in China).  
•   Use of social media sites for prostitution  
•   Regulating online P2P money lenders.    

 Protection is needed not only for buying 
goods, but also from buying services. In Chapter   3    , 
we describe online stock trading as an example. 

  SECTION 15.4 REVIEW QUESTIONS 
     1.    List some of the issues that EC will face in the 

coming years that will affect your daily life.   
   2.    Defi ne e-discovery. How is it related to the 

law? To e-commerce?   
   3.    Defi ne cyberbullying. What damages can it 

cause?         

     15.5  CONSUMER AND SELLER 
PROTECTION FROM ONLINE 
FRAUD 

 The 2013 Internet Crime Report issued by the 
FBI Internet Crime Complaint Center (IC3) (   ic3.
gov/media/annualreport/2013_IC3Report.
pdf     ) revealed that in 2013, the IC3 received 
262,813 complaints, with a total adjusted dollar 
loss of about $781 million. 

 It is necessary to protect EC consumers, which 
the IC3 attempts to do, by informing the public 
about Internet scams by publishing public service  
announcements. Auction fraud is also developing 
into a major issue, and is one of the main sources of 
overall Internet fraud (see Gavish and Tucci  2008 ). 

    Consumer (Buyer) Protection 

 Consumer protection is critical to the success of 
any commerce, especially electronic, where trans-
actions between buyers and sellers are not face-
to-face. The Federal Trade Commission (FTC) 
enforces consumer protection laws in the United 
States (see    ftc.gov     ). The FTC provides a list of 
common online scams (see    onguardonline.gov/
articles/0002-common-online-scams     ). In addi-
tion, the European Union and the United States 
are attempting to develop joint  consumer protec-
tion policies. For details, see the Trans Atlantic 
Consumer Dialogue website at    tacd.org      .  

    Representative Tips and Sources for Your 
Protection 
 Protecting consumers is an important topic 
for government agencies, vendors, professional 
associations, and consumer protection organiza-
tions. These agencies provide many tips on how 
to protect consumers online. A representative list 
follows:  
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 In addition to these tips, consumers and shop-
pers also have rights on the Internet, as described 
in the following list of sources:  

 Disclaimer: This is general information on 
consumer rights. It is not legal advice on how any 
particular individual should proceed. If you 
require specifi c legal advice, consult an attorney.  

    Third-Party Assurance Services 
 Several public organizations and private compa-
nies also attempt to protect consumers. The fol-
lowing are just a few examples. 

   Protection by a Third-Party Intermediary 
 Intermediaries who manage electronic markets 
try to protect buyers and sellers. A good example 
is eBay, which provides an extensive protection 
program (see eBay Money Back Guarantee 
(   pages.ebay.com/coverage/index.html     ) and a 
Dispute Resolution Center).  

   TRUSTe’s “Trustmark.” 
 TRUSTe (   truste.com     ) is a for-profi t company 
whose mission is to ensure that “businesses 
adhere to best practices regarding the collection 

•    Users should make sure that they enter the 
real website of well-known companies, 
such as Walmart, Disney, and Amazon.
com, by going directly to the site, rather 
than through a link.  

•   Check any unfamiliar site for an address 
and telephone and fax numbers. Call 
and quiz a salesperson about the com-
pany and the products.  

•   Investigate sellers with the local chamber 
of commerce, Better Business Bureau 
(   bbb.org     ), or TRUSTe (   truste.com     ).  

•   Investigate how secure the seller’s site is 
and how well it is organized.  

•   Examine the money-back guarantees, 
warranties, and service agreements before 
making a purchase.  

•   Compare prices online with those in 
regular stores – prices that are too low 
may be too good to be true.  

•   Ask friends what they know about 
the websites. Find testimonials and 
endorsements (be careful, some may be 
biased).  

•   Find out what remedy is available in 
case of a dispute.  

•   Consult the National Consumers League 
Fraud Center (   fraud.org     ).  

•   Check the resources available at    con-
sumerworld.org     .  

•   Amazon.com provides comprehensive 
protection. See     webstore.amazon.com/
Fraud-Protection-Power/b/9437355011     .            

•    The Federal Trade Commission (   ftc.
gov     ): Protecting America’s Consumers. 
Abusive e-mail should be forwarded to 
spam@uce.go. For tips and advice see 
   ftc.gov/tips-advice     .  

•   National Consumers League Fraud Center 
(   fraud.org     ).  

•   Federal Citizen Information Center 
(   gsa.gov/portal/category/101011     ).  

•   U.S. Department of Justice (   justice.gov     ).  
•   Internet Crime Complaint Center (   ic3.

gov/default.aspx     ).  
•   The American Bar Association provides 

online shopping tips at    safeshopping.org      .   
•   The Better Business Bureau (   bbb.org     ).  
•   The U.S. Food and Drug Administration 

provides information on buying medi-
cine and medical products online (   www.
fda.gov/forconsumers/protectyour-
self/default.htm     ).  

•   The Direct Marketing Association 
(   thedma.org     ).  

•   Privacy Rights Clearinghouse (   privacy-
rights.org     ): Provides information on 
different types of privacy, including 
online privacy and technology, identity 
theft, and junk mail.   
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and use of personal information on their  website” 
(see    truste.com/about-TRUSTe     ). Exhibiting 
the TRUSTe Advertising Affi liate “Trustmark” 
(a seal of quality) facilitates consumer confi -
dence in business conducted online. The TRUSTe 
seal identifi es sites that have agreed to comply 
with responsible information-gathering guide-
lines. In addition, the TRUSTe website provides 
its members with a “privacy policy wizard,” 
which helps companies create their own privacy 
policies. The site offers several types of seals for 
different purposes such as for privacy, children, 
e-health, wireless, e-mail services, and interna-
tional services. 

 The TRUSTe program is voluntary. The licens-
ing fee for use of the Trustmark is paid by sellers, 
depending on the size of the online business. 
Many websites are certifi ed as TRUSTe partici-
pants, including AT&T, IBM, The Walt Disney 
Company, AOL, Infoseek, the  New York Times,  
and eBay. However, some merchants fear that 
signing with TRUSTe could expose them to litiga-
tion from third parties if they fail to comply exactly 
with TRUSTe rules, and that fear is likely to deter 
some companies from joining the program.  

   Better Business Bureau 
 The Better Business Bureau (BBB), a private non-
profi t organization supported largely by member-
ship, collects and provides reports on businesses 
that consumers can review before making a pur-
chase. The BBB responds to millions of inquiries 
each year. The BBB also handles customer dis-
putes against businesses. Its BBBOnLine pro-
gram (   bbb.org/online/customer/default.aspx     ) is 
similar to TRUSTe’s Trustmark. The goal of the 
program is to promote confi dence on the Internet 
through two different seals. Companies that meet 
the BBBOnLine standards for the Reliability Seal 
are members of the local BBB and have good 
truth-in-advertising and consumer service prac-
tices. Those that exhibit the BBBOnLine Privacy 
Seal on their websites have an online privacy pro-
tection policy and standards for handling consum-
ers’ personal information. In addition, consumers 
are able to click on the BBBOnLine seals and 
instantly get a BBB report on the participating 
company.  

   Which? 
 Supported by the European Union, Which? 
(   which.co.uk     ) gives consumers protection by 
ensuring that online traders under its Which? 
Web Trader scheme abide by a code of proactive 
guidelines. These guidelines outline issues such 
as product information, advertising, ordering 
methods, prices, delivery of goods, consumer 
privacy, receipting, dispute resolution, and 
security.  

   WebTrust Seal 
 The WebTrust seal program is similar to TRUSTe. 
The American Institute of Certifi ed Public 
Accountants (   cpawebtrust.com     ) sponsors it.  

   Evaluation by Consumers 
 A large number of sites include product and vendor 
evaluations offered by consumers. For example, on 
Yelp!, community members rate and comment on 
businesses.   

    The Computer Fraud and Abuse 
Act (CFAA) 
 The  Computer Fraud and Abuse Act (CFAA) , 
passed in 1984 and amended several times, is an 
important milestone in EC legislation. Initially, 
the scope and intent of CFAA was to protect gov-
ernment computers and fi nancial industry com-
puters from criminal theft by outsiders. In 1986, 
the CFAA was amended to include stiffer penal-
ties for violations, but it still only protected com-
puters used by the federal government or fi nancial 
institutions. As the Internet expanded in scope, so 
did the CFAA. In 1994 and 1996, there were sig-
nifi cant revisions of the CFAA that added a civil 
law component and civil charges to this law that 
had previously applied to criminal offenses only. 
In 2001, it was modifi ed by the USA PATRIOT 
Act, adding sections relating to cyberterrorism 
and adding crimes that are considered to be 
“Federal Acts of Terror.” In 2008, the CFAA was 
amended again by the Identity Theft Enforcement 
and Restitution Act to address the malicious use 
of spyware to steal sensitive personal informa-
tion, eliminating the fi nancial loss requirement, 
and creating harsher penalties for those who inten-
tionally access or conspire to access, computers 
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without authorization. See the manual titled 
“Prosecuting Computer Crimes” at    justice.gov/
criminal/cybercrime/docs/ccmanual.pdf     .   

    Seller Protection 

 The Internet makes it easier for buyers and sellers 
engaging in EC to commit fraud. Sellers must be 
protected against:  

 Sellers also can be attacked illegally or unethi-
cally by competitors. 

  Example 
 A class action lawsuit was fi led against McAfee 
in the United States District Court for the 
Northern District of California (Case No. 
10-1455-HRL) alleging that after the plaintiffs 
purchased McAfee software from McAfee’s 
website, a deceptive pop-up ad (from one of 
McAfee’s partners) that looks like a McAfee 
page appeared, and thanked the plaintiffs for 
their software purchase. The pop-up ad asked 
them to click on a “Try it Now” button, which 
they assumed would download the software they 
had just purchased, but unbeknownst to them, 

they received a 30-day trial subscription to Arpu, 
Inc. (a non-McAfee product). They found out 
later that McAfee transmits customer credit/
debit card and billing information to Arpu (cus-
tomers are charged $4.95 per month after the 
trial period) and collects an undisclosed fee for 
each customer who “tries” Arpu via the McAfee 
website (ClassActionLawsuitsInTheNews.com 
 2010 ). See also    courthousenews.com/2010/04/
08/McAfee.pdf     .  

    What Can Sellers Do? 
 Companies like Chargeback Stopper (   charge-
backstopper.com     ) and Chargeback Protection 
(   chargebackprotection.org     ) provide merchants 
with a database of credit card numbers that have 
had ‘chargeback orders’ recorded against them. 
Sellers who have access to the database can use 
this information to decide whether to proceed 
with a sale. In the future, the credit card industry 
is planning to use biometrics to manage elec-
tronic shoplifting. In addition, sellers can use 
PKI and digital certifi cates, especially the SET 
protocol, to help prevent fraud (see Chapter   11    ). 

 Other possible solutions include the following:
•    Use intelligent software to identify question-

able customers (or in small companies, do this 
identifi cation manually). One technique, for 
example, involves comparing credit card bill-
ing and requested shipping addresses.  

•   Identify warning signals – i.e., red fl ags – for 
possible fraudulent transactions.  

•   Ask customers whose billing address is differ-
ent from the shipping address to call their 
bank and have the alternate address added to 
their bank account. Retailers will agree to ship 
the goods to the alternate address only if this 
is done.  

•   Ask the customer to disclose the credit card 
verifi cation code.  

•   Delay shipment until money is received.    
 For further discussion of what merchants can do 

to protect themselves from fraud, see Litle & Co. 
( 2014 ) and CyberSource ( 2012 ). For 10  measures 
to reduce credit card fraud for Internet Merchants 
(a FraudLabs.com White Paper), see    fraudlabs.
com/docs/fraudlabs_white_paper.pdf     .   

•    Customers who deny that they placed an 
order.  

•   Customers who download copyrighted 
software and sell it to others.  

•   Customers who give fraudulent pay-
ment information (false credit card or a 
bad check) for products and services 
that they buy.  

•   Imposters – sellers using the name of 
another seller (see the CyberSource 
Annual Reports).  

•   Other sellers using the original seller’s 
names, trademarks, and other unique 
features, and even their Web addresses 
(or similar to it).  

•   Payment fraud by consumers and by 
criminals.   
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    Protecting Both Buyers and Sellers: 
Using Electronic Signatures 
and Other Security Features 

 One method to help distinguish between legiti-
mate and fraudulent transactions is electronic 
signatures. 

 An  electronic signature  is “the electronic 
equivalent of a handwritten signature” (per 
   pcmag.com/encyclopedia/term/42500/elec-
tronic-signature     ; see Chapter   10    ). Electronic sig-
natures provide high level of security and are 
recognized by most legal entities as being equiva-
lent to handwritten signatures. All electronic sig-
natures are represented digitally. Signed electronic 
documents and contracts are as legally binding as 
paper-based documents and contracts. For details, 
see    en.wikipedia.org/wiki/Electronic_signature     . 
See also    e-signature.com     . 

   Authentication 
 In the online environment where consumers and 
merchants do not have physical contact with one 
another, proving the authenticity of each person 
is necessary since buyers and sellers do not see 
each other. However, if one can be sure of the 
identity of the person on the other end of the line, 
there could be more e-commerce applications. 
For example, students would be able to take 
exams online from anywhere without the need for 
proctors. Fraud among recipients of government 
payments would be minimized. Buyers would be 
assured who the sellers are, and sellers would 
know, with a very high degree of confi dence, who 
the buyers really are. Online job interviews would 
be accurate because it would be almost impossi-
ble for an applicant to impersonate another per-
son. Overall, trust in online transactions and in 
EC in general would increase signifi cantly. 
Authentication can be achieved in several ways, 
including the use of biometrics (see Chapter   10    ).  

   Fraud Detecting Systems 
 There are a large number of fraud detection sys-
tems such as the use of data mining for credit 
card fraud. For other methods, see Parks ( 2010 ). 
CyberSource also has developed several tools 
for detecting fraud. For details, see Cyber 

Source ( 2012 ) and    authorize.net/resources/
fi les/fdswhitepaper.pdf      .  

  SECTION 15.5 REVIEW QUESTIONS 
     1.    Describe consumer protection measures.   
   2.    Describe assurance services.   
   3.    What must a seller do to protect itself against 

fraud? How?   
   4.    Describe types of electronic signatures. Who 

is protected? Why?   
   5.    Describe authentication.         

    15.6  PUBLIC POLICY, TAXATION, 
AND POLITICAL 
ENVIRONMENTS 

 In this chapter, we include four topics of public 
policy that are closely related to e-commerce. 

    Net Neutrality 

 Internet neutrality (also  network neutrality, net 
neutrality,  or  NN ) has been a hotly debated topic 
that may shape the future of the Internet (see 
   businessinsider.com/net-neutralityfor-dummies-
and-how- it-effects-you-2014-1     ). It became a 
high-profi le topic when telecommunications net-
work operators AT&T and Verizon announced 
that they wanted to charge an extra fee to deliver 
content on the Internet at a faster rate of speed. 
Currently, all Internet traffi c is being treated 
equally (or “neutrally”) by telecommunication 
providers. In response, numerous groups have 
tried to stop the extra fee. The problem here is 
that 5–10% of the users occupy 80–90% of the 
available bandwidth, partially because of the 
heavy peer-to-peer (P2P) traffi c. 

 On December 21, 2010, the Federal Communi-
cations Commission (FCC) approved net neutral-
ity.  Net neutrality  is a network design principle 
stating that basic protocols of the Internet should 
enable users to utilize the Web without being dis-
criminated against by Internet service providers. 
In other words, there should be net equality. Net 
providers cannot dictate the types of content you 
see, they must treat all Internet traffi c sources 
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equally, and consumers can access anything they 
want at no extra charge (see    businessinsider.
com/net-neutralityfor-dummies-and-how-it-
effects-you-2014-1     ). Net neutrality puts in place 
three high-level rules for service providers (see 
Woyke  2010  for details). For more on net neutral-
ity and its impact, see Gross ( 2014 ). Note that 
implementation of net neutrality is not simple; 
it involves Web companies, lawmakers and gov-
ernment agencies, fi ber-optics owners, content 
providers, mobile carriers, and consumers. 
Opponents are fi ghting the authority of the FCC 
to enforce net neutrality by circulating and sign-
ing petitions, protesting, and so forth. For how 
net neutrality, or lack thereof, can affect a busi-
ness, see    entrepreneur.com/article/233991     . For 
a discussion on the net neutrality debate, and an 
infographic, see    wired.com/2014/06/net_neu-
trality_missing     . In January 2014, a federal 
appeals court struck down the FCC’s net neutral-
ity rule. 

 In April 2014, the FCC announced new rules 
that may abolish net neutrality (see Mayton  2014 ). 
However, in May 2014, the FCC generated a new 
 proposal  that is intended to uphold net neutrality. 
The FCC’s proposal includes keeping the Internet 
open and holding Internet providers to higher lev-
els of transparency. Also in question is how the 
FCC plans to regulate ISPs. The FCC plans on 
adopting a new set of rules by the end of 2014 (see 
Anthony  2014 ). Well, it sure keeps changing!  

    Taxation of EC Transactions 

 Several types of taxes are related to e-commerce. 
The most debatable one is the Internet sales tax, 
which is imposed by individual states on prod-
ucts sold in their jurisdictions. See    en.wikipedia.
org/wiki/Internet_taxes     . 

 When Internet commerce started in the mid-
1990s, it was declared free of taxation in the 
United States at the federal, state, county, and 
city levels in order to encourage e-commerce. 
However, not imposing taxes on the Internet 
was seen as discriminatory against mail-order 
businesses and traditional retailers who must col-

lect taxes. Over the years, there were several 
court challenges and modifi cations. You can read 
about the history at    taxbrain.com     . One develop-
ment was the 1998 Internet Tax Freedom Act that 
placed a moratorium on special taxation on the 
Internet for one year. This meant that Internet 
access could not be taxed by state and local gov-
ernments. The Act has been renewed by Congress 
periodically, with a few changes (see    money.how-
stuffworks.com/personal-finance/personal- 
income-taxes/internet-tax-freedom-act1.htm     ). 
A bill to permanently extend the Internet Tax 
Freedom Act was introduced in 2013, and was 
passed by the House Committee on the Judiciary 
in June 2014. To read about the bill and track its 
progress, see    govtrack.us/congress/bills/113/
hr3086#overview     . 

 Therefore, the states’ budget and taxing author-
ities have placed the issue of collecting Internet 
taxes high on their agendas as a potential means 
of generating state revenues. Some states are 
suing online vendors for not collecting sales taxes. 
It appears that there is a consensus forming among 
state lawmakers that Internet taxes are inevitable. 
Obviously, there is consumer resistance. 

 A major player in the confl ict between con-
sumers that are used to not paying taxes and 
states that need money is Amazon.com. In 2011, 
California passed a tax collection bill for the 
Internet, and started to pressure Amazon into col-
lecting the sales tax. In 2012, Amazon agreed to 
collect sales tax from its buyers in California as 
well as in some other states. 

 In 2013, the U.S. Senate passed the Marketplace 
Fairness Act (   marketplacefairness.org     ), a law that 
will require all online and catalog sellers in the U.S. 
to collect sales tax at the time of an online transac-
tion. However, states must simplify their sales tax 
laws. The bill was sent to the House Subcommittee 
and as of June 2014, is still being reviewed. 

 In addition to sales tax, there are several other 
taxes related to e-commerce. 

 For example, in July 2010, in a move to legal-
ize Internet gambling, the United States House 
Committee on Financial Services approved a bill 
that lays the groundwork for a multibillion-dollar 
online gambling tax.  
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    Internet Censorship by Countries 

  Internet censorship  refers to restrictions on 
what can be seen, published, or accessed on the 
Internet. Internet restrictions can be imposed 
domestically (e.g., big businesses and corpora-
tions restricting employee Internet access), and in 
foreign countries. Censorship is done using dif-
ferent methods, ranging from blocking access to 
certain websites to the creation of a whole alter-
native Internet, as was done in Iran. A popular 
method of censorship is content fi ltering. Filtering 
can be based on a blacklist of offensive website 
content providers, or by other methods. When 
blacklisted, a website will have all or part of its 
content censored by a government agency that 
sees the website’s content as offensive to citizens 
or to the government. For comprehensive infor-
mation on the different types of Internet censorship 
in the U.S. and other countries, see    computer.
howstuffworks.com/internet-censorship.htm     . 
In 2010, Google decided not to do business in 
China because the Chinese government had 
asked Google to block certain websites and infor-
mation in Google searches. Google refused and 
withdrew from China. 

 In early 2009, President Obama appointed Cass 
Sunstein as the White House’s “Regulatory Czar.” 
Sunstein is an advocate for Internet censorship, 
having written several white papers promoting the 
idea (see  WorldNetDaily   2009 ). For examples and 
an infographic of censorship in countries around 
the world, see    safervpn.com/blog/mapping-
internet-censorship-worldwide-infographic     . 

  SECTION 15.6 REVIEW QUESTIONS 
     1.    What is net neutrality and how will it affect 

the Internet?   
   2.    Why is net neutrality such a hotly debated 

issue? Find the legal status of this issue.   
   3.    Describe how taxes relate to e-commerce.   
   4.    What is Internet censorship?        

    15.7  SOCIETAL ISSUES 
AND GREEN EC 

 At this point in the chapter, our attention turns to 
several societal issues of EC. The fi rst societal 
topic is one that concerns many – the  digital divide . 

    The Digital Divide 

 Despite the factors and trends that contribute to 
future EC growth, since the inception of the 
Internet, and e-commerce in particular, a gap has 
emerged between those who have and those who 
do not have the ability to engage in e-commerce. 
This gap is referred to, in its generic format, as the 
 digital divide . According to Internet World Stats, 
the digital divide “is a social issue referring to the 
differing amount of information between those 
who have access to the Internet (especially broad-
band access) and those who do not have access” 
(see    internetworldstats.com/links10.htm     ). The 
gap exists both  within  and  between  countries. The 
U.S. federal and state governments are attempting 
to close this gap within the U.S. by encouraging 
training and supporting education and infrastruc-
ture. The gap between countries, however, may 
be widening rather than narrowing. For an over-
view and statistics, see    en.wikipedia.org/wiki/
Digital_divide     . Many government and interna-
tional organizations, including the United Nations 
and Citizens Online, are exploring this issue. 

   Overcoming the Digital Divide 
 Governments, companies, and nonprofi t organi-
zations are trying to reduce the digital divide. 
One example is the “One Laptop per Child” proj-
ect (   one.laptop.org     ), a non-profi t organization 
whose mission is to provide children in low-
income communities and developing nations 
with low-cost “XO” brand laptops. 

 For a short video, see    laptop.org/en/video/
brand/index.html     . The current cost of each lap-
top (2014) is around $35. For more information 
about the program and the capabilities of the lap-
tops, see    one.laptop.org/about/faq     . 

 In Online File W11.2, we provided an exam-
ple of how underprivileged farmers in India use 
smartphones to make payments on bank loans 
and to receive farm-related information.   

    Telecommuting 

 One activity of e-commerce is  telecommuting , 
which is working at home using a PC, tablet, 
smartphone, and the Internet. Telecommuting is 
on the rise in the United States and in several 
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developing countries. For a list of potential ben-
efi ts, see Table  15.4 . For example, one benefi t 
of working from home is that people who live in 
the suburbs can save one to two hours of time per 
day by not having to commute to work (Enviro 
Boys  2010 ).

    Example 
 Ascend One Corporation, a consumer debt man-
agement business, decided to change their net-
working strategies in order to expand. Ascend 
One’s success was substantially burdened by 
having to provide its call center agents with daily 
cumbersome support and application updates on 
their desktop computers. The company increased 
productivity and satisfaction of customer care 
employees by combining telecommuting with 
virtualization technology. The company stored 
and managed applications on virtual desktops 
instead of on remote computers. Call center agent 
productivity increased by 10%. By allowing tele-
commuting, there was an increase in employee 
productivity and a reduction in attrition rates. The 
technology also allowed the company to maintain 
high levels of communication with mobile 
employees. Training programs are accessible 24 
hours per day to remote workers (see Park  2009  
for details).  

 Note: Some companies do not like their 
employees to work from home. In 2013, Yahoo’s 
CEO banned the work-from-home policy. For a 
debate on this policy, see Bercovici ( 2013 ) and 

Ascharya ( 2013 ). Although the ban on telecom-
muting is still enforced, the CEO extended Yahoo’s 
parental leave policy.  

    Green EC and IT 

 There are many opportunities to go EC green, 
and here we are representative ones. 

   Operating Greener Businesses, Eco-
Friendly Data Centers, and Cloud 
Computing 
 The growing power consumption of computing 
technology and high energy costs are having a 
direct negative impact on business profi tability. 
Enterprises are trying to reduce energy costs and 
increase the use of recyclable materials.  Green 
computing  refers to the eco-friendly use of com-
puting resources (e.g., see    searchdatacenter.
techtarget.com/definition/green-computing     ). 
In this section, we focus on how EC is  going green  
by adopting environmentally friendly practices. 

 For example, energy use in data centers is a 
major concern to corporations. Green EC/IT is a 
growing movement (see Nelson  2008 ) that also 
includes data centers. According to Gartner Inc., 
Green IT initiatives are expanding to many 
other areas (see    enterpriseinnovation.net/ article/
gartner-green- data-center-means-more-energy-
effi ciency     ). For guidelines on how to go green, see 
Table  15.5 .

   Table 15.4    Potential benefi ts of telecommuting or virtual work   

  Individuals    Organizational    Community and society  

 Reduces or eliminates 
travel- related time and expenses 

 Reduces offi ce space needed  Conserves energy and lessens dependence on 
foreign oil 

 Improves health by reducing 
stress related to compromises 
made between family and work 

 Increases labor pool and 
competitive advantage in 
recruitment 

 Preserves the environment by reducing 
traffi c- related pollution and congestion 

 Allows closer proximity to and 
involvement with family 

 Provides compliance with the 
Americans with Disabilities Act 

 Reduces traffi c accidents and resulting 
injuries or deaths 

 Allows closer bonds with the 
family and the community 

 Decreases employee turnover, 
absenteeism, and use of sick leave 

 Reduces the incidence of disrupted families; 
telecommuters may be able to keep their job 
and work from home if a family member 
needs to relocate for business reasons, etc. 

 Decreases involvement in offi ce 
politics 

 Improves job satisfaction 
and productivity 

 Increases employment opportunities for the 
homebound 

 Increases productivity despite 
distractions 

 Allows the transfer of jobs to areas of high 
unemployment 
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 For practices, see “Cooling Data Center Costs” 
in  Baseline , August 13, 2010 (available online at 
   baselinemag.com/infrastructure/Cooling-
Data-Center-Costs      (accessed June 2014). 

 The efforts to improve the use of EC (and IT) 
by minimizing damage to the environment, and at 
the same time saving money, are major objectives 
of  Green IT . Company data center servers are 
also known to be both power hungry and heat 
generating. PC monitors consume about 80 to 
100 billion kilowatt hours of electricity every 
year in the United States. Both Intel and AMD 
are producing new chips aimed at reducing this 
amount of energy usage. Turning off PCs when 
they are not in use can save a company money 
and add to good corporate social health by reduc-
ing the damage caused by excessive carbon diox-
ide release. Finally, discarded PCs and other 
computer equipment can cause serious waste dis-
posal problems. An important issue is how to 
recycle old computing equipment and whose 
responsibility it is to take care of the problem (the 
manufacturers? the users? the government?). 
 Green software  assists companies save energy 
and/or comply with EPA requirements. 

 A comprehensive coverage of Green IT is pro-
vided by Murugesan and Gangadharan ( 2012 ), 
who distinguish between making EC (and IT) 
greener and using IT and EC as enabling tool to 
improve environmental sustainability (i.e., make 
it greener). They also cover implementation and 
strategy issues. For a guide to green IT strategy, 
see IBM ( 2008b ).  

   How to Operate Greener Businesses, Data 
Centers, and Supply Chains 
 Chief information offi cers (CIOs) who are look-
ing to operate greener businesses, data centers, 
and supply chains should focus on: (1) virtualiza-

tion, (2) software management, and (3) harness-
ing the “cloud.”  Virtualization  provides energy 
saving solutions, resulting in both energy and 
monetary savings. Companies seeking advice, 
tools, and processes can turn to software manage-
ment outsourcing to help them achieve their soft-
ware needs and licensing management needs. 
Finally, cloud computing is predicted to be 
included in 45% of all IT applications by 2017. 

 Gaining energy effi ciency in business requires 
managing these issues: the computers, comput-
ing power of the data center, data center power/
cooling, and data center storage. Many organiza-
tions are turning to server virtualization, such as 
cloud computing, to cut their energy costs. For 
more details on green computing, see Online 
File W15.4. 

  Example 1 
 Wells Fargo (   wellsfargo.com     ) is a large fi nancial 
institution that offers a wide range of banking 
services online. The company is data-dependent 
and known for its eco-friendliness. The company 
decided to “go green” in its two data centers. 
Data centers must ensure security and availability 
of their services, and when they are planned from 
scratch, they can be energy effi cient with low 
power consumption. The two new facilities had 
more than 8,000 servers. After major virtualiza-
tion efforts, the data centers were using signifi -
cantly less power compared to the previous year. 

 Wells Fargo introduced several energy saving 
devices (see Clancy  2010 ). Wells Fargo con-
stantly expands and renovates its data centers, yet 
shows high consideration to the environment. 
Wells Fargo is also eco-friendly in other ways. (For 
more about “green banking” at Wells Fargo, see 
   bankrate.com/financing/banking/green-
banking-at-wells-fargo     .)  

   Table 15.5    Turning IT green: guidelines for energy-effi cient computer use   

 Use the computer’s power management options, such as setting all computers to hibernate and using the standby option 
 Instruct all personnel to turn off computer monitors when not in use 
 Shut down all computers automatically after hours or when not in use 
 Encourage telecommuting whenever possible 
 Follow the manufacturers’ recommendations on all energy-related equipment 
 Embrace cloud computing. Replace existing servers with virtualization, as money permits 
 Increase cooling effi ciency 
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  Example 2 
 Google aimed to reduce the power consumption 
of its data centers by 30%. This was done by 
reducing overhead costs: improving the cooling 
system, lighting, and the power infrastructure. 
Google closely followed the strategies and rec-
ommendations of the company’s “Green Energy 
Czar.” Google, whenever possible, embraces free 
cooling – such as cooling towers and use of fresh 
air. Google also purchases clean energy from sev-
eral sources. For details, see Samson ( 2010 ).   

   Global Green Regulations 
 Global regulations also are infl uencing green 
business practices. Sustainability regulations 
such as the Restriction of Hazardous Substances 
Directive (RoHS) in the European Union (EU) 
will increasingly impact how supply chains func-
tion regardless of location (see    ec.europa.eu/
environment/waste/rohs_eee      and    rohs.gov.uk     ). 

 Eco-friendly practices reduce costs and 
improve public relations in the long run. Not sur-
prisingly, demand for green computing is on the 
rise. A tool to help companies fi nd greener com-
puters and other electronics is the Electronic 
Product Environmental Assessment Tool (EPEAT).  

   The Electronic Product Environmental 
Assessment Tool 
 Maintained by the Green Electronics Council 
(GEC), the  Electronic Product Environmental 
Assessment Tool (EPEAT) , according to their 
website, rate electronic products against a range 
of environmental performance criteria. They are 
a comprehensive global rating system for greener 
electronics. For more on e-commerce for a better 
environment, see    rainforestagencies.com.au/
egreen.html     . 

 Telecommuting, which was discussed earlier, 
also offers several green benefi ts, including 
reducing rush-hour traffi c, improving air quality, 
improving highway safety, and even improving 
health care by reducing pollution.   

    Other Societal Issues 

 Many other societal issues can be related to EC. 
Three in which EC has had a generally positive 

impact are mentioned here: education, public 
safety, and health. 

   Education 
 E-commerce has had a major impact on educa-
tion and learning. Virtual universities are helping 
to reduce the digital divide. Companies can use 
the Internet to help retrain employees, enabling 
them to defer retirement.  

   Public Safety, Surveillance, 
and Homeland Security 
 With increased concerns about public safety after 
September 11, 2001, many organizations and 
individuals have started to look at technologies 
that will help deter, prevent, or detect criminal 
activities of various types. Various e-commerce 
tools can help increase both safety at home and in 
public places. These include e-911 systems; 
global collaborative commerce technologies (for 
collaboration among national and international 
law enforcement units); e-procurement (of unique 
equipment to fi ght crime); e-government efforts 
at coordinating, information sharing, and expe-
diting legal work and cases; intelligent homes, 
offi ces, and public buildings; and e-training of 
law enforcement offi cers. 

 An issue to consider is whether the fi nancial, 
functional, and social impact of surveillance sys-
tems is worth the public’s perceived intrusion of pri-
vacy. The fact remains that most cities that use the 
surveillance cameras do so more for the retrieval of 
images rather than for active monitoring. Thus, as a 
crime deterrent, these cameras make little fi nancial 
sense since only one person can effectively monitor 
10 cameras at one time. The City of Chicago, for 
example, has installed more than 10,000 cameras. 
For real time monitoring, the city would need to hire 
an additional 1,000 city employees, which is impos-
sible with budget shortages and lower tax revenues 
(per Gallio  2010 ). Machine interpretation of videos, 
which is getting more and more accurate, will make 
surveillance a more cost-effective tool in the future. 
However, Chicago is adding more surveillance cam-
eras. As of 2014, Chicago has 24,000 cameras, 
which is raising privacy concerns with citizens and 
the ACLU (see    foxnews.com/politics/2014/05/12/
security-camera-surge-in-chicago-sparks-concerns-
massive-surveillance-system     ).  
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   Health Aspects 
 Is EC a health risk? Generally speaking, it is 
probably safer and healthier to shop from home 
than in a physical store. However, some believe 
that exposure to cellular mobile communication 
radiation may cause health problems. It may take 
years before the truth of this claim is known. 
Even if communication’s radiation may cause 
health problems, the damage would probably be 
insignifi cant due to the small amount of time 
most people spend on wireless shopping and 
other m-commerce activities. However, given the 
concern of some about this issue, protective 
devices are now available that would minimize 
this problem (e.g., see    safecell.net     ). 

 Another health-related issue is the addiction 
to online games, social networks, and EC/
Internet- related applications. Several countries 
(including the U.S.) have begun prevention and 
re-education programs and some have opened 
inpatient treatment and recovery centers (e.g., see 
Geranios  2009  and    netaddiction.com     ). 

 EC technologies such as collaborative com-
merce can help improve health care. For example, 
using Web technologies during the review pro-
cess and the approval process of new drugs has 
been shortened, saving lives and reducing suffer-
ing. Wireless computing helps in the delivery of 
health care (see Chapter   6    ). Intelligent systems 
facilitate medical diagnoses. Health care advice 
can be provided from a distance. Finally, intelli-
gent hospitals, doctors, and other health care 
facilities use EC tools. In 2009, the major social 
networks and Twitter were tracking the outbreak 
of the Swine Flu Pandemic, advising people 
where not to travel and how to protect them-
selves. Finally, in Israel and Europe, an ongoing 
major multinational, collaborative research proj-
ect called “MOBIGuide” combines monitoring 
patients from a distance and generating medical 
decisions according to the data collected. For 
details, see    newmedia-eng.haifa.ac.il/?p=5593     .  

   Make Cities More Livable 
 In Chapter   6    , we described smart cities. The 
objective is to make cities more livable. Chia 
( 2012 ) discusses research on how to make cities 
like Singapore more intelligent. Gaylord ( 2013 ) 

describes the use of big data and government 
transparency in big cities. 

  SECTION 15.7 REVIEW QUESTIONS 
     1.    Defi ne the digital divide.   
   2.    Describe the One Laptop per Child project.   
   3.    Describe how EC can improve safety and 

security.   
   4.    Describe the impact of EC on health services.   
   5.    What is green computing?   
   6.    List three examples in which green computing 

can help protect the environment or conserve 
resources.   

   7.    What is a green supply chain? Give one 
example.   

   8.    How do the new data centers help us “go 
green”?   

   9.    How does telecommuting or virtual work con-
serve the environment?         

    15.8  THE FUTURE 
OF E-COMMERCE 

 Generally speaking, the consensus is that the 
future of EC is positive. EC will become an 
increasingly important method of trading, reach-
ing customers, providing services, and improving 
organizations’ operations. In addition, EC facili-
tates collaboration, innovation, and people-to-
people interactions. Analysts differ in their 
predictions for the anticipated growth rate of EC 
and the length of time it will become a substantial 
portion of the economy. There is also disagree-
ment about the identifi cation of industry seg-
ments that will grow the fastest. However, there 
also is a consensus about the direction of the 
fi eld: full speed ahead! Companies such as 
Amazon.com, eBay, Alibaba Group, Priceline, 
and Newegg.com are growing rapidly. 

 The Enterprise Innovation Editors ( 2013 ) made 
predictions regarding EC for 2014 and beyond. 
These include many topics cited in this book, rang-
ing from mobility to medical information systems 
and security. Gerber ( 2013 ) made 10 predictions 
about the future of EC, ranging from comprehen-
sive customer-engagement to custom design. 

15.8  The Future of E-Commerce
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    Integrating the Marketplace 
with the Marketspace 

 Throughout this book, we have commented on 
the relationship between the physical market-
place and the online marketspace. We have 
pointed out confl icts in certain areas, as well as 
successful applications. The fact is that, from the 
point of view of the consumer, as well as of most 
of the merchants and suppliers, these two entities 
exist, and will continue to exist, together. 

 Probably the most noticeable integration of 
the two concepts is in the click-and-mortar orga-
nization. In the near future, the click-and-mortar 
organization will be the most prevalent model 
(e.g., see Sears.com, Target.com, Costco.com, 
and Walmart.com), although the model may take 
different forms. Some organizations will use EC 
as just another sales channel, as most large retail-
ers, airlines, and banks are doing today. Others 
will use EC only for some products and services, 
and sell other products and services the conven-
tional way (e.g., LEGO Group).  

    M-Commerce 

 There is almost a 100% consensus that the role of 
m-commerce in e-commerce will increase signif-
icantly. There already are millions of innovative 
mobile apps and their numbers are growing rap-
idly. The area where we will see the fastest growth 
in EC is the proliferation of apps. Many 
m- commerce start-ups are entering the fi eld.  

    Social Commerce 

 Recently, the use of mobile social networks has 
been accelerating. The increasing number of new 
wireless Web 2.0 services have assisted many 
social networks to go wireless, enabling more 
interactions between people. Nielsen’s September 
2012 release of its  Social Media Report  indicated 
four out of fi ve active Internet users visit social 
networks and blogs. The report also shows that 
nearly 82% of social media users access these 

websites using their mobile phones (Nielsen 
 2012 ). These numbers continue to grow. 

 Social commerce is growing rapidly on 
Facebook, Twitter, Google, and many other com-
panies. Mobile advertising and promotions are 
major areas of growth.  

    Future Technological Trends that May 
Accelerate the Speed of E-Commerce 

 The following are a few examples that will facili-
tate the use of e-commerce:   

    Future Trends That Are Limiting 
the Spread of EC 

 The following trends may slow down the growth 
of EC and Web 2.0, and may even cripple the 
Internet:  

•    Much wider broadband of technologies 
and faster networks  

•   More powerful search engines (intelli-
gent agent-based)  

•   Better batteries for mobile devices  
•   Development in quantum computing 

and the semantic Web  
•   The arrival of fl exible computer screens  
•   Better cloud applications  
•   Wide use of smartphones and tablets  
•   Increased use of wearable devices  
•   Possibility of free Internet access   

•     Security concerns.  Both shoppers and 
users of e-banking and other services 
worry about online security. The Web 
needs to be made safer.  

•    Lack of net neutrality.  If the big telecom 
companies are allowed to charge more for 
faster access, small companies that can-
not pay extra may be at a disadvantage.  
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 In conclusion, many people believe that the 
impact of EC on our lives will be as much as, and 
possibly more profound than, that of the Industrial 
Revolution. No other phenomenon since the 
Industrial Revolution has been classifi ed in this 
category. It is our hope that this book will help 
you move successfully into this exciting and 
challenging area of the digital revolution.  

    Enjoy Some Interesting Videos 
About the Future of E-Commerce 

 The following are some suggested videos about 
e-commerce:
    1.    “E-Commerce’s Future Ain’t What It Used to 

Be; It’s Even Better” (7:48 minutes) at    you-
tube.com/watch?v=mJtw1027FYs        

   2.    “Future of E-Commerce: Trends, Challenges, 
and Opportunities for Telecom and the Mobile 
Industry” (7:41 minutes) at    youtube.com/
watch?v=wCZXif3MUEw          

  SECTION 15.8 REVIEW QUESTIONS 
     1.    How is EC related to traditional commerce?   
   2.    Describe the role of mobility in the future of 

EC.   
   3.    How will social networks facilitate EC?   
   4.    Which future trends will help EC?   
   5.    Which trends slow down the growth of EC?        

    MANAGERIAL ISSUES 

 Some managerial issues related to this chapter 
are as follows:
    1.     What legal and ethical issues are of concern 

in an EC initiative?  Key issues to consider 
include the following: (1) What type of pro-

prietary information should we allow and dis-
allow on our site? (2) Who will have access to 
information that visitors post on our site? (3) 
Do the content and activities on our site com-
ply with laws in other countries? (4) What dis-
claimers do we need to post on our website? 
(5) Are we using trademarked or copyrighted 
materials without permission? Regardless of 
the specifi c issues, an attorney should periodi-
cally review the website content, and someone 
should be responsible for monitoring legal 
and liability issues.   

   2.     What are the most critical ethical issues?  
Negative or defamatory articles published 
online about people, companies, or products 
on websites or blogs can lead to charges of 
libel – and libel can stretch across countries. 
Issues of privacy, ethics, and legal exposure 
may seem tangential to running a business, 
but ignoring them puts the company at risk of 
fi nes, customer dissatisfaction, and disruption 
of an organization’s operations. Privacy pro-
tection is a necessary investment.   

   3.     How can intellectual property rights be 
protected when it comes to digital content?  
To protect intellectual property rights such as 
video, music, and books online, we need to 
monitor what copyrights, trademarks, and pat-
ents are infringed upon over the Internet. 
Portal sites that allow pirated video and music 
fi les should be monitored. This monitoring 
may require a vast amount of work, so soft-
ware agents should be employed to continu-
ally inspect any pirated material. The risk to 
the business that can be caused by the infringe-
ment and the possibility of legal protection as 
well as technical protection by current regula-
tion and potential new common law should be 
analyzed. Consider settling any suit for dam-
ages by negotiation.   

   4.     How can a patent in EC be purchased?  Some 
people claim that patents should not be 
awarded to businesses or computer processes 
related to EC (as is the case in some European 
countries). Therefore, investing large amounts 
of money in developing or buying EC patents 
may be fi nancially unwise in cases where pat-
ents may not be granted or protected properly. 
Some companies that own many business 

•    Copyright violations.  The legal prob-
lems of YouTube, Wikipedia, and others 
may result in a loss of vital outlets of 
public opinion and creativity.  

•    Lack of standards.  There is still a lack 
of standards for EC, especially for 
global trade.   

 Managerial Issues

http://youtube.com/watch?v=mJtw1027FYs
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model patents have been unable to create busi-
ness value out of these patents.   

   5.     What is the ethical principle of protecting 
the privacy of customers?  To provide per-
sonalized services, companies need to collect 
and manage customers’ profi le data. In prac-
tice, the company has to decide whether to use 
spyware to collect data. Collecting data may 
make customers unhappy (as in the cases of 
Google Street View or Facebook privacy set-
tings). The company needs well- established 
principles of protecting customer privacy: 
Notify customers before collecting their per-
sonal information; inform and get consent on 
the type and extent of disclosures; allow cus-
tomers to access their personal data and make 
sure the data are accurate and securely man-
aged; and apply some method of enforcement 
and remedy to deter privacy breaches. In this 
manner, the company can avoid litigation and 
gain the long-term trust of customers.   

   6.     How can a company create opportunities in 
the global trend toward green EC?  Reducing 
carbon emissions and saving energy are global 
issues. (1) EC can save carbon emissions by 
reducing the need for transportation. This is a 
generic contribution of EC. (2) EC can pro-
vide an electronic exchange platform for trad-
ing CO 2  emission rights. This is a new business 
opportunity. (3) The IT hardware manufactur-
ers may try to earn the Energy Star Excellence 
Award from the Environmental Protection 
Agency to prove that their products are con-
tributing to the protection of the environment.     

  SUMMARY 

 In this chapter, you learned about the following 
EC issues as they relate to the chapter’s learning 
objectives.
    1.     Understanding legal and ethical challenges 

and how to contain them.  The global scope 
and universal accessibility of the Internet cre-
ate serious questions as to which ethical rules 
and laws apply. Ignoring laws exposes compa-
nies to lawsuits or criminal charges that are 
disruptive,  expensive, and damaging to cus-

tomer relations. The best strategy is to avoid 
behaviors that would expose the company to 
these types of risks. Important safeguards are 
a corporate code of ethics stating the rules and 
expected behaviors and actions and an Internet 
acceptable use policy.   

   2.     Intellectual property law.  EC operations are 
subject to various types of intellectual property 
(IP) laws, some of which judges have created 
in landmark court cases. IP law provides com-
panies with methods of compensation for 
damages or misuse of their property rights. IP 
laws passed by Congress are being amended to 
better protect EC. These protections are needed 
because the theft or replication of intellectual 
works on the Internet is both simple and inex-
pensive. These actions violate or infringe upon 
copyrights, trademarks, and patents. Although 
the legal aspects seem clear, monitoring and 
catching violators remains diffi cult.   

   3.     Privacy, free speech, defamation, and their 
challenges.  B2C companies use CRM and 
depend on customer information to improve 
products and services. Registration and cook-
ies are two ways to collect this information. 
The key privacy issues are who controls per-
sonal information and how private it should 
remain. Strict privacy laws have been passed 
recently that carry harsh penalties for any 
negligence that exposes personal or confi den-
tial data. There is ongoing debate about cen-
sorship on the Internet. The proponents of 
censorship feel that it is up to the government 
and various ISPs and websites to control 
inappropriate or offensive content. Others 
oppose any form of censorship; they believe 
that control is up to the individual. In the 
United States, most legal attempts to censor 
content on the Internet have been found 
unconstitutional. The debate is not likely to 
be resolved any time soon.   

   4.     Fraud on the Internet and how to protect 
consumers against it.  Protection is needed 
because there is no face-to-face contact 
between buyers and sellers; there is a great 
possibility of fraud; there are insuffi cient legal 
constraints; and new issues and scams appear 
constantly. Several organizations, private and 
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public, attempt to provide the protection 
needed to build the trust that is essential for 
the success of widespread EC. Of note are 
electronic contracts (including digital signa-
tures), the control of gambling, and what taxes 
should be paid to whom on interstate, intra-
state, and international transactions. The prac-
tice of no sales tax on the Internet is changing. 
States are starting to collect sales tax on 
Internet transactions.   

   5.     Protection of buyers and sellers.  Many pro-
cedures are used to protect consumers. In 
addition to legislation, the FTC tries to edu-
cate consumers so they know the major scams. 
The use of seals on sites (such as TRUSTe) 
can help, as well as tips and measures taken 
by vendors. Sellers can be cheated by buyers, 
by other sellers, or by criminals. Protective 
measures include using contacts and encryp-
tion (PKI, see Chapter   10    ), keeping databases 
of past criminals, sharing information with 
other sellers, educating employees, and using 
artifi cial intelligence software.   

   6.     Societal impacts of EC.  EC brings many 
societal benefi ts, ranging from improved 
security, transportation, and education to bet-
ter healthcare delivery and international col-
laboration. Although the digital divide still 
exists between developed and developing 
countries, the advent of mobile computing, 
especially through smartphones, is beginning 
to close the gap.   

   7.     Green EC.  EC requires large data centers, but 
these data centers waste energy and create pol-
lution. Users of large data centers (e.g., Google) 
are using innovative methods to improve the 
situation. Other environmental concerns are 
also caused by the use of EC. There are several 
ways to make EC greener, including working 
from home (telecommuting).   

   8.     The future of EC.  EC is growing steadily and 
rapidly, expanding to include new products, ser-
vices, business models, and countries. The most 
notable areas of growth are the integration of 
online and offl ine commerce, mobile commerce 
(mostly due to smartphone apps), video-based 
marketing, and social media and networks. 
Several emerging technologies, ranging from 
intelligent applications to wearable devices, are 

facilitating the growth of EC. On the other hand, 
several factors, are slowing down the spread of 
EC such as security and privacy concerns; lim-
ited  bandwidth, and lack of standards in some 
areas of EC.      

   KEY TERMS 

  Business ethics         
  Computer Fraud and Abuse Act (CFAA)      
  Copyright      
  Copyright infringement      
  Cyberbashing      
  Cyberbullying      
  Digital divide      
  Digital rights management (DRM)      
  Electronic discovery (e-discovery)      
  Electronic Product Environmental 
Assessment Tool (EPEAT)      
  Electronic signature      
  Ethics      
  Fair use      
  Green computing      
  Green IT      
  Intellectual property (IP)      
  Intellectual property law      
  Internet censorship      
  Net neutrality      
  Opt-in      
  Opt-out      
  Patent      
  Platform for Privacy Preferences 
Project (P3P)      
  Spyware      
  Telecommuting      
  Trademark dilution      

    DISCUSSION QUESTIONS 

     1.    What can EC websites and social networks do to 
ensure the safeguarding of personal information?   

   2.    Privacy is the right to be left alone and free of 
unreasonable personal intrusions. What are some 
intrusions that you consider “unreasonable”?   

   3.    Who should control minors’ access to “offen-
sive” material on the Internet – parents, the 
government, or ISPs? Why?   

Discussion Questions
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   4.    Discuss the confl ict between freedom of 
speech and the control of offensive websites.   

   5.    Discuss the possible insuffi cient protection of 
opt-in and opt-out options. What measures 
would satisfy you?   

   6.    Clerks at some convenience stores enter their 
customers’ data (gender, approximate age, 
and so on) into the computer. These data are 
then processed for improved decision making. 
Customers are not informed about this, nor 
are they being asked for permission. (Names 
are not keyed in.) Are the clerks’ actions ethi-
cal? Compare this with the use of cookies.   

   7.    Why do many companies and professional 
organizations develop their own codes of eth-
ics? After all, ethics are generic and “one size 
may fi t all.”   

   8.    Cyberpromotions, Inc. attempted to use the 
First Amendment in defense of its fl ooding 
AOL subscribers with junk e-mail, which AOL 
tried to block. A federal judge agreed with AOL 
that unsolicited e-mail is annoying, a waste of 
Internet time, and often inappropriate and, 
therefore, should not be sent. Discuss some of 
the issues involved, such as freedom of speech, 
how to distinguish between junk and non-junk 
e-mail, and the similarity to regular mail. 
Cyberpromotions is no longer in business.   

   9.    What contribution does TRUSTe make to 
e-commerce?      

  TOPICS FOR CLASS DISCUSSION 
AND DEBATES 

     1.    Discuss what the RIAA hopes to achieve by 
using lawsuits against college students for 
copyright infringement. Research the issue of 
how will the proposed Copyright Enforcement 
Bill, if enacted, support further RIAA law-
suits? Find the status of the bill. Write a report.   

   2.    The proposed Copyright Enforcement Bill 
defi nes everyone that creates a website as a 
publisher and is liable under the Act. 
Enforcement under this proposed bill for 
unintentional use or distribution of copy-
righted content on business websites could 
result in the confi scation of a company’s 
domain name or server, which in turn could 

potentially disable the company’s e-mail 
capability – substantially killing commerce. 
What steps should a business take to mini-
mize the risk? Discuss.   

   3.    The IRS buys demographic market research 
data from private companies. These data 
contain income statistics that could be com-
pared with tax returns. Many U.S. citizens 
feel that their rights within the realm of the 
Electronic Communications Privacy Act 
(ECPA) are being violated; others say that 
this is unethical behavior on the part of the 
government. Discuss.   

   4.    Many hospitals, health maintenance organi-
zations, and federal agencies are converting, 
or plan to convert, all patient medical records 
from paper to electronic storage (using imag-
ing technology) in compliance with the 
Patient Protection and Affordable Care Act 
(PPAC), also known as “Obamacare.” The 
PPAC mandates that all medical records 
shall be freely disseminated to insurance 
companies, the U.S. government, and gov-
ernment-approved third-party vendors. Once 
completed, electronic storage will enable 
expeditious access to most records anytime 
and from anywhere. However, the availabil-
ity of these records in a database or on net-
works or smart cards may allow people, 
some of whom are unauthorized, to view 
another person’s private medical data. To 
protect privacy fully may cost too much 
money or may considerably slow down the 
speed of access to the records. What policies 
could healthcare administrators use to pre-
vent unauthorized access? Discuss.   

   5.    The Communications Decency Act (CDA), 
which was intended to protect children and oth-
ers from pornography and other offensive mate-
rial online, was approved by the U.S. Congress 
but then was ruled unconstitutional by lower 
courts. In 2015, it is still being debated. Discuss 
the implications of this Act. Also, check the 
Supreme Court ruling.   

   6.    Debate the pros and cons of the Marketplace 
Fairness Act.   

   7.    Debate the pros and cons of net neutrality.   
   8.    Research the potential impact of online gam-

bling on physical casinos.   
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   9.    Erotic services advertising on Craigslist 
amounted to a signifi cant portion of the total 
revenue before being taken down following 
national publicity over the robbery and murder 
of a Boston massage therapist, who had adver-
tised on Craigslist. Craigslist denied responsi-
bility, citing the 1996 Federal Communication 
Act, since Craigslist does not create the con-
tent published on its website. Later, Craigslist 
voluntarily removed the erotic services from 
its regular pages. Address the following topics 
in a class discussion:
    (a)    Craigslist may have chosen to volun-

tarily remove its erotic-related advertis-
ing for political reasons, even though no 
laws were being broken. Discuss free 
speech versus public safety. Take an 
issue and support the pros and cons of 
Craigslist’s action.   

   (b)    Do you agree that self-governing Web 
content is the most effective means of 
providing public safety or should the 
federal government step in to enact 
tougher laws?   

   (c)    Take the position of an erotic dancer. 
Determine an argument in favor of 
reversing Craigslist’s decision to remove 
“erotic services” advertisements. (Use 
free speech and right to earn money 
through employment.)       

   10.    Many sports-related leagues, including the 
NFL and UK Football Association, restrict 
the players’ use of social networks. The NFL 
prohibits any use of social networks 90 min-
utes before and 90 minutes after games. 
Debate the issue.   

   11.    Debate Yahoo’s “no work from home” pol-
icy. Start by reading Ascharya ( 2013 ).   

   12.    Have two groups debate the issue of owner-
ship of user-generated content (the Facebook 
example). One group should be for and one 
against.   

   13.    Debate: Neutrality on the Internet is good for 
EC.   

   14.    Debate: Should the exchange of songs between 
individuals, without paying royalties, be 
allowed over the Internet?   

   15.    Debate: Is the Patriot Act too loose or too 
tight?   

   16.    Debate: It may be too expensive for some 
companies to “go green.” If they “go green,” 
they may not be able to compete against 
companies in countries that do not practice 
green EC. Should the government subsidize 
green EC?   

   17.    Debate: Who should own content created by 
employees during their regular work hours?   

   18.    Debate: Are privacy standards strict enough 
to protect electronic health records?      

  INTERNET EXERCISES 

     1.    You want to set up an ethical blog. Using 
sites such as CyberJournalist.net: A Bloggers’ 
Code of Ethics at    cyberjournalist.net/
news/000215.php     , review the suggested 
guide to publishing a blog. Make a list of the 
top 10 ethical issues for blogging.   

   2.    You want to set up a business-oriented web-
site. Prepare a report summarizing the types of 
materials you can and cannot use (e.g., logos, 
graphics, etc.) without breaking copyright 
laws. (Consult some free legal websites.)   

   3.    Conduct a Google search for industry and 
trade organizations involved in various com-
puter privacy initiatives. One of these groups 
is the World Wide Web Consortium (W3C). 
Describe its Platform for Privacy Preferences 
Project (P3P) (   w3.org/P3P     ). Prepare a table 
with 10 initiatives and describe each briefl y.   

   4.    Enter    symantec.com     . Review the services 
offered to topics discussed in this chapter.   

   5.    Enter    calastrology.com     . What kind of commu-
nity is this? Check the revenue model. Then 
enter    astrocenter.com     . What kind of site is 
this? Compare and comment on the two sites.   

   6.    Enter    nolo.com     . Find information about var-
ious EC legal issues. Find information about 
international EC issues. Then go to    legal-
compliance.org      or    cybertriallawyer.com     . 
Find information about international legal 
aspects of EC. Conduct a Google search for 
additional information on EC legal issues. 
Prepare a report on the international legal 
aspects of EC.   

   7.    Find the status of the latest copyright legisla-
tion. Try    fairuse.stanford.edu      and    wipo.int/

Internet Exercises
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copyright/en     . Is there anything new regard-
ing the international aspects of copyright 
legislation? Write a report.   

   8.    Enter    ftc.gov      and identify some of the typi-
cal types of fraud and scams on the Internet. 
List 10 of them.   

   9.    Enter    www.usispa.org      and    ispa.org.uk     , two 
organizations that represent the ISP industry. 
Identify the various initiatives they have 
undertaken regarding topics discussed in this 
chapter. Write a report.   

   10.    Enter    scambusters.org      and identify and list 
its anti-fraud and anti-scam activities.      

  TEAM ASSIGNMENTS 
AND PROJECTS 

     1.     Assignment for the Opening Case  
 Read the opening case and answer the follow-
ing questions:
    (a)    Discuss the issue of preventing movies 

and TV shows from being streamed online 
for free.   

   (b)    Was it ethical for Disney to invest in 
56.com?   

   (c)    What are the business benefi ts to Disney 
if it is not in confl ict with 56.com?   

   (d)    Discuss the global considerations of this 
case.   

   (e)    Find the status of the $1 billion lawsuit 
Viacom brought against YouTube.       

   2.    The number of lawsuits in the United States 
and elsewhere involving EC has increased. 
Have each team prepare a list of fi ve recent 
EC legal cases on each topic in this chapter 
(e.g., privacy, digital property, defamation, 
patents). Prepare a summary of the issues of 
each case, the parties, the courts, and dates. 
What were the outcomes of these cases? What 
was (or might be) the impact of each 
decision?   

   3.    Form three teams. Have two teams debate free 
speech versus protection of children. The third 
team acts as judges. One team is for complete 
freedom of speech on the Internet; the other 
team advocates protection of children by cen-
soring offensive and pornographic material. 

After the debate, have the judges decide which 
team provided the most compelling legal 
arguments.   

   4.    It is legal to monitor employees’ Internet 
activity, e-mail, and instant messages? Note 
that it is legal to open letters addressed to 
individuals sent to the company’s address. 
Why is the monitoring necessary? To what 
extent is it ethical? Are employees’ rights 
being violated? Have two teams debate these 
issues.   

   5.    Amazon.com is disputing several states that 
are trying to force the company to collect state 
taxes (“Amazon laws”). Amazon cancelled its 
affi liate program in certain states (e.g., 
Colorado, Minnesota) when the sales tax for 
online retailing was imposed (however, they 
reinstated their program in California). Check 
the status of this law (requiring Amazon to 
collect taxes) and its relationship to Federal 
law. Start at    illinoisjltp.com/timelytech/
ongoing-taxation-disputes-between-ama-
zon-and-state-governments      .    

   6.    Smart computer programs enable employers 
to monitor their employees’ movements 
online. The objective is to minimize wasting 
time and computing resources, and reduce 
theft by employees. These actions may invade 
privacy, and reduce confi dence and loyalty. 
Find the various methods used to monitor 
employees (list their approaches) and list all 
possible negative aspects. Find case studies 
about the benefi ts (including increasing pro-
ductivity) and the limitations and dangers. 
Relate monitoring to telecommuting and 
debate the issue.       

    CLOSING CASE: THE PIRATE BAY 
AND THE FUTURE OF FILE 
SHARING 

 What had been considered a landmark 2009 
copyright law case involving the Motion Picture 
Association of America (MPAA) against illegal 
fi le sharing in Sweden appears to not have sig-
nifi cantly deterred online fi le sharing. In fact, just 
the opposite may have occurred. 
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    An Overview 

 The Pirate Bay (TPB) site was launched in 2003 
by hackers and computer activists as a BitTorrent 
tracker, make it possible to get free access to most 
media content (including copyrighted material) 
using BitTorrent peer-to-peer (P2P) fi le-sharing 
protocol services (see    en.wikipedia.org/wiki/
BitTorrent     ). The Pirate Bay site includes links to 
websites where you can download movies, TV 
shows, music e-books, live sport games, soft-
ware, and more. TPB has been ranked as one of 
the most popular websites in the world. The site 
generates revenue by advertisements, donations, 
and sales of merchandise. The site is probably the 
most well-known among dozens of other sites 
that provide free access to copyrighted content.  

    The Legal Situation 

 The Pirate Bay has been involved in a number of 
lawsuits, both as a defendant and as a plaintiff. For 
an overview, see    torrentfreak.com/the-pirate-
bay-turns-10-years-old-the-history-130810     . 
Here are some examples. In Sweden, The Pirate 
Bay company was raided by the Swedish police in 
2006. The site was shut down, but reappeared a 
few days later with servers hosted in different 
countries. In 2008, the Swedish government began 
a criminal investigation against the founders of 
TPB for copyright theft. Three founders and a 
fi nancier were charged with promoting copyright 
infringement by facilitating other people’s breach 
of copyright law by using TPB BitTorrent technol-
ogy. For 34 cases of copyright infringement, the 
damage claims could have exceeded US$12 mil-
lion. The trial started on February 16, 2009, and 
ended on March 3, 2009, with a guilty verdict that 
carried a one-year prison sentence and a fi ne of 
US$3.5 million. The four founders lost on appeal 
in 2010 but succeeded in getting reduced prison 
time; however, the copyright infringement fi ne 
was increased. The site is now blocked by several 
countries. The U.S. government considers TPB 
(together with the Chinese sites Baidu and Taobao 
Marketplace) a top market for pirated and counter-
feit goods.  

    Current Operation 

 As of June 2014, TPB continues to offer torrent 
fi les and magnet links to facilitate fi le sharing for 
those using the BitTorrent system. The site also 
offers downloading, watching videos, and search-
ing for all types of media. In fact, much public 
support for TPB was noted. In 2003, Piratbyrån 
(“The Pirate Bureau”), a Swedish organization, 
was established to support the free sharing of 
information (however, they disbanded in 2010). 
Political parties in many European countries have 
adopted the label “The Pirate Party,” after a party 
in Sweden, which was formed in 2006. Other 
countries followed suit, creating their own Pirate 
Parties. The party supports the reform of copyright 
and patent laws, government transparency, and net 
neutrality. In 2006, the International Pirate Party 
Movement was formed as an umbrella organiza-
tion. In 2009, the Swedish Pirate Party won a seat 
in the European Parliament and in 2013, Iceland 
gained three similar seats. The Pirate Bay advo-
cates copyright and patent law reform and a reduc-
tion in government surveillance. In the meantime, 
in Sweden, TPB’s founders have worked on sev-
eral other decentralized peer-to-peer fi le-sharing 
websites, which have fl ourished in fi lling the enor-
mous global demand for P2P fi le sharing. TPB has 
plenty of defenders. In 2014, the supporters of 
TPB’s jailed founder planned an online campaign 
to bring more attention to his situation. 

 All along, fi le-sharing technology has been one 
step ahead of enforcement. Since some countries 
block access to TPB, there are several proxy URLs 
now that provide indirect access to TPB website. 

 Despite losing its November 2010 appeal, TPB 
has kept growing. In 2011, TPB’s founders 
launched a new website, called IPREDator, offer-
ing IP address anonymity to registered users by 
tunneling traffi c into a secure server, which reas-
signs fake IP addresses to registered users so that 
they may access TPB or other BitTorrent tracking 
sites on the Web for fi le sharing without revealing 
their true IP addresses. Although TPB continues 
to thrive today as one of the most popular 
 websites on the Internet, many countries are 
enacting new stricter copyright protection laws 
aimed directly at stopping this illegal activity. 

 Closing Case: The Pirate Bay and the Future of File Sharing
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Note that Facebook blocks all shared links to 
TPB in both public and private messages (how-
ever, TPB does have a Facebook page). In 2012, 
a UK court ordered a blockade on TPB in the UK 
because of its violation of copyright law (see 
Dragani  2012 ). Some countries are allowing 
access to TPB. For example, in 2014, the 
Netherlands court ordered the ban on TPB lifted 
(see    bbc.com/news/technology-25943716     ). 

 In 2012, The Pirate Bay, to protect itself from 
raids, moved its operation from physical servers 
to the cloud. Serving its users from several cloud 
hosting providers makes it impossible to raid 
because there are no physical locations; the site is 
more portable and thus makes it more diffi cult to 
shut down. Other benefi ts include reducing 
downtime, ensuring better uptime, and cutting 
costs (see Van Der Sar  2012 ).  

    Discussion 

 The Pirate Bay is one of a multitude of websites that 
specializing in pirated and counterfeit content. The 
Pirate Bay does not host content, in contrast to sites, 
which allow people to upload videos, included 
pirated ones. The Pirate Bay only provides links to 
possible illegal downloads. This strategy did not 
help the site much in its legal battles. 

 The Pirate Bay case is only one part of a much 
broader issue of protecting intellectual property 
on the Internet. An interesting related issue is the 
hosting of content by sites such as YouTube and 
Justin.tv, which is more complicated. 

 Note that one aspect of this case is that the 
U.S. government is pushing the Swedish govern-
ment to take a stronger stand against pirating. 

  Sources:  Based on Stone ( 2011 ), Dragani 
( 2012 ), Martin ( 2012 ), and    medlibrary.org      
(accessed June 2014). 

  Questions 
     1.    Compare TPB’s legal problems to those of 

Napster between 2000 and 2005, and to those 
of Kazaa (fi le sharing companies).   

   2.    Debate the issue of freedom of speech on the 
Internet against the need to protect intellectual 
property.   

   3.    What is The Pirate Bay’s business model? 
What are its revenue sources? (Find more 
information; start with Wikipedia.)   

   4.    Explore the international legal aspects of this 
case. Can one country persuade another coun-
try to introduce stricter laws?   

   5.    Read the Stone ( 2011 ) article and identify all 
the measures used to battle piracy of live 
sporting events. Which of these measures can 
be used in The Pirate Bay case? Which can-
not? Why?   

   6.    Find the status of the TPB website.      

  ONLINE FILES  
available at    affordable-ecommerce-
textbook.com/turban     

   W15.1    Framework for Ethical Issues   
  W15.2    Website Quality Guidelines   
  W15.3    Summary of Important EC Legal Issues   
  W15.4    How to Go Green in a Data Centers    

   COMPREHENSIVE EDUCATIONAL 
WEBSITES 

       ftc.gov      :  Major source on consumer fraud and 
protection.  

     dmoz.org/Society/Issues/Fraud/Internet      :  
Comprehensive resources on Internet fraud.  

     fraud.org      :  The National Consumers League 
Fraud Center.  

     ic3.gov      :  The FBI’s Internet Crime Complaint 
Center.  

     www.fda.gov/ForConsumers/ProtectYourself/
default.htm      :  Food and Drug Administration 
center for resources, recalls, safety, regulatory 
information, etc. about food, drugs, vaccines, 
cosmetics, and more.  

     business.usa.gov      :  A single platform to make it easier 
for businesses to access programs and services.  

     sba.gov/advo/laws/law_modeleg.html      :  Small 
Business Administration’s advocacy site to 
stay current with federal regulations.  

     law.com      :  A comprehensive source for legal news 
and analysis.  
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     lawbrain.com      :  A comprehensive collection of 
law–related material; users can share opinions 
and knowledge by adding to and editing exist-
ing pages.  

     bna.com/legal-business-t5009     : Bloomberg Inc. 
legal and business portal that includes blogs, 
events, news, and more.  

     privacy.org      :  A comprehensive source of infor-
mation on privacy.  

     epic.org      :  Electronic Privacy Information Center; 
a non-profi t research center to protect privacy, 
freedom of expression, and more.  

     privacyrights.org      :  Privacy Rights Clearinghouse; 
a non-profi t organization educating and empow-
ering individuals to protect their privacy. An 
online clearinghouse.  

     www.itworld.com/green-it      :  A comprehensive 
source for green IT-related news and analysis.  

     digitaldivide.org      :  The Digital Divide Institute. A 
comprehensive collection material related to 
the digital divide.  

     techworld.com/green-it      :  A comprehensive col-
lection of green IT-related material.  

     epolicyinstitute.com      :  A comprehensive collec-
tion of EC policy development resources.  

     eff.org/issues/bloggers/legal      :  A legal guide for 
bloggers.  

     thegreengrid.org     : Comprehensive resources on 
effi ciency in IT and data centers.          

   GLOSSARY 

  Business ethics (corporate or enterprise ethics) 
   A code of values, behaviors, and rules, 
written or unwritten, for conducting busi-
ness. These ethics dictate the operations of 
organizations.   

  Computer Fraud and Abuse Act (CFAA)    An 
important milestone in EC legislation that 
protects government computers and other 
Internet-connected computers.   

  Copyright    An exclusive legal right of an author 
or creator of intellectual property to publish, 
sell, license, distribute, or use such work in 
any desired way.   

  Copyright infringement    The use of a work 
without permission or contracting for pay-
ment of a royalty.   

  Cyberbashing    The registration of a domain 
name that criticizes (normally maliciously) an 
organization, product, or person (e.g.,    payp-
alsucks.com     ,    walmartsucks.org     ,    verizon-
pathetic.com     ). Usually associated with hate 
sites.   

  Cyberbullying    “Bullying that takes place using 
electronic technology. Electronic technology 
includes devices and equipment such as cell 
phones, computers and tablets as well as com-
munication tools including social media sites, 
text messages, chat, and websites.” (per    stopy-
bullying.gov     )   

  Digital divide    The gap that has emerged 
between those who have and those who do not 
have the ability to engage in e-commerce.   

  Digital rights management (DRM)    A system 
of protecting the copyrights of data circu-
lated over the Internet or digital media. These 
arrangements are technology-based protection 
measures (via encryption or using watermarks).   

  Electronic discovery (e-discovery)    The pro-
cess of fi nding any type of electronic data 
(e.g., text, images, videos) by using computer-
ized systems.   

  Electronic Product Environmental Assessment 
Tool (EPEAT)    A comprehensive global rat-
ing system for greener electronics based on a 
range of environmental performance criteria.   

  Electronic signature    “The electronic equiv-
alent of a handwritten signature” (per 
   pcmag.com/encyclopedia/term/42500/
electronic-signature     ).   

  Ethics    A set of moral principles or rules of how 
people are expected to conduct themselves.   

  Fair use    The limited use of copyrighted mate-
rial, without paying a fee or royalty, for cer-
tain purposes (e.g., reviews, commentaries, 
teaching).   

  Green computing    The eco-friendly use of com-
puting resources.   

  Green IT    The efforts to improve the use of EC 
(and IT) by minimizing damage to the envi-
ronment, and at the same time saving money.   

  Intellectual property (IP)    Property that derives 
from the creative work of an individual, such 
as literary or artistic work.   

  Intellectual property law    Area of the law con-
cerned with the regulation of thinking-related 
products, including creativity that are protected 
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by patents, copyrights, trademarks, and trade 
secret law.   

  Internet censorship    Restrictions on what can 
be seen, published, or accessed on the Internet.   

  Net neutrality    A network design principle stat-
ing that basic protocols of the Internet should 
enable users to utilize the Web without being 
discriminated against by Internet service 
providers.   

  Opt-in    The principle that consumers must 
approve, in advance, what they are willing to 
see. That is, information sharing should not 
occur unless customers affi rmatively allow or 
request it.   

  Opt-out    A method that gives consumers the 
choice to refuse to share information about 
themselves, or to avoid receiving unsolicited 
information.   

  Patent    “An exclusive right to a particular inven-
tion. Patents are granted by states or govern-
ments to the creator of an invention, or to 
someone who has been designated by them 
to accept the rights over the invention. The 
holder of the patent has sole rights over the 
invention for a specifi ed period of time.” (per 
Fedcirc.us)   

  Platform for Privacy Preferences Project 
(P3P)    A protocol for privacy protection on 
the Web developed by the W3 Organization 
(W3C).   

  Spyware    A tool that some merchants use to 
gather information about users without their 
knowledge.   

  Telecommuting    Working at home using a PC, 
tablet, smartphone, and the Internet.   

  trademark dilution    The use of a “famous” 
trademark by a third party, which causes the 
lessening (or dilution) of the ‘distinguishing 
quality’ of the mark.     
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