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side the verifier's read-range. Relay attacks are notorious since they occur without the knowledge of the
reader and/or tag, and has the potential to cause damage to honest parties (here, RFID reader and/or tag).
Almost all means to address relay attacks in RFID systems to date are based on the proximity check idea that
involves the measurement of message round trip times between tag and reader. With the speed of light at
play, such measurements need not necessarily be accurate and could result in the false assumption of relay
attack absence. Our review of published literature on approaches that use non-distance-based means to
address relay attacks revealed ambient conditions’ potential. We critically evaluate ambient conditions and
develop a lightweight mutual authentication protocol that is based on magnetometer readings to address

Available online 3 July 2017

Keywords:

RFID

Relay attacks
Non-distance-bounding
Authentication

relay attacks.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

As RFID (Radio-Frequency IDentification) tags [6,7] gain
widespread adoption and use in several application areas, it is
essential to ensure that the security and privacy requirements of
the tagged items are satisfied. For example, with RFID-based Passive
Keyless Entry and Start (PKES), the key is no longer required to be
physically inserted to unlock or start the vehicle. The only require-
ment is that the physical key is present in or near the vehicle, and
there is no need to manually retrieve the key from one’s pocket
or bag since automated wireless verification seamlessly takes
place through an RFID-based mutual authentication mechanism.
While this is convenient, wireless authentication opens up the
possibility for security threats in the form of relay attacks. As
recently reported, it is possible to break into a PKES-enabled vehicle
without any need for identity theft or decryption even while
the vehicle’s key is physically far away from the vehicle [5,17].
Similarly, when an RFID-enabled credit card is used to pay through
wireless means, someone nearby can relay this information to
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make payments elsewhere [15,18,19,29]. Also, although biometric
passports are protected through the use of encryption, the iden-
tities in those passports can possibly be wirelessly relayed to
facilitate entry through automated border control systems. RFID-
enabled voting mechanism leaves the possibility of a similar
vulnerability [2,26,27,36,43].

A good example of relay attack in another domain is the chess
grandmaster problem in which a novice simultaneously plays chess
with two grandmasters by playing each move of one grandmaster
with that of the other grandmaster [10]. The setup is such that each
of the grandmasters is led to believe that they are playing against
the (same) novice and not against each other [4]. A recent example
occurred during the 2010 chess olympiad where Sébastien Feller was
found to have obtained outside help during the games [16].

These (relay) attacks should not be mistaken for classical iden-
tity theft. In an RFID system, identity theft necessarily results in an
RFID tag successfully impersonating another RFID tag’s identity to
the reader. A common means to counter identity theft involves pre-
vention of cloning or the copying of identity token or password by
unintended parties, whereas such measures do not have any effect
on the types of (relay) attacks encountered in these scenarios. For
example, banks in some countries commonly use one-time pass-
words as tokens to verify the identity associated with each transac-
tion. These passwords are designed such that their validity lasts only
for a short time duration (e.g., 3 min), which is enough to thwart
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most identity theft attempts. In the case of relay attack, an adver-
sary can prompt for the generation of a new one-time password and
relay the conversation without the knowledge of the owner of the
compromised account. Relay attack is entirely different from identity
theft, and requires far less resource to accomplish.

Relay attacks do not depend on message decryption or the
physical separation between reader and tag. These attacks operate
by relaying messages between (honest or dishonest) tag and a honest
reader where the reader and tag always believe that they are com-
municating with an honest tag and reader respectively. Relay attacks
are among the most severe attacks that are faced by contactless
smart cards (e.g., in mobile payment applications), and are relatively
easy to accomplish since there is no need to understand or decrypt
any of the messages. Given this, it is not trivial to address relay
attacks through cryptographic means.

However, one of the common means to address issues that are
associated with relay attacks is through the use of cryptography,
specifically with the encryption of messages that are passed between
tags and readers. Since wireless medium is used to pass messages
between tags and readers in almost all of these applications, it is
difficult to safeguard these messages from being intercepted, read,
and/or modified by unintended parties. Therefore, an important role
of encryption in these communications is to ensure that secrets
are not unintentionally revealed through these messages. It is also
important to prevent adversaries from successfully impersonating
tags to readers and vice versa based on passed messages between tag
and reader.

RFID cryptography is a very active area of research. Dozens
of protocols for various configurations (e.g., single-tag/single-
reader, multi-tag/single-reader) have been proposed that address
security/privacy vulnerabilities [28,39]. Almost all of these protocols
rely on message encryption to ensure that even a resourceful adver-
sary would be unable to determine secrets through capture and
analysis of any/all messages that are passed between any given
reader/tag combination. Typical passive RFID tag communication
range is within 10 cm for high-frequency tags and up to about
10 m for ultra high-frequency tags. A majority of RFID authenti-
cation protocols implicitly assume that the reader and tag are in
close physical proximity of each other since they can communicate
with each other only when the tag is in the field of the reader.
However, unless the authentication protocols are specifically devel-
oped for protection against relay attacks, they are almost certainly
vulnerable to such attacks.

Relay attacks come in a few different flavors that include mafia
fraud and terrorist fraud. Mafia fraud is where an adversary suc-
cessfully relays messages between an honest reader and an honest
tag [14]. An example of mafia fraud is the use of relayed messages to
open a building door using a smart card that is not in close physical
proximity to the reader at the door. Terrorist fraud occurs when the
tag is dishonest and colludes with the adversary to misrepresent its
physical location [13].

Based on the proximity check idea [4], Brands and Chaum [8]
proposed a protocol to address mafia fraud. The essence of this pro-
tocol is the measurement by the verifier of round trip times taken
by 1-bit messages between prover and verifier. Hancke [23] illus-
trated mafia attack with an RFID tag and reader from a distance
of 50 m, and Hancke and Kuhn [24] then developed a distance-
bounding protocol based on proximity check for RFID applications.
Distance-bounding protocols have since then been implemented in
commercially available RFID tags (e.g., MIFARE Plus from NXP).

A core of distance-bounding protocols is their reliance on the
relationship between distance and signal travel time. Since signal
takes more time to travel farther, an unusual delay could signal the
possibility of a relay attack. However, with the speed of light, accu-
racy is measured in terms of nanoseconds when the distance is in
meters. The distance-bounding protocols therefore depend on the

accuracy of the clock on the reader-side. To ensure that a tag is just
meters away from the reader, the clock needs to have accuracy at
nanosecond scale. While this may not necessarily be an issue (e.g.,
commonly used GPS clocks have accuracies in nanoseconds), the
turn-around time at the tag-side might be an issue. In other words,
if the turn-around time is in terms of microseconds for whatever
reason, it might be difficult to distinguish reader-tag separations that
are kilometers apart from those that are just a few meters apart. This
necessitates the exploration of other (i.e., non-distance-bounding-
based) options to address relay attacks. From our survey of existing
literature on RFID relay attacks, it was clear that almost all existing
protocols use some distance-bounding variant. To address this void,
we consider other possible (e.g., ambient conditions) avenues to
approach and address relay attacks.

To this end, we critically examine several possible facets of
ambient conditions from the perspective of relay attacks and choose
magnetometer readings to determine the tagged item’s location
and develop a mutual authentication protocol that is secure against
relay attacks. Our approach has several merits. First, we avoid the
limitations with respect to round-trip distance measurement as
in existing distance-bounding protocols. Second, our approach is
generalizable across various RFID applications since it is neither sen-
sitive to the tagged item’s movement nor restricted to the orientation
of the tagged item with respect to reader. Third, it is economically
feasible since it relies on already available battery-less passive tag
technology that is in accordance with EPC Gen-2 standard.

The contribution of this paper is two-fold: (1) we consider non-
distance-bounding alternatives to address relay attacks through
detailed evaluation of possible alternatives, and (2) we develop
a lightweight authentication protocol with the incorporation of
magnetometer readings that is secure against relay attacks. Although
we use magnetometer readings in the proposed mutual authenti-
cation protocol, the protocol itself is not specific to magnetometer
sensors in that any sensor reading can be used as long as the
ambient condition measured satisfies basic requirements (e.g., non-
directional) for such applications.

The remainder of this paper is organized as follows: We briefly
review distance-bounding approaches against relay attacks in the
next section. In Section 3, we consider several possible non-distance-
bounding options that include both the use of ambient conditions
and others where it is possible to use battery-less RFID tags. We then
present the proposed protocol and its security analysis in Section 4.
We conclude the paper in Section 5 with a discussion on non-
distance bounding approach to address relay attack with a specific
focus on the proposed protocol.

2. Distance-bounding approaches against relay attacks

Relay attack becomes an issue when close physical proximity of
RFID tag and reader cannot be confirmed with certainty. It is not
difficult to envision adversaries positioned between tag and reader
to relay messages between them when they are physically farther
apart and are oblivious to relay attack as it happens.

Distance-bounding approaches to address relay attacks operate
with the premise that the distance between two entities (here, RFID
tag and reader) can be precisely measured through the round-trip
time taken by single bit messages to pass between these entities.
While this may be valid under ideal conditions where there is no
unintended delay anywhere, it may not necessarily be true in real-
ity. A small delay in (microseconds, for example) turn-around time
at the tag side can easily wash out differences in distances of miles
vs. meters. The tag needs to receive the bit, decide what to do with it,
and then return the bit to the reader. This involves computation time
that can easily overshadow the communication time between tag and
reader.
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We use the following notations throughout the remainder of this
paper:

T: Tag

R: Reader

||: Concatenation operator

@: Exclusive-OR (XOR) operator

wty(A): Hamming weight of vector A

rot(A, p): Function to rotate entries in vector A by p places
u,v,w, TM, RM: k-bit temporary vectors

rg: random k-bit nonce generated by the reader

rr: random k-bit nonce generated by the tag

h: keyed hash function

X,y,Z: tag’s k-bit shared secret with the reader

Tg: tag temperature as measured by the reader

Tr: tag temperature as measured by the tag

Tmag: The k-bit measured magnetic field by tag

Rmag: The k-bit measured magnetic field by reader

Amag: Allowed tolerance level for difference in detected mag-
netic fields

T,ﬂfa‘g-;m: A set of m optional Tpyqg generated by reader on the basis
of Rinag £ Amag

N¢: k-bit noise generated by tag with a random mix of ’2—‘ bits =
1 and % bits =0

N;: k-bit noise generated by reader with a random mix of % bits
=1and ¥ bits=0

A =~ B: signifies wty(A @ B) = 0.5k, where k = length(A) =
length(B)

o Pg, Pr: Public key of the reader and tag respectively
o Sg,st: Private key of the reader and tag respectively

Q: the generator of a cyclic subgroup of points on the elliptic
curve for the reader and tag

e: allowed tolerance for temperature difference between
reader and tag measurements

fa(b): encrypted value of b with key a and pseudorandom
function f; f: {0, 1}* — {0, 1}

Reader
(secret x)
rg < {0,1}™

ROHR1 +— h(z, rr || rRr)
C <« {0,1}"

start clock (7)

stop clock (t{ )
check Ri, Aty =t/ — 15 < Atppas
Abort process if R;, At; invalid

for i =1..n

%
Roi if C;=0
Ri <
RY if Ci=1
R
End for

e L,R: the left and right parts, k bits each, respectively of the
enc?/pted value

e t7,t7: start and finish times, respectively, of fast bit iteration i
o Atmax: maximum allowed round-trip time

To understand the essentials of distance-bounding protocols, we
now discuss the core of the earliest RFID-based distance-bounding
protocol that was proposed by Hancke and Kuhn as illustrated in
Fig. 1. This protocol comprises two phases, with an un-timed first
phase and a timed second phase [24]. The reader has the clock. The
first phase is used to generate R® | R'. During each iteration of the
timed phase, either R® or R' is chosen at random and a bit from its
(i—1)th position is sent to the tag during the ith iteration. At the end,
(a) each of the n round trip times are checked to ensure that it is at
most a pre-defined value (Atmax) and (b) the R (R® or R') values are
valid. When either of these tests fails, it signifies the presence of a
relay attack, and the protocol is aborted.

Since the first phase is not timed, an adversary can capture and
hold rg thereby prolonging the un-timed phase, and repeatedly send
a fixed (say, 0) value to the tag during its timed phase and gather
all its responses. Then when the reader is ready, upon reception of
rr from the adversary, the adversary can impersonate the tag and
respond with the R values it captured from the tag. This would only
ensure that the adversary is correct in at least half its responses to
the reader during the timed phase. For the other half of the time,
the adversary can correctly guess 50% o£ the time on average. This
results in an accuracy probability of % in a mafia fraud scenario.
However, this protocol is vulnerable to a terrorist fraud attack where
a dishonest tag colludes by sharing R® || R' with the adversary and
successfully fakes its distance from the reader. Reid et al. developed
a modified protocol in which the (dishonest) tag is forced to not
share anything with the adversary since that would involve reve-
lation of its secret information to the adversary [42]. This modified
protocol too has its issues, as discussed in [38]. A majority of RFID-
based distance-bounding protocols that claim to be resistant to relay
attacks include timed one-bit exchanges between tag and reader as
their main component to ensure that the distance traveled by the

Tag
(secret x)
rr (0,1}

5 ls

RY|R' < h(z, rr || 7R)

Fig. 1. The distance-bounding protocol of Hancke and Kuhn [24].
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messages reflect the claimed distance between tag and reader. The
timed messages are intentionally kept at one bit length to (a) stay in
compliance with the goal to keep the computational overhead at the
tag side to a minimum and (b) to facilitate measurement of round-
trip times as the primary focus with the elimination or reduction of
other activities that involve time.

Several minor variations of the distance-bounding protocol with
both timed and un-timed phases have been proposed over the years.
These protocols include modifications to the outer loop [48], the
use of mixed challenges [30], response pre-computation [33], among
others. There have also been attempts at measuring round-trip times
without the use of single-bit exchanges such as the one in Rasmussen
and Capkun, which was later shown to be vulnerable to mafia fraud
attack [34,41].

3. Non-distance-bounding approaches against relay attacks

With the dominance of distance-bounding approaches for RFID
relay attacks, it is no surprise that there is a paucity of published
research that consider means other than distance-bounding ones.
We now consider a few approaches that do not include a distance-
bounding component to address relay attacks. Other than distance-
bounding approaches, published literature on RFID-based relay
attacks include those that are based on system noise, ambient condi-
tions, posture recognition, and location awareness.

3.1. System noise

Hamida et al. use two calibration coil antennas at the reader
and card side to develop a means to detect noise due to statistic
variations when a relaying communication occurs in an amplifier
and forwards relay attacks. Their means is featured with the use of
physical layer characteristics. They show through experiments that
when relay attacks occur in the far-field channel, the presence of an
adversary may impact the noise level in that channel. In other words,
they argue that the occurrence of relay attacks must be positively
associated with the increase of noise change in communication.
However, their method relies on setting up a judgmental threshold
in order to determine whether there is a significant increase in noise
change variance [22,44,45].

3.2. Ambient conditions

Ambient conditions comprise several different facets that include
temperature, humidity, pressure, light intensity, sound, among
others. To our knowledge, there are about a handful of published
research that either directly or tangentially discuss the use of
ambient conditions to address RFID relay attacks. We therefore
do not limit our discussion to just these papers and instead criti-
cally consider several ambient conditions from the perspective of
relay attacks in order to evaluate all feasible options with specific
emphasis on available RFID-based sensors.

The core idea with the use of ambient conditions to thwart relay
attacks is fundamentally different from that of distance-bounds,
although they all share the common goal of identification of relay
attacks when they occur. Whereas the physical proximity of RFID tag
and reader is verified through one-bit signal transmission time in the
distance-bounding protocols, the premise in the approaches that use
ambient conditions is that the RFID tag and reader are bound to expe-
rience the same ambient conditions when they are in close physical
proximity to each other [11,21,37,46].

Technology advances during the past several years have resulted
in improvements in wireless sensors, specifically with respect
to their footprint and data transmission capabilities. With their
widespread adoption and use, unit sensor cost has come down as
well. Their applications span a wide range that include livestock

habit monitoring to manufacturing process fault detection. It was
also the case that since passive RFID tags do not have access to a
power source, the use of associated sensors was beyond question.
Recent years have witnessed breakthroughs in this regard as well.
For example, we now have WISP (Wireless Identification and Sensing
Platform) RFID tags that are essentially battery-free RFID tags with
sensing capability at very reasonable cost [37]. Several researchers
have considered the use of WISP tags to address relay attacks.

Halevi et al. illustrate the possibilities of using on-board sound
and light sensors for countering relay attack with the use of two
(Nokia N97) mobile phones with NFC capability [21]. They experi-
mentally verify sound and light readings without their incorporation
in an associated authentication protocol. The reasoning here is that
when the two phones are next to each other, they both most likely
experience the same light and sound conditions. While this premise
is generally true, the fact is that both light and sound waves are
directional and the relative orientation of the detection mechanism
can affect what is measured. Unless the RFID tag and reader are in
close physical proximity with the same orientation and experience
no reflection or other effects, it is difficult to ensure that the (sound
or light) readings from reader and tag would be the same or even
similar.

Another ambient condition that has been considered in published
research on relay attacks is temperature. Urien and Piramuthu con-
sider the use of temperature sensor-enabled WISP RFID tags [49].
As with the use of other ambient conditions, measured tempera-
ture by the on-board sensor of an RFID tag would be very similar to
that of its reader, if the tag and reader are in close enough physical
proximity to each other. Moreover, the observed tag temperature is
very difficult to be modified to that of the reader if the tag is far away
from the reader. With this consideration, they propose a mutual
authentication protocol (Fig. 2) that uses both the surface temper-
ature of the tag as measured by itself as well as the reader and a
distance-bounding measure with the use of one-bit messages. In that
sense, this authentication protocol is not based purely on ambient
condition measurements since it also uses the distance-bounding
measure.

Urien and Piramuthu [49] use elliptic-curve cryptography to
avoid the key distribution problem. In addition, they use surface tem-
perature measurements of RFID tag by both the tag itself and by the
reader (Tr and Tg). They assume that when an RFID reader senses
a tag somewhere outside, it is able to scan the surface temperature
of the tag. Next, the reader will send the temperature to the tag
(Tg). Similarly, the tag will also scan the temperature on its own and
send it to the reader. Thus, they can check with each other on their
temperature measurements as a proxy to determine their distance
from each other. Ideally, the temperature readings should be very
similar, since the RFID tag and reader are physically located close
to each other. In other words, if the readings differ within a spe-
cific tolerance level (¢), the protocol would allow the authentication
process to continue. In their experiments, they use infrared tempera-
ture scanners. The results show that 27.84(0.24)°C and 30.83(0.08)°C
are the average (standard deviation) tag temperature measurements
from a smartcard after it was removed from a wallet on the chip
area and the plastic area respectively. 35.23(0.34)°C was the temper-
ature measurement of a smartcard that is in a wallet inside a pant
pocket. Moreover, such temperature differences are all statistically
significant (p < 0.01) according to pair-wise t-test for samples with
unequal variances.

Although not related to relay attack, Piramuthu and Doss [40]
consider the use of temperature sensors to confirm the close physical
proximity and simultaneous presence of two RFID tags in the field
of the reader. After considering a few different ambient condition
measures such as light, pressure, and sound, they chose temperature
as the ambient condition of interest for this application due to its
non-directional property.
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Reader
(secret: sgR)
. 0,1}* P,
rr < {0,1} Pr
Tr < temperature
ar
(1{,,, T"I‘P/‘
%
verify if [Tr — Tr| < €
if invalid: update si and abort
aRr < rrr7Pr + PrsgTr ar
L‘ ‘R < fSlcP'r (TTv TR)
XR +{0,1}F
ZR — (L DR® XR)
ready
Vit
———
for i =1..k
start clock (t7) Z‘;%
stop clock (tif ) Zr,
H
End for
X
R
X
o
Vi, validate Z7;;
check if Aty = t] — 15 < Atpas
update sp; abort if invalid

NFC/RFID

(secret: s7)

Tr < temperature; 7 < {0,1}*
ar < r7 + PrstTp

(JIT < rprrPp + PrstTr

verify if |Tp — Tr| < €

if invalid: update st and abort

LHR — fS'rPlc(TTﬂTR)
Xrp {U, 1}k

Vr st

Vr, if X1, == Zp,
else
R; otherwise

Vi, validate Zg,
update s7; abort if invalid

Fig. 2. Temperature use to address relay attacks Urien and Piramuthu [49].

Among the different ambient conditions that have been discussed
in the literature with respect to RFID authentication and related relay
attacks, temperature stands out in terms of its non-directionality
property. However, temperature may not be suitable for use to
thwart relay attacks under all circumstances. For example, it is possi-
ble for the tag temperature to be close to that of its reader’s ambient
temperature during a relay attack even though the tag and reader
are miles apart. A worse scenario is where the tag temperature is
markedly different from the ambient temperature, with the reader
unable to measure the tag’s surface temperature even though they
are in close physical proximity of each other. For example, an RFID-
based authentication in a PKES car key might fail if it's based on
temperature since it is possible for a tag that’s inside the pocket

of the driver to have a tag surface temperature that is close to the
person’s body temperature which may be significantly different from
that of the ambient car temperature.

What has not been discussed in existing literature on RFID
authentication is the use of the earth’s magnetic field to determine
the absolute orientation at any RFID tag’s location. A magnetometer
can be used to measure the magnetic field at any given location
which can then be used to verify the location of the tagged entity.
Magnetic field measurement has been shown to be a reliable means
for location determination (e.g., [47]). To our knowledge, none of
the published literature on RFID relay attacks consider the use
of magnetometer for this purpose. RFID tags with magnetometer
have been commercially available at least since 2013 when Farsens
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introduced Magneto, a battery-less magnetometer tag that can be
used to measure and transmit magnetic field measurement data to
an EPC C1G2 reader.

3.3. Posture recognition

Other than ambient conditions, personal patterns can also be used
against relay attack. For example, Halevi et al. [20] present a posture-
sensing approach. They use magnetometer and accelerometer
readings to determine posture and to unlock the WISP RFID tag
only when a pre-determined posture is identified. The premise of
their approach is that the tag owner’s posture can be used in a
valid context where RFID tag is truly near reader. For instance, in a
possible use of posture recognition to start a car with a variant of
PKES (Passive Keyless Entry and Start system), the driver is assumed
to be in a pre-defined posture while sitting on the car seat. Thus,
their approach verifies the proximity of RFID tag to RFID reader by
profiling the patterns of the tag owner’s posture. The patterns used
here include the postures at real-time and those that are recorded
for that person sitting in that car. Thus, if the patterns are matched,
the tag would be switched on for communication with the reader.
If the patterns do not match, the tag would remain switched off.
In other words, the mechanism needs additional training sessions.
During the training sessions, the mechanism profiles the owner’s
postures, such as that with respect to the owner’s accessories (e.g.,
pocket and wallet) and then elicit their patterns. As a result, if the
owner changes the patterns when using the tag, the owner needs
to go through a new training session to make necessary updates.
The results presented in Halevi et al. show that the mechanism
is promising. However, they stop with their provision of evidence
through experimental data, and do not take a step further to develop
an authentication protocol that incorporates this functionality. The
average success rate of their mechanism remained acceptable, even
in scenarios where owner’s postures varied during their experi-
ments. An issue with posture recognition to authenticate driver is the
possibility of a high percentage of false positives due to the limited
space between the driver’s seat and the steering wheel that allows
for a rather limited set of posture variants and related calibration
challenges.

3.4. Location awareness

Arelated idea is the use of location-awareness where the physical
location of the tag and reader are compared to determine whether
they are in close physical proximity to each other. For example,
Ma et al. [32] show that the implementation of GPS function in an
RFID tag to counter relay attack is feasible. They use a low cost
external GPS sensor that is attached to a WISP tag to operationalize
their experiment with fixed reader locations. The reader locations
are stored in the RFID tag, which gets unlocked and is ready for
communication with readers only when it senses that it's in one
of the (stored) reader’s locations. They show that this setup works
reasonably well when the tag is 2, 3, and 5 m from the reader as
well as when the tag is mobile at 15, 25, and 35 miles per hour. The

GPS sensor they use has an update rate of once per second. They do
not take the next step to show that this could be incorporated in a
protocol that automatically accomplishes what they show in mul-
tiple manual steps. Some of the challenges with this setup include
(a) WISP RFID tag memory, which is about 8KB to enable storage of
a reasonable number of reader locations, (b) its applicability when
the reader is mobile, (c) the ease with which the tag’s GPS measure-
ments is messed with, including issues related with penetration of
GPS signals in buildings or thick foliage cover, and (d) form factor,
since the GPS sensor that they use is large and inflexible.

3.5. Discussion

In sum, the non-distance-based approaches we discussed largely
hinges on the quality of sensor data and the appropriateness of the
ambient condition for this purpose. According to existing literature,
sensor data readings of high quality often have the potential to pro-
vide differentiable readings across various locations and orientations
that include indoor locations and non-directional setups.

Conventionally, if a sensor measurement of an ambient condi-
tion is directional, the quality of that sensor data would be low. For
example, although GPS is widely used, the quality of GPS data is
rather poor because of various issues. Based on that perspective, the
use of temperature is justified since temperature is non-directional.
Thus, the quality of temperature sensor data is often higher for appli-
cations that involve proximity determination, because the sensor is
capable of providing consistent readings regardless of relative tag
and reader orientations. However, there are some issues with tem-
perature since the tag temperature may be different from that of its
environment and may not necessarily be accurately measured by a
reader. This may not necessarily be an issue if only the self-reported
(i.e., tag reporting its own temperature and the use of this in the
authentication protocol) values are used. However, this will not work
if the tag is not visible to the reader as required by an authentication
protocol (e.g., [49]).

When properly calibrated, magnetometer measurements can be
reliably used to determine proximity of tag to reader. Table 1
summarizes the profile of the ambient conditions/sensors that are
possible candidates for addressing relay attacks. We could not find a
reference for the use of pressure for this purpose in existing litera-
ture. Since there could be other facets of ambient conditions that are
better candidates to address relay attacks, the set of ambient condi-
tions considered here is not meant to be complete. However, we are
not aware of any other obvious ambient condition candidates.

We experimentally evaluated the sensors mentioned in Table 1,
except for GPS and posture sensors since it was not possible for
us to obtain usable readings from GPS sensors inside a building
and posture sensor use in the original study [20] was for a specific
application (automobile driver seat) only. We used results from
Piramuthu and Doss [40] (Table 2) for all but the magnetometer
reading values since the purpose is to measure those readings from
two objects that are in close physical proximity of each other. These
measurements were obtained with two physically close tags. Each
of the entries in the second and third columns in Table 2 were the

Table 1

Profile of context-awareness sensors.
Type Strength Weakness Literature
GPS Convenient Outdoor use only; easy to jam, spoof, disable [3,9,12,32,37]
Posture Ease of use Directional; calibration challenges [11,20,46]
Pressure Convenient Easy to replicate, minor variation across short distances
Temperature Not directional Measurement when tag not in reader’s line-of-sight [21,49]
Light Hard to replicate Directional [20,40]
Sound Hard to replicate Directional [20,40]
Magnetic field Not directional Variations due to ferromagnetic interference [1,47]
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Table 2
Ambient condition readings from two sensor-based tags T; and T, in close physical
proximity.

Ambient sensor T; mean(StDev.) T, mean(StDev.) p-Value (paired

two-tailed t-test)

Light (cd/m?) 8636.33(1514.12)  11,879.67(671.88) < 0.0001

Pressure (mm HG)  30.459(0.0019) 30.458(0.0017) 0317

Sound (dB) 93.33(3.23) 101.267(3.237) <« 0.0001

Temperature (F) 81.7067(0.3383) 81.6567(0.352) 0.5581

Magnetic 111.72(0.087) 111.74(0.067) 0.2431
declination

(milliradians)

result of 30 readings. Statistical significance of the differences in
the mean values of these pairs of measurements are given in the
last column. Based on the statistical significance values, it is clear
that measured light and sound values were significantly different for
the two tags due to the directionality property of light and sound.
The pressure measurement at the two tags were not significantly
different. Nevertheless, pressure measurements are not useful for
our purpose since it reflects the elevation at the measured location,
and elevation doesn’t vary over significant distances in most areas.
Given its non-directional property, the difference in measured tem-
perature values at the two tags were not statistically significant.
The differences in magnetometer declination readings were also not
statistically significant. Based on the characteristics of the different
sensors discussed above as well as their appropriateness for incorpo-
ration in a mutual authentication protocol that also addresses relay
attack issues, we decided on the use of magnetometer readings in
our proposed protocol. Please note that the protocol itself is generic
in the sense that it is sensor-agnostic.

4. Proposed mutual authentication protocol

To circumvent issues associated with distance-bounding through
round-trip time measurements, we develop a mutual authentication

Reader [shared secrets: x,y, 2] Tag [shared secrets: z,y, 2]
1.Generate g

llu<—a2dydrr
Hello||u
Em——

1.2 Abort, if wtg(u®z dy) =0
2.Detect magenetic field 17,44
Abort if no response 3.Generate Ny
within pre-specified time 4TM < Trag © Ny
5.0« rot(y & z,wty(rg))
v@dTM
6.Detect magnetic field 1,44
7.Generate T;C L™
8.Verify if there is any T3, ~ T'M;
otherwise, abort
9.Generate N,
10.RM + T};,,{lg* e N,
11w < rot(z @ x,wty (TM))
w @ RM
12.Verify if RM =~ T44;
otherwise, abort

protocol that does not depend on round-trip distance measure-
ment. The protocol also satisfies the following properties: (a) its
functionality must not be sensitive to tag movement within the field
of the reader, (b) it should not need human input during authentica-
tion, (c) all, if any, sensor measured quantities must be independent
of directionality at that location, (d) the sensor should be readily
available for any passive (i.e., battery-less) tag in accordance with
either EPC Gen-2 or WISP standards, and (e) the protocol must be
lightweight. We first present and discuss the protocol and then
present its security analysis.

4.1. Relay attack-resistant mutual authentication protocol

The proposed mutual authentication protocol is given in Fig. 3.
We use readings from magnetometer-enabled RFID tags and reader
to operationalize this protocol. Specifically, the core of the protocol is
the fact that the two magnetometer readings (i.e., the ones taken by
tag and reader) are bound to be the same or very similar when such
measurements are taken in close physical proximity of each other.
An adversary cannot successfully relay messages between a reader
and a tag that’s physically farther away from the reader and still pass
the authentication test since the tag-read measurement will be sig-
nificantly different from that at the reader’s end. Moreover, unless
the adversary identifies vulnerabilities in the authentication protocol
that allows for modification of magnetometer reading values in the
protocol, it is not possible to accomplish a successful relay attack.

To ensure that the authentication protocol is lightweight, we only
make use of exclusive-OR (XOR) and rotation functions. The RFID tag
and reader share three secrets x,y, and z. Our rationale behind the
use of three shared secrets instead of just one shared secret between
tag and reader is that knowledge of any one of the secret will not
compromise the authentication protocol by rendering it vulnerable
to attacks by an adversary. To ensure that an adversary does not
block messages between reader and tag and disrupting the process,
the reader expects a response from the tag after it sends its initial

Fig. 3. The proposed authentication protocol.
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message. If this message from the tag is not received within a pre-
specified amount of time, the reader aborts the protocol. Note that
all communication between reader and tag occur through wireless
medium.

The reader initiates the authentication process by generating a
random k-bit nonce rg and XORs this with the XOR of two of its
shared secrets (x & y) resulting in u. The reader then sends a hello
message along with u to the tag. Upon reception of this message, the
tag ensures that ry is non-zero by computing the Hamming distance
of u®x®y and aborts the authentication process when the Hamming
distance is zero. To proceed, the tag detects the magnetic field Tyqg
and then generates N;, which is a k-bit noise with a random mix of %
bits = 1 and remainder of the % bits = 0. The even split of Os and 1s is
to ensure that its information content is zero and the adversary does
not benefit by guessing its value. The tag generates TM by Tinqg @ N
It also rotates the XOR of two shared secrets y @ z by wty(rg) places
to generate v. The tag can now generate v & TM, which sufficiently
hides its magnetometer reading from an adversary.

Upon reception of v & TM from the tag, the reader generates its
own magnetometer reading Rmqg, Which it uses to compare against
that from the tag. Since the readings from the magnetometers at
the tag and reader side may not necessarily be exactly the same,
we allow for some tolerance. Moreover, the difference between the
readings, if any, are bound to be minor due to reader calibration.
Therefore, the differences are likely only at the least significant bit
level in binary representation. So, we consider all possible variants
of the least significant bits (Tﬁgg;m) for a match with the knowledge
that half of the bits in the tag’s readings are flipped. When a match
is not found, the authentication protocol is aborted. Otherwise, the
reader generates Ny, which is a k-bit noise with a random mix of
X bits = 1 and ¥ bits = 0. The reader takes XOR of N; and T}, to
generate RM. The reader also rotates the XOR of first and third shared
secrets (x & z) wty(TM) bits to form w. Next, the reader sends w & RM
to the tag. When it receives w & RM, the tag validates RM, and aborts
the protocol if RM is invalid.

4.2. Security analysis

The proposed protocol has several characteristics that ensure its
security. Freshly-generated nonce (rg) is used during every run of
the protocol. Moreover, the noise vectors generated by the tag (N¢)
and reader (N;) add to this characteristic. Independent magnetic
field measurements by both reader and tag and the encryption of
messages passed between tag and reader ensures that it is secure
against mafia fraud attacks. The protocol is also secure against
terrorist attack since a (dishonest) tag has to share its secrets (y & z)
with an adversary to accomplish such an attack.

Knowledge of any one of the shared secrets (x,y,z) does not
lead to any advantage to the adversary. Knowledge of at least
two of the three shared secrets would compromise the security of
the protocol. However, it is difficult to retrieve any of the shared
secrets from passively observing the messages passed between tag
and reader or even through active capture and modification of
messages.

We now consider a few specific attacks on such authentication
protocols.

Tag/Reader Anonymity: The tag and reader identification infor-
mation (e.g., secret keys) are protected from the possibility of
information leakage since this information can be used to track
and/or trace the tag or (mobile) reader. This is significant since
knowledge of such information can allow for the possibility of
cloning the tag or reader. We include the possibility of the reader
being mobile, as is the case in some RFID applications.

Forward Security: If all shared secrets are somehow known to
an adversary, these secrets cannot be used to decrypt all earlier

messages since TM and RM do not involve these shared secrets
and both these are encrypted messages.

Tag/Reader Location Privacy: Since the messages are seemingly
random between any two authentication rounds, it is difficult for
an adversary to use any of the messages to track the tag and/or
the (mobile) reader.

Secrecy/Data Integrity and Authenticity: The integrity of the
messages passed between tag and reader is ensured by not
sending anything that could compromise the security of the
protocol in cleartext. Even though the protocol is lightweight, it
is designed to be secure and to maintain its secrets regardless of
active or passive attacks from adversaries.
DoS/Desynchronization: Since the shared secret keys are not
updated after every authentication round, desynchronization is
not an issue. The possibility for Denial of Service (DoS) attacks in
the proposed protocol is only through blocking and/or modifica-
tion of message(s). Blocking messages will not grant an adversary
any advantage: the reader waits for acknowledgement message
from the tag within a pre-determined amount of time, and aborts
if this does not happen; since the tag is not expected to have an
onboard clock, it is not affected when an adversary blocks the
second message from reader to tag since its signature is not the
same as the first message from the tag - i.e., the tag can tell a fresh
authentication round from one that is in-process and responds
accordingly. Modification of any of the messages by an adversary
similarly will not allow for protocol compromise.

Passive Replay: Passive replay of any of the three messages that
are passed between tag and reader from a previous authentica-
tion round will not result in successful authentication due to the
existence of rg, N¢, and N; that introduce sufficient randomness in
the passed messages during each authentication round.
Reader/Tag Impersonation Attack: For an adversary to imperson-
ate a reader to a tag or a tag to a reader it should have the
ability to generate messages that seem appropriate and valid to
the recipient. In the proposed authentication protocol, the first
message (from reader to tag) passes muster. However, since the
second message (v & TM from tag to reader) depends on rg, and
therefore the first message from reader to tag, an adversary can-
not send any random message from reader to tag and hope that
it is a step in successful impersonation of reader to tag. In other
words, an adversary cannot successfully impersonate a reader to
the tag. An adversary also cannot successfully impersonate a tag
to a reader since it requires knowledge of the secrets (y & z).

5. Discussion

Relay attacks have the potential to cause serious damage to pri-
vacy and security in contactless applications. Existing solutions to
relay attack mostly involve some variant of distance-bound, while
there is some interest in other approaches such as those related to
context awareness. An easy way to avoid relay attacks is by shielding
the tag from unintended reads such as a pocket made of RFID-
blocking fabric [35]. However, this approach is often not sustainable
because it defeats the original intended purpose of automation with
minimal human input. Context-awareness has also been used to
selectively unlock the devices, but the reliability of such a mech-
anism depends entirely on related sensors. Some researchers have
proposed the use of RFID signal strength measurement to counter
relay attack. However, its applicability is limited due to the fact that
signal strength is highly prone to errors [25,29,31].

Distance-bounding approaches are based on the belief that if the
signal travel distance is short, the travel time can not be long. The
distance-bounding approaches rely on such a time-distance rela-
tionship to check for the physical proximity of RFID tag and reader.
The premise of context-awareness approaches is that if RFID tag
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and reader are near each other, their ambient conditions would be
similar. After all, the RFID tag and reader must share similar space if
they are near each other. Namely, the context-awareness approaches
depend on such a space-wise constraint to verify physical proximity.
Both the distance-bounding and context-awareness approaches have
been shown in previous studies as reasonably effective defense
against relay attacks. However, distance-bounding protocols are vul-
nerable when the computation/processing time at the tag’s side
during the fast bit exchange process is in the order of microseconds
since this would wash away any accurate round-trip time measure-
ment. This is a serious issue in distance-bounding-based means to
address relay attacks.

We therefore considered possible non-distance-bounding
approaches to identify relay attacks as they occur. Specifically,
we critically evaluated several facets of ambient condition since a
reader and tag in close physical proximity should experience the
same ambient conditions. For relay attacks to work, an adversary
has to either find vulnerabilities in the protocol or somehow ensure
that the ambient condition near the tag and reader are identical.
Both of these have their own challenges, depending on the strength
of the authentication protocol and the ambient condition facet(s)
of interest. Our analysis led to our choice of magnetometer reading
due to its dominant beneficial characteristics. We then developed
a lightweight protocol with the incorporation of magnetometer
readings at both the tag and reader levels. Unlike most existing
protocols that claim to defend against relay attacks, the proposed
authentication protocol uses magnetic field for proximity check.
The protocol is flexible in the sense that any sensor readings can be
used instead as long as such readings are reliable and valid. Given
the limitations that are associated with the use of time to measure
distance in such applications, we also do not use the time compo-
nent for this purpose. We evaluated the protocol against commonly
seen vulnerabilities in such authentication protocols and found the
proposed protocol to be secure.

A limitation with the proposed protocol is associated with how
relay attacks have traditionally been defined. As modeled in existing
literature, the adversaries in relay attack scenarios only attempt to
show that the actual physical separation between tag and reader
is closer than what it is in reality. This is done to show that the
tag and reader are indeed in close physical proximity of each other.
However, there could be scenarios where an adversary may want
to show that the tag and reader are physically farther apart. Our
protocol will not work in that scenario since the sensor readings of
tag and reader will need to be different. To our knowledge, none of
the published authentication protocols that purport to address relay
attacks consider this possibility.

The ease with which relay attacks are accomplished and the
extensive harm such vulnerability renders, it is necessary to identify
relay attacks when they occur and stop the process. While existing
authentication protocols that use round-trip time measurements are
a good start, they have serious issues. The proposed authentication
protocol is a step in the direction of addressing relay attacks with
fewer issues.
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