fan@cc.shu.edu.tw htliaw@cc.shu.edu.tw

TANet
Cisco
netflow
Cisco
netflow

netflow

(Linux
FreeBSD Solaris Window 98/2000)
1.
ATM Gigabit Ethernet
MAN
Gigabit Ethernet TANet

Fast Ethernet

URL

URL

Cisco

URL

URL

netflow

TANet 2001
(4

netflow

rick @cc.shu.edu.tw

(Port 80)

Squid Guard[6]
URL

netflow
Cisco

Cisco



2.
1
( 2)
Core Switch Span (Switched Port
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3. Switch
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(Linux
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TANet
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TANet
Layer 3
TANet
TCP/IP
(TCP UDP ICMP)
(SrclP) (DstIP)
Layer 4
TCP UDP
(SrcPort  DstPort)
( 1)
1
Bytes|Bytes| Pkts | Pkts
IP_| Port | IP | Port
2
ICMP TCP UDP
Packet
Bytes
D
2
(©)
4
( )
IP
Port IP

C
Pascal
(
2)
IP Bytes | Bytes | Packets | Packets
1
2
3
IP
IP
IP
Cron Table
HTML
Real-Time




recorder reporter

4.1

lusr/local/nm-lite/

tar ball
Linux

tar ball

mkdir -p /usr/local/nm-lite
cd /Zusr/local/nm-lite

lynx

http://cc.shu.edu.tw/~nm/download/nm-lite-lin

ux-1.1.1.tar.gz

tar -xvzf nm-lite-linux-1.1.1.tar.gz

4.2

usr/local/nm-lite/etc/config.nm

[global]
recording_dev =
log_dir
raw_dir
realm
realm
realm
realm =
vip =
vip =
umask_dir =
umask_file
TopN =
field_inbyte =
field_outbyte
field_totalbyte =
field_inpacket =
Field_outpacket =
field_totalpacket =
field_avg_inbyte =
field_avg_outbyte =
field_avg_totalbyte
table_sort_inbyte =
table_sort_outbyte
table_sort_totalbyte
table_sort_inpacket =
table_sort_outpacket=

table_sort_totalpacket =

table_sort_ip = off
report_title =
report_title =
report_title =

<head>
<title>
<meta http-equiv=""Content-Type"

ethO

= /usr/local/nm-lite/log
= /usr/local/nm-lite/spool/raw

= 10.0.0.0 ~ 10.255.255.255
= 172.16.0.0 ~ 172.31.255.255
=192.168.0.0 ~192.168.255.255

192.192.148.0~192.192.159.255
10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~172.16.255.255
0700

= 0600

30
on

= on

off
on
on
off
on
on
off
on
on
off
off
off
off

</title>

content=""text/html ; charset=big5'">

report_title =

type=""text/css" href=

<link rel="stylesheet"

'style.css">

report_title = </head>
report_title = <h1>
report_title = <img

src="http://cc.shu.edu.tw/cgi-bin/Count.cgi?df=nm-1
ite-general .dat]comma=T|chcolor=T"

align=abscenter></h1>

1. recording_dev

ifconfig
( ip-alias
2. log_dir
(
3. raw_dir
4. redm
IP
IP
5. vip
6. umask_dir
7. umask_file
umask
8. TopN
© )
9. fidd xxxxxx
Packets
10. table xxxxxx
11. report title
4.3

)
ethO

Linux

Private IP

umask

/usr/local/nm-lite/bin/recorder -b

Bytes



daemon
[etc/re.d/rc.loca

4.4

{usr/local/nm-lite/bin/ reporter

html
reporter [5Smin | 10min | hour | day | week |
month | year]

reporter starting_time ending_time

crontab -e Cron
Table

1,6,11,16,21,26,31,36,41,46,51,56 * * * *
/usr/local/nm-lite/bin/reporter hour >
/usr/local/nm-lite/html/hour_html 2>&1

1 **** fusr/local/nm-lite/bin/reporter hour
> /fusr/local/nm-lite/html/last-hour.html 2>&1
1**** fusr/local/nm-lite/bin/reporter day >
/usr/local/nm-lite/html/today.-html 2>&1

10 *** fusr/local/nm-lite/bin/reporter day >
/usr/local/nm-lite/html/yesterday.html 2>&1
10 *** fusr/local/nm-lite/bin/reporter week
> /fusr/local/nm-lite/html/week.html 2>&1

10 **0 /usr/local/nm-lite/bin/reporter week
> /usr/local/nm-lite/html/last-week.html 2>&1

4.5
symbolic link
lite
usr/loca/nm-lite/html
index.html
<head>
<meta http-equiv=Content-Type

content="text/html; charset=big5">

<title> </title>

</head>

<body bgcolor=#EBC79E>

<h1> </h1>

<ul>

<li><a

href="http://nm.shu.edu.tw/lite/hour_html*>
</a>  ( )

<li><a

href="http://nm.shu.edu.tw/lite/last-hour.htm

1> </a> ( D)

<li><a

href="http://nm.shu.edu.tw/lite/today.html*">
</a>  ( )

<li><a

href="http://nm.shu.edu.tw/lite/yesterday.htm

1> </a> ( )

<li><a

href="http://nm.shu.edu.tw/lite/week_html*">
</a> ( )

<li><a
href="http://nm.shu.edu.tw/lite/last-week.htm
"> </a> (C )
</ul>

4.6

Jusr/local/nm-lite/spool/raw/

/usr/local/nm-lite/html/

( 4)
Sniffer[5]
MRTG[4]
Sniffer MRTG
Layer 2 Layer
3 Layer 2
CRC
Layer 3
Payload
Pentium Il 700MHz
1GB
70G * 2
IP 12 Class
C 16 ClassB IP
T1
Fast Ethernet

Gigabit Ethernet
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4.
4.7
Jusr/local/nm-lite/spool/raw/
reporter
Cron Table
5.
[7]
1. 13
" TANet 2001
pp. 419-424 2001
2. http://ftp.ee.lbl.gov/
3. http://netgroup-serv.polito.it/winpcap/
4. http://people.ee.ethz.ch/~oetiker/webtool mrtg/
5. http://www.sniffer.com/
6.  http://www.squidguard.org/
7. http://cc.shu.edu.tw/~nm/





