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Abstract

The reliability and confidentiality of data transfer
over Local Area Networks (LANS) in enterprises are
more and more important due to the continually
emerging of information security problems. This paper
discusses the “NDIS Hook” technology in the network
communication layer and how to apply this
technology to improve the security of TCP/IP
networks. We propose an effective mechanism which
focuses on hiding the IP addresses of network
interfaces by analyzing the appearance of the IP
addresses among different network layers. This
methodology manipulates the TCP/IP protocol stack
of windows platform to secure a TCP/IP LAN against
unauthorized hosts.
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