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Abstract

Although many proposals of detection and
prevention technologies for DDoS (Distributed Denial
of Service) attack, it is till the major threat in 1Pv4
network. Due to providing larger address space and
ipsec, |Pv6 network is believed to be more secure than
IPv4 network. However, IPv6 network still suffer
from DDoS attack. In the era of the 3G and Wireless
network, IPv6 plays an important role and then the
security of 1Pv6 is important issue should be studied.
In this paper, we present the security analysis of DDoS
attack in the Wireless IPv6 Network and implement an
integrated Security Gateway W6SGW(Wireless |Pv6
enabled Security Gateway).
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Our W6SGW is designed with an IPv6 active
inline IPS engine, which is based on signature-based
detection and auto-response agorithm. We aso
employ tunnel broker mechanism to implement the
W6ESGW (Wireless |Pv6-enabling Security Gateway).
To test the effectiveness of our W6SGW, we conduct
scenario-based testing based on 4to6 DDoS attack
over Wireless IPv6 Home Network. Our primary
results show that 4to6 DDoS attack can be correctly
detected and prevented by our WESGW. To our
knowledge, this is the first literature to discuss the
detection and prevention of DDoS attack in Wireless
IPv6 Network.
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4.1 Detection technology
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receive raw_packet and put in packet_queue
packet<new packet
packet.type<-get type from type _db using



raw_packet.header as key

pass decode(raw_packet, packet)

pass detection(packet, verdict_flag)

switch(verdict_flag)

case 0:
packet.severity level <normal
forward(packet)

case 1
packet.severity level <warning
forward(packet)

case 2:
packet.severity level <serious
drop(packet)

default:
packet.severity level <unknown
forward(packet)

next packet
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6. Conclusion
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