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Abstract 

 
Although many proposals of detection and 

prevention technologies for DDoS (Distributed Denial 
of Service) attack, it is still the major threat in IPv4 
network. Due to providing larger address space and 
ipsec, IPv6 network is believed to be more secure than 
IPv4 network. However, IPv6 network still suffer 
from DDoS attack. In the era of the 3G and Wireless 
network, IPv6 plays an important role and then the 
security of IPv6 is important issue should be studied. 
In this paper, we present the security analysis of DDoS 
attack in the Wireless IPv6 Network and implement an 
integrated Security Gateway W6SGW(Wireless IPv6 
enabled Security Gateway). 

Our W6SGW is designed with an IPv6 active 
inline IPS engine, which is based on signature-based 
detection and auto-response algorithm. We also 
employ tunnel broker mechanism to implement the 
W6SGW (Wireless IPv6-enabling Security Gateway). 
To test the effectiveness of our W6SGW, we conduct 
scenario-based testing based on 4to6 DDoS attack 
over Wireless IPv6 Home Network. Our primary 
results show that 4to6 DDoS attack can be correctly 
detected and prevented by our W6SGW. To our 
knowledge, this is the first literature to discuss the 
detection and prevention of DDoS attack in Wireless 
IPv6 Network. 
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2. Remarks on IPv6 Security  
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3. DDoS Attack  
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4. Detection and Prevention technology  
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4.2 Prevention technology 
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global verdict_flag, type_db 
 
receive raw_packet and put in packet_queue 
packet�new packet 
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raw_packet.header as key 
pass decode(raw_packet, packet) 
pass detection(packet, verdict_flag) 
switch(verdict_flag) 
 case 0: 
  packet.severity_level�normal 
  forward(packet) 
 case 1: 
  packet.severity_level�warning 
  forward(packet) 
 case 2: 
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  drop(packet) 
 default: 
  packet.severity_level�unknown 
  forward(packet) 
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�� IPS�c� in-lineG�
()Z[DE

Å�wx�ij6K�M³(Queue)h
8Ï÷ú
N�OO(Decode)n`a(Detection)¥¦�
Z[
Â$���Ì·(Hierarchical level)~��=��
�%0Í¥¦
8"`aVW468©ª���

ijô�=�lL Normal
W{�=7k
(Forward)CF`aV Port ScaníëPz�W{Á
ùQw,«RÞ���
ô�ij�lL4��

â
C�=SÝ7kCF`aV 4to6 DDoSíë
������ij
ô7M�k4z�ÑC�=

ijTU(Drop)� 
 

5. Scenario-based Testing of 4to6 DDoS 

attacks with W6SGW 
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6. Conclusion 
 

878¤ IPv6 JK�÷r;G
/0��Q
R-�Á?sG�
��/0�:{��|��

IPv6 JKïùF�[eÚLwÝ
W6SGW 
(Wireless IPv6-enabling Security Gateway)��|�
¬Ð-�/0�%.�}� IPv6JK�a�� 
    ST<?rs4P IPv6^_/0���X
W
�V84P IPv6 Tunnel Broker&'�� 4to6 DDoS
��3Î��=����LMazW6SGW���
�
Z[¬Ðb�Z[~^_az
����84

P���JK�
W6SGW ����`aW��

4to6 DDoS��� 
ü~Z[�-^H&s Mobile IPv6^_/0

��X�)Ñ
Z[¿À�ac�^
� Wireless 
IPv6/0��Xn`a\]2
�H��Z[��
Á W6SGW G�¤��_§�� M6SGW(Mobile 

IPv6-enabling Security Gateway)�	2
�=UX-
�3�&¯
$(Íü~���� 
 
Acknowledgement 
 

STñt NICI IPv6 R&D���¶ÊØu²´
ìv\�¶ TWANSTÊwxSyQz 94 �U� 
zv\�ï{xÅZì�¶	% NSQCb�zpf
|O}�E
�(^b�é$l|^_� 

 
Reference 
 
[1]. S. Deering and R. Hinden, Internet Protocol, 

Version 6(IPv6) Specification, RFC2460, 
Internet Engineering Task Force, December 
1998. 

[2]. A..Durand, P. Fasano, I.Guardini, D. 
Lento, ”IPv6 Tunnel Broker”,RFC 3053, 
January 2001. 

[3]. B. Carpenter, K. Moore,” Connection of IPv6 
Domains via IPv4 Clouds”, RFC 3056, February 
2001. 

[4]. Ching Feng Wang, Chi-Yuan Chen, Benjamin 
Tseng, Chi Sung Laih, "Detecting 4to6 DDoS 
Attacks on IPv6Network by Misuse Detection 
Technology," Proceedings of 2004 Taiwan Area 
Network Conference (TANet 2004), Taiwan, 
Oct. 2004. 

[5]. Benjamin Tseng, Chi-Yuan Chen, Chi Sung 
Laih, "Design and Implementation of an 
IPv6-enabled Intrusion Detection System 
(6IDS)," Proceedings of 2004 International 
Computer Symposium (ICS 2004), Taiwan, Dec. 
2004. 

[6]. Templin, F., Gleeson, T., Talwar, M. and D. 
Thaler, "Intra-Site Automatic Tunnel 
Addressing Protocol (ISATAP)",         
draft-ietf-ngtrans-isatap-22 (work in progress), 
May 2004. 

[7]. Digital Living Network Alliance 
     http://www.dlna.org 
[8]. CERT CC. Denial of Service Attacks. 
     http://www.cert.org/ 
[9]. Dave Ditrich, “Distributed Denial of Service 

(DDoS) attacks/tools resource page”, 
http://staff.washington.edu/dittrich/misc/DDoS/ 

[10]. P. Savola, C. Patel, Security Considerations for 
6to4, RFC 3964, Network Working Group, 
December 2004. 

[11]. P. Karn, P. Metzger, W. Simpson, The ESP 
DES-CBC Transform , RFC 1829, August 1995. 

[12]. S. Kent, R. Atkinson, IP Authentication Header , 
RFC 2402 , November 1998. 

[13]. S. Kent, R. Atkinson, IP Encapsulating Security  
Payload (ESP), RFC 2406, November 1998. 

[14]. W.Hardaker, D.Kindred, R.Ostrenga, D.Sterne, 
R.Thomas. “Justification and Requirements for 
a National DDoS Defense Technology 
Evaluation Facility”, 2002 July.  


