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Abstract

Wireless Local Area Network ( WLAN ) are
increasing in popularity. In order to provide secure
data communication over wireless link, the 802.11
Task Group i (TGi) proposed the Wired Equivalent
Privacy ( WEP ) to encrypt the data stream and
authenticate the wireless device. However, lacking
technology of the key exchanging and authentication,
WEP has been verified that there are some high
security problems. Then IEEE and Wi-Fi alliance
made 802.11i ~ 802.1x and WPA to solve these
problems, but there are still some among them. The
paper addresses possible security problems analysis of
these new wireless technology and possible solution.
Finally utilize Borland C ++ to design and make a
wireless detect and analysis safely system that offer
administrators a safe and managerial reference tool .
Keywords: WLAN ~ WEP ~ 802.1x ~ WPA ~ 802.111

1. %=
dONEMTH SR o AR TERF D

AR SRR A B BARMBRE R &

-3;\?,
-l

\_.
%
pot 2
jou)
&=

W

TR T LT

chyang @computer.org

MR ARKARE 2 o TR L o kR
P R4S N R RS E AR
# % 1+ (Confidentiality ) ~ % & 1+ (Integrity ) ~ 7
st (Availability ) % F| = 4 > 4o FMS Attack[11] »
1% R4 Ben IV 12 Haz B angb 4 hd Flak
%A 4gnp h WEP cha pie fl X2 #r2
WPA ~ 802.1x F| 802.11i #rHprerndi i » f&4-7 ¢
PEE LR REDORAE > AT AS 2 S
FlEte ey 2% o0 e WPA » ¢ S 7B = #[8]
WPA thad 1 & £d 20— X mizehs ko
5o B A% #7270 3F (handshake ) ehif & &2 3
LRRIEv o RRG E R DT LA T} v o BLf#
PSK (Pre-Share Key ) > F #1802.1x = 802.11i F
PG - Db g BB AT AP
B EER -

T

f#4e

T

Wa

2. % fraxst

2.1 WEP
5 Py eng A et 802.11 F_3%5 i WEP(Wired

Equivalent Private)fr '8 %_c7 WEP Key # ] &k &3
teipeniedy o B & & £3%4 RC4 ¥ fe £ 40bits fo
104bits @ f& 7 f & & 7 Wep Key & e %0 5 8
¥ 24bit g4 B O(IV) fr fete G EALL o
WEP “v %% e4k 83 0T Aol

. HZFHWEP Key > IV E =] o

20 G EMEIE - LB

3. deRiFE 2 RCAEBAZ 2eFEE[L] -

4. CRC Checkcum . & = &4 27 (ICV) £
|5 = Fehfec o

*E e 5%&;(

2.2 WEP &.f2



2.2.1 % 4 s5=%¥ (Brute-Force Attack)

Tim Newsham# 35" #ic g 2 B TR [7] 0 #-%
e o P RE T 22 0 I L Z LR A4 E R
5 40biten £ 4% 0 F B HT104bitE R Bk g ﬁﬁsj‘fa
gt k2 o
2.2.2 FMS st #

4 Scott Fluhrer - Itsik Mantin = Adi Shamir =
[ 4 'Ff #1311 en FMS Attack[10] > 1 # A4 % en [V
Boehdd A RE PR B £ 4KNP o

WEP#7i¢ * thie % e 5 RC4 » £ - fi e # b
B oonde %i£[10] 0 I XOREBARE & & & 4 4 ¢
AL Ffer v A2 B Ny o A RCAZ AT
PP SRR ST IR L Y R
BrAdee B R A A rE- sl Ligs LHABBE
chi & F]F o
RC4%. A & & = 5 B8
1. &£ 4 #4272 (Key Schelduling Algorithm > KSA) :

A& EA it - BEAERITL B A4
A ki > Hgmipe- BEs > RiSi il

hlé‘ f;, °

A H g

K[ =4 7] fric:

Ao st o Fori=0to N-1
Fori=1toN-1 > '_j+S[i]+K[imodL]
j 05[1]=1 Swap ( S[il, S[j1)

W- KSA gk

mERNEYS 244 ¢ /2 (Pseudo Random Generation
Algorithm - PRGA) :

FAMA BRI 00 RiEF r B
FBateE £k RIEE P ¥ AXORaE
FCRLENY SN

SEHOE BT T L A8 0 5000 3t 18R 2
EAF PTG 0 B e T BLFR DT SRR o

2. FRHIVak kasr 4 4 61355 % 4 (Weak Key)
[2] >+ i&{@;ﬁﬁﬁ;?& mE NI AR A e
A, N & Wk R a3 R4k 1;};? "R
AR~ 2

3. BTG hg St e Wi pEas g SNAPA R
s % - B e T B AL E hEOXAAE D P
% % - B =% {rPRGA #XOREBHEE § & ih
$- BrAl s EWEPH- BE A ik 4o

Bz ;8 (FMS s2# )¢

BRIVt e $23% P B+3 ~ N-1~ X (33 %4 Hes)

B: {ﬁﬁi?ﬂéﬁ@%%f* A e d g Ed IV
£ 3 Bk o = Bbyted i P AL > YT AiEA
AR 0

N : AWEP® ¥2% 256

X7 % ASCII » L& & L 2 i %k 4 7 j£0-255

E 0 AT T LT

Bt (IVHE 3 B4k

KI[0] | K[1] | K[2] K[3] | K[4] | K[5] | KJ[6]
+
3 255 7 ? ? ? ?
F1* w =& 7KSAix B~ PRGA# & ;2 4 + SNAP

LA EOXAATT F @ % - B g~ o
R

A 4ok i 1i=0  j=0 - S[0]=0 S[1]=1 S[2]=2....S[2
55] = 255> L =38

4- mfRiade

KSA first loopl
j=j+S[i]+K[imodL]
=0+S[0]+K[0]=3
S[0]=0 > S[3]=3
Swap(S[0] » S[3])
=>S[0]=3 » S[3]=0

KSA second loop2
i=1 > j=3
j=j+S[i]+K[imodL]

= 3+S[1]+K[1]

= 3414255

= 259mod256=3
S[1]=1 > S[3]=0
Swap(S[1] > S[3])

=>S[11=0 - S[3]=1
T' *,F" i i B WL KSA third loop3 KSA fourth loop4
.IL ) —> ] %= 1 *1 . > A[P‘S[l]:_ls[]] ] =2 j=3 =3 j=12
i=0 j=j+S[] j=j+S[i]+K[i mod L] j=j +S[i]+K[i mod L]
j=0 Swap( S[i],S[j1) =3+S[2]+K [2] =12+S[3]+K [3]
=3+2+47=12 =12+1+K][3]=

Fl= PRGA %5

WEPELf#:1 %1% 4 & § 17 S8k
1. #ri¢ * enlVE B 5 3byte (24bit) »
PEKA LT

HoAri B
R 2% =16777216 L EF 1 &

S[2]=2 » S[12]=12
Swap(S[2] » S[12])

=>S[2]=12 » S[12]=2

S[3]=1 > S[?]=2
Swap(S[3] > S[? ]
=>S[3]1=2 > S[?]=1

PRGA
i=0 » j=0
Swap( S[1],

> i=i+1=0+1=1 > j=j+S[1]=0+0=0
S[0] )=>S[1]=3 + S[0]=0
ﬁﬂz g % & 4& S[S[1]+S[0]]=S[3]="?




% 6 STH T4 B 42 SNAPeS - B n i
OXAAZ {1 % vi4F 1 RY “TR B~ %+ = = 2 4 XOR

il 8iF 57 = OxAA @ CiperText = 170® 165
=15 (%e FARARB]) T S[B] = 15 £ S
[15] = 1 #3 K[3] = 15-12—-1 = 2@ f3= 7

2.3 802.1x
IETF ** 2001 & 4] %7 802.1x RADIUS Usage
GuideLine ¥ (> 323 % B¢ 245 2 > 802.1x 1 &
4 % 2 =8 (Supplicant » SP) ~ 333 % st (Authent
icator » AP) % 3. PR ® (Authentication Server °
AS) @ 802.1x 441175 AT & >R AT
1.¢ @& % 52 (Man-in-Middle-Attack )
f 802.1x 1= % % st (Authenticator system )
PR et 25 (SP) (hEAP 2 L &
%% sk O BAP b R AT e dmaE o
T g en? A e e £ 802.1x R A
~ hdk Kh o Attacker 7 AP % 11—~ & EAP su
» F1% SP iR # AP RS
[2] > #7r4 € 4= Attacker § 1T &2 AP B 4@ F
Lo Attack T&L? LB e B A ST .
2.¢ i 44 4% (Session Hijacking)
Attacker f % © =B 272 zE K ML S ILFE S 0 H
Lo o g H
HE S AR IRE R S R E 0 Attacker ¥ 124

* R 2B MAC B~ 17308 % L pRIE > i Bl

;tip,i‘gl

cceed 3 4, % SP

P S N S AU 2= 2o e A S

3.1e #7328 (Denial-of-Service » DoS)

802.1x 12 7 ¢ M DoS e #HF A 2 A A %
—IEE CF R PR AR SRER R N
i# EAP-Failure sh3t & %% = 3, 2818 2 = = (4F H
ELD sk f& » ¢t BF Attacker ¥ ™ Zu 38k S0
E 2 s# 60 §)i% 1 - 8 EAP-Failure chdt ¢ - i 5
ook o TP he SRR SR
% % o Attacker § & E 2 piE e
AP-logoff chdt & > # %.’5@;?‘_ Je B JEETIR AR o

B F IR 802.1x hE (M IMEHATL T koo do
EAP-TLS ~ EAP-TTLS ~ LEAP % % F
b TR Y R A S

[

i PRFENE

% G A g

2.4 802.11i
WI-FIZ3 BF 43 WEP=dk £ > 3% 1ViE 8 cnffd -
=+ % WPA (Wi-Fi Protected Access) > e WPA#

LB AR R — B WEPHR 4g > e A4 7 — & 37
R BE 2R F ARG { A R [9] 0 &IE

EEif i 7 802.11iz 6% > M1 EF %o
802.11i% 4 & A = & BI04
1. PRE—RSNA: ¢ 7 2 % c7WEP{r802.11% %%
2. RSNA (Robust Security Network Associatio
n) ! % £802.1x ~ TKIP (Temporal Key Int
egrity Protocol) ~ CCMP ( Counetr-mode/CB
C-MAC)
24.1 TKIP
TKIP#4e % #4407
1. @ % 48bitsenlVie (WEP#ri¢ * e 5 24bits)
2. J'?T[%Packet?igéi% fo it &4k a W
EP ¢ #IV 3 2 WEP Key 5 iBRC4i & i2
2 18 Kt B RCE Key > @ TKIPE & 3= 1
Vi (e e i o
3. i * chKeys = A R » 128bitscHKey *
AR E 0 F ¢ 64bitserKey * >t Michael
ﬁE%Bh
4. 3, % FHMIC (Message Integrity Code )
né * Michaeli# & 2 B2 X 36 + > 2 Jf fie & Seq
uence Numberifiig * & ¥ i | % > 45 [3]
5. AR T G 4Rt RCAS BiF B2 o
6. B p A ARAPE MR o
24.2 CCMP
CCMP ( Counetr-mode/CBC-MAC ) ¥ TKIP F
5Ap i endd o L K B R4 wireless 77 & o 4
4T L
1. &% 48bits (1 IV & °
2. i#* AES (Advanced Encryption Standard)
FEE P D AR R 2 AP
T REFHERES -
3. FEERIE AT oB AT e > T
* & * CTR (Counetr) #5% > Fl15 LG $5
Bate P4 Rl o » 30T 2 en
- Bk gk o
4, TR mEFEaRtL & * 3CBC-MAC +* TKI



P #7# i ch Michael 7 % i 5 < - 3% i 8-octe

t e MIC (Message Integrity Check) @ ® f

4o T E {8 3 4e ICV (Integrity Check Va

lue) > - WEP e CRC eh% 213 % 1% 5 -
5. RRFREavR{rREER Y ke Key o

2.4.3 RSNA 4]
802.11i RSNA 44 & A = 802.1x {r & 4

£ I > d Supplicant (SP) - Authenticator(AP) - Aut
hentication Server (AS) = & # 2 = < # Fr[4]
1. 2% 204 %R
AP ¢ & gEshenid if ¢ ¥ 0 4 RSN IE
(Robust Scurity Network Information Element ) »
2 € WRIFFRIGR (Probe Request) * % Jis3i
SP+ ¥ 1 gt p%,fﬁ d A # e if ] Beacon Frames &
A # RT3 i (channel) KIEF ¥ * h AP o
. 2% (Authentication) #7i % (Association)
TR SP € EH/F EHRAAP EFE A
Pitfinmerag i
3. EAP ~ 802.1x ~ RADIUS

SPHrAS ¢ G PR I RAE > RERL N §
A4 - BE* g Key o v7 g MSK (Master Session
Key)>SP ¢ §1* MSK 2 # PMK (Pairewise Master
Key)» #i4 AS + ¢ # PMK @ AP 2
PMK o & iz B s 4% SP fv AP # * PSK

(Pre-Shared Key ) &k :zif » PlizBFFERT 1L g0k o
4. = % 2 3% (4-Way Handshake)

v e R IFEHAE 2 A RSNA % & 0
9] 2 BFFE B L B %% SPfr AP &% = ‘H},ﬂ?“r
A 2 e PMK foif # 40 % 4% 4] (Ciper suite) » ®
A 24 - B Session Key » PTK (Pairwise Transient

T4 @ hindh o 2 FEE & PMK
A2 SR 4[4] d AP B4 -
5. Group Key &2 35
B E AP € 22 GTK (Group Trasient

4 4 b eh

Key) » 5 2.1

Key) » ¥ £ #% SP # % » pppfiend iT4do%k 3t %
wEERS T gk oo

6.4:%;*151@:&?1
% PTK & GTK k&7 Falie % 2 @ﬁ%] °

% RSNA ] @ £ 3T
§ oA e
1. wgsx%¥ (Rollback Attack)
B2 2% 802.11i ¥ 12§ *4>— B TSN(Transient

Security Network ) F p# & 3% Pre-RSNA 4- RSNA >

ﬂm%’lew<{’z i3

AR - R AFRTE R E S
Pre-RSNA {r RSNA e P54 17 pF > ¢ il X 7] 0t s>
234 17 Pre-RSNA ;R ™ > Attacker J* PF ¥ 5%
EOY B A d o AR f b A AP H -
“$E R a4t (Probe-Response
frames ) > » § b % SP kMG o MG L
(Association Request ) EI'J%B\,_%%%B H

% 7% 1% 79 Beacon &

fE# - U

(1) SP{r AP 32it * RSNA » e § 44 5 3844
feip B 1
(2) #iftiE— B Pre-RSNA ¥ RSNA § & %

3 % 23 3 %410 TSN (Transient Secur
ty Network) » 3% & i # * ERHATR
% R AR TR ﬂim@ HF AL
£ # RSNA -
2. F 5437 # (Reflection Attack)
- DB R AHERY - LARAT
iv b PEEH SPAr AP e & 4 4% 802.11i 1 = sH1IBSS
P o BAHA A 7 o e IBSS .- 48 ad hoc
LAN s 24 APt 5 53 3 7 i
7# AP e SPe iz f@ ™ & * 802.111 2 = RSNA
2.2 % 2 4% (4-Way Handshake) » ¥ & § il & 3|
s > Attacker € #2iF - B T a8 I kAt
¢ OREFEDAP YR RS R » I
Fosc BT Ao i BB FH 7 BT 84802
e A AR T DR R G R
ERTIP

(D

B2 2R

T R L i e I s e R ARt
ik d BH - LW {Ti % ad hoc g2
T F T AEE L GAP A o
drk dR- SAPIIFEAfEES 5 F
% 2 e PMK s 7 it > 2 gi‘gﬂci
FEAvgRR -
3. re¥rsc# (DoS,Denial of Server)

d 2t 802111 #F % & hPn > A A TAldaR g

(2)



BIRER BT RN A R R
Fl BB ek AE Y L Ee i

Eofe Rk & 4t s o BIF Al R Fla o

3o

At AEMATRERY > R RIEF %

el Bl £ TR R FSR

Fe s3fha
(1)) Ai#mhe ¢ 2444 -% 2047
BLfEA 4T s B A HT o
(2) AArFEiFsn
(3) iz
252 #auh ke
(1) 4& »37

Feivinfe  FREF o> HE-HHe o7
TR &G RIS TS P AR T
Flenz it » T AL B it Bl

ERR R E S YRR R RSO N
4 - WEP ~ TKIP » CCMP i+t &
WEP TKIP CCMP
bo w8k RC4 RC4 AES
, 40bit | : 64bit .
2 E s _
EMHTER | oabit | 4em : 128bi | 123D
A b B 24-bit 48-bit 48-bit
) I .
Ep4te 2 V& s s .
b b 4 WEP i, -
1 Key 154
Xy & 802.1x 802.1x
FHzAEE | CRC Michael CCM
25 FRA

* % x4 *  Windump ~ Aircrack ~ Nmap ~
WepLab % #Lfz 2 883t ¢ B R 4o/B it >
Microsoft Windows XP % T 5 ~ % & Microsoft
Visual C++ 6.0 ¥2 Borland C++ Builder 6.0 > M4 %
benfig REM > LN F o
4 %ur 48 ¢ CPU : Pentium Celeron 1.3GHz -
£ 512 MB

el

| Data .
'(1 70T DO {om1 Unkn?wn) = (OL0erAitita (ont Unknown),

1 ithartype [Pwd (0x0800), length 316: 192.168.0.1.3069 = 239.255.255.250. 1900: UDP, length 27
_)_ T/ TR, e J
' H v efff fifa 0881 076c 011a 7466 dedf 5445 ... LaNOTL _ _ - "
| ex Yaolh 48582000 D08 5454 S02F 3126 3104 (ad® FY XHTIFIT.R ™ l, M=

{

V= e o= = = onemm! 7153 543 2030 3330 2632 3975 2672 3535 08T:.230.295,255

Wi $te FH
(1) AP 2t 2 ~IP~ MAC =4 ~ UDP~ 4¢ £
REFTR
(2) e Hmzp= FiL

EE A T 1050
TAGD HESRCD WABD REAHGD HELP

‘ AKAE S5 EENNEENNEENNEENEEEEEEEEL 1.Total valid packets
i 2. Total Truncated packets
1-3: None data packets
! 4, Total packets read
5. Total Unique IV

6. FF checksum packets
7. File type
8. Data rate
9.Average packet size

= .fﬁ.
w

o3
s
sitn | =2oe s |
- preees b’ e
| € o Yo | o
mEess [ C ExpBterorec Fudge Force
Wi | s [ P mmrns
AP MAC. 551D mss | 2 anmmsa| ® ue
DATA =
=

e At

(2)  *empkjz

Peivinse D JP- IV 3o > EH S RALE (4Rl

B¥ p B RT 2 ER) >R

i & A % WEP 64+ 128 bits fr WPA-PSK £ - 7t

fisags (1) +e % ks (2)IVEe £ (3) AP i

SSID = MAC address (4) BLf#PE ¥ (5) e % 2] £ o

(] WEP 64 bits : % & 2 IV 3¢ 97 1082
0 % » LR 2 2o Pk B3k T 2
B - dmt ] AP T ELFE o

L] WEP 128 bits : & 2 IV £t& < 8 90 § -



100 § > BLFBREF 3-5 4 4 o

® WPA: 74532 3 245 (Handshake) #¢

TR s F A TR RLR T B

B G R S BT 8 iR

i | mean s |

S—
S -v;naxﬂ Jumen  sOmmem

|2
DEesE [017 <Az oD
waimmE

- armncs ssind’

S~ momem [ises
=

/j IVﬂEIf{ t;sg‘ PImmem <

= B i
1 METESE  [p4F4144B:CO iz iz
2 IV EERE [239136 Vs WEREIRE R [11.48600 Egﬁgmﬁ
3 AP MAC+ 551D [ 00:0D:68:4502.A8 tormy mEEag  [wWeP ANRBIAT

ROy
Popnimyy  IIERAEEE [ [kkr4B23yhr)
IoNEE]
kY FOUN !
: IvEf gy 8 [1 handshake % IR R
——— AP MACs+ SSID [ 00.0D:88:45.02.48 tomy =R i

[ st T2 1105 1

_______

RROD HEHTED FMHBD REST@ HELF

‘ AR
st | m2ar soms |
i
v € wmen| ommem || wepsane c wepaze
- B4R Brute Force
M © Exp BruteForce ©_Fuggg For
wammE [ gl |
ar 0 mmE |

Wi F&R%iE
(3) =2m9r

S35 ety T L1120

D HESTD WWHRQ mESND HEL?

‘ﬂtﬁ T

st R2AT | stmw |

WL % 244

AR ﬁi?l » # $ AP IP Address— % > A 15

P T AT AP hE DR 2

7 B % PO

RT ~ @& % fifl a2 % o

3.

4.
[1]

(2]
(3]

[4]

[5]

[6]

(71

(8]

[9]

B

ERPR DL ZBELA PR Rt -
B aEE > d T - (Mobility )
B o0F G HMRNBE B EE R FARKARF
s Flidgend AT F o W R F et g
BB AR LBE LB E I
BAAULE NG o R EHE A F 2
HepfRenr i VREFIEE AR RS
% rH - ke e .

34 g
FEY GBS R AR BT Y2
003) ."C++ Builder 6 = 275zv¢”» £ T o
FEpo A ER S TR RS A
LR
Reverse engineering of AirCrack software,
http://asi.insa-rouen.fr/~1fallet/docs/concordia/ai
rcrack.pdf
Changhua He ~ John C Mitchell, Security An
alysis and Improvements for IEEE 802.11i,
http://www.isoc.org/isoc/conferences/ndss/05/pr
oceedings/papers/NDSS05-1107.pdf
Donald Welch, Senior Member, IEEE, and S
cott Lathrop,Wireless Security Threat Taxono
my, In Information Assurance Workshop, 20
03. IEEE Systems, Man and Cybernetics So
ciety, Page 76-83, 2003
Hal Berghel and Jacob Uecker, WiFi Attack
Vectors, In Communications of the ACM, 2
005
T. Newsham, Cracking Wep Key, http://www.
lava.net/~newsham/wlan/WEP_password_crack
er.ppt
Nancy Cam-Winget, Russ Housley, David W
agner, and Jesse Walker ’ Security Flaws in 8
02.11 Data Link Protocol, In Communication
s of the ACM, Page 35-39, 2003
Ross Hytnen and Mario Garcia, AN ANALY
SIS OF WIRELESS SECURITY*,In Journal
of Computing Sciences in Colleges, Page 21
0-216, 2006

[10] Scott Fluhrer,Itsik Mantin,and Adi Shamir ,

Weakness in the Key Scheduling Algorithm
of RC4, http://www.drizzle.com/~aboba/IEEE/
rc4_ksaproc.pdf



