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Abstract

In the AD HOC, some attacks which could be
achieved must be under sniffing mode and under the
same routing protocol. Aimed at these attacks, we
propose a detect sniffing and isolate mechanism. We
add a new control packet to detect neighbor nodes are
sniffing or not, and use isolate mechanism to isolate
the sniffing node out of AODV network, then the
sniffing node can not attack any more. In this paper,
we use Ns-2 simulator to estimate our detection and
isolation mechanism. From the simulation result, we
can see that our detect mechanism can detect and
isolate sniffing nodes effectively and will not give too

much load to network.

Keyword : AD HOC Network ~ AODV -~ Sniffing ~
Node Isolation ~ Ns-2
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