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Abstract

In this paper, we develop one method that
utilizes Cisco Netflow packets to real-time detect the
worm attacks. By this way, we can identify the IP
address which launch the worm attack, and block
them on the router using access list control to keep
the network work smooth. We process the received
Netflow data in memory and drop useless data. The
method that we develop only needs a small amount of
memory and CPU, and does not need the signatures
of the worm. By some experiments, the proposed
method is proven to be an efficient one.
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