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Abstract

Today, anti-spam is the most important topic of
information security. But, most of the anti-spam
only filter with incoming mails. Therefore, the
outgoing mails become the death corner of
information security controlling. Moreover, backup
and monitoring for the mails also are the important
topics. In this paper, an implement strategy for
transparent outgoing mails gateway is proposed. Our
proposed mechanism could not only backup the mails,
but also audit and trace the mails. Besides, the cost of
our proposed system is very cheap and only uses one
or several servers to implement. Furthermore, owing
to the property of transparency, all servers and pc do
not change any setup data. Therefore, the proposed
mechanism is very practical for the real
implementation and application.

Keywords: transparent mail gateway, anti-spam,
mail backup, mail monitoring, mail auditing.
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access-list 101 permit ip any 192.192.148.0 0.0.3.255
access-list 101 permit ip any 192.192.152.0 0.0.7.255
access-list 101 permit ip any 172.16.0.0 0.15.255.255
access-list 170 deny tcp host 192.192.150.77 any
access-list 170 deny tcp host 192.192.150.78 any
access-list 170 deny tcp host 192.192.150.79 any
access-list 170 deny tcp host 192.192.150.80 any
access-list 170 permit tcp any any eq smtp
route-map SPAM pemmit 10

match ip address 101

set ip precedence routine
route-map SPAM pemit 16

match ip address 170

set ip precedence routine

set ip next-hop 192.192.150.77

B TR BAF AR I 0 LB A B
L+ DNAT #&y##3% - LB AF B 894 bk 48 35 pf A AL
bk o B S EYITAFT A Linux EfEd iptables [5]
R -

iptables -t NAT -A PREROUTING -p tcp --dport 25 -j
REDIRECT --to-ports 25
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sendmail.mc % E 4% -

FEATURE(stickyhost)dnl

defineCLOCAL_RELAY", “esmtp:[192.192.150.79]")dnl
defineCMAIL_HUB', “esmtp:[192.192.150.79])dnl
defineCSMART_HOST", “esmtp:[192.192.150.79]")dnl
defineCESMTP_MAILER_ARGS',"TCP $h 10024")dnl

LA ® 0 R A T nopam kiR F
BB 5] % o B — 2N FreeBSD 2 %
BRR o HRBEAIERERTS  BRA RS
18 o AP % > T £ o b HHFSpam**
B o BA T B3R A% 0% o BRI SEAT IR IE -

BB T BIE S 4 0 /B4 sendmail.mc
3] A procmail ByER 4 R MR

MODIFY_MAILER_FLAGSCPROCMALL', *+f)dnl
LOCAL_CONFIG

CPprocmail

LOCAL_RULE_0

R$*<@$+procmail >$*  $@ $1<@$2.>$3

R$*<@$+>$* $#tprocmail $@/etc/mail/filter.rc
$:$1<@$2.procmail>$3

31 A procmail #4FR FE M A 1R 0 Bp T A2
filterrc P ho A8 45K ¢

SUBJECT="formail -xSubjct: \
Ised -e 's/[;\\W/ /g'\
lexpand | sed -e 's/\[ J¥//g' € ‘sl 1¥$//g"™



0
* $SUBJECT 77 "M¥\\¥\\*Spam\\F\¥\\+"
{
0c
! -C /etc/mail/sendmail.cf -f "$SENDER"
"yy@xx.shu.edu.tw.procmail”

0c:
$DIR/spam/$FROM

FOR = “formail -xReceived: | grep "for ™

:0 : $DIR/spam.mbx.Jock
* | $FOR ?? "shu.edu.tw"
* | $SUBJECT 77 "This is an autoreply”
| formail >> "$DIR/spam.mbx"
}

Ow
! -C /etc/mail/sendmail.cf -f "$SENDER" "$@"
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DIR = "/mnt1/MAIL/current"
PROM="$1"

SHIFT =1

TO="$1"

0c
$DIR/from/$FROM

0c
$DIR/to/$TO

Flefp A& —fh o e 1raE
M 0 AR AT Y AL R4 RS » € &
AehF -

KRATT A & AP R B B RIATTF
Flaps o EERGIHE Y BIRERY B 4% ¢

mkdir -p /mnt1l/MAIL/ date +%F /{from,to}
rm /mntl/MAIL/current
In -s /mnt1/MAIL/ date +%F /mnt1/MAIL/current

&R A AR BB B AT R PR
dedefs FGAB AR 0 fldo

cd /mnt1/MAIL/2006-07-01/from
more fan@cc.shu.edu.tw
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Koy aHWZmYIEEL SMTP sk - ok
B 0 &ATT B 20 sendmail #9EEHE K 0 HFEHR
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# vi sendmail.mc
defineCconfDELIVERY_MODE', q")dnl
# m4 sendmail.mc > sendmail.cf

# fusr/sbin/sendmail -bd -gp

ERFAFTEFARBABETHRA Queue
Only K -« B % FEHAEF - % T E Ak
HERXETCR A MERBZLIFBA - £ 2T
A Queue Only # X § H bk e Hi4 e 2044 &
ABAFELEE BB LERBEXRY
foreground # X o EELLEXT » THEE4LS
%4y sendmail 2 MiER ALK AT H & 0 LBFTT
& & KB BRG0PI - BPE AR AT A B
HirEx SMTP 8 F R > LR R R AR
Rig > B AZFARS I — R PRERE
C T A4 SMTP &) BRAs AR 14 4 48 o HEf 2k - 57
Sh o BT KB BRSSPI A He ey
S80I A 0 DA M4 B A SRR o
3E 30T 15 2L sendmail.me #93% & RERK

define(confTO_ICONNECT", *10s’)dnl
defineCconfTO_CONNECT", “30s")dnl
defineCconfTO_INITIAL', *1m’)dnl
define(confTO_HELO', “30s’)dnl
defineCconfTO_MAIL', “30s")dnl
define('confTO_RCPT', “30s")dnl
define('confTO_DATAINIT', “30s")dnl
defineCconfTO_DATABLOCK', *30s’)dnl
define(confTO_DATAFINAL', “30s’)dnl
defineCconfTO_RSET", *30s’)dnl
define('confTO_QUIT", “30s")dnl
defineCconfTO_MISC', *30s’)dnl



define('confTO_QUEUERETURN', *12h)dnl
defineCconfTO_IDENT', “0’dnl
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# fusr/sbin/sendmail -bd -gp -X /mntl/MAIL/current/rx.log

T sendmail #942 XLk REZ S 0 IR T B
Bx procmail &3 4m L0kThAE 0 UEMERIZ TR %
SEASAEHIEE R E M A A M RE- 1335 T4 filter.rc
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DIR = "/mnt1/MAIL/current"
LOGFILE=$DIR/procmail log
VERBOSE=on
LOGABSTRACT=on
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if [ *df k | grep /$ I sed 's/.* ([0-91*V% *A1™ gt 901 I
[df k| grep fusr$ |sed 's/.* \([0-91*V)% *A1/~ -gt 901 Il
[ df k| grep var$ |sed 's/.* \([0-91*V% *AL/" -gt 90 1 1I
[ “df -k | grep /mnt1$ | sed 's/* \([0-91*V% AL/ -gt 9011l
[ “df -k | grep /mnt2$ | sed 's/* \([0-9]¥*V% *A1/" -gt 90 ]
then
df -k | mail -s "hostname™ FHEMAREZEROHYR T\
fan@cc.shu.edu.tw

Jo R BT E A S8R 2 BOREAF > ek
MO MEFTHEEL > AN TE B REF RE
47
SPAM="/mnt1/MAIL/current/spam.mbx"

ATIME="stat -c %X $SPAM"
MTIME="stat < %Y $SPAM"
if [ "SATIME" -le "$MTIME" ]

then

formail -1 $SPAM -s < $SPAM | mail -s "4 H B/ FhiikEs
#-¥5E" fan@cc.shu.edu.tw
fi
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