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Abstract 

 
Due to the considerations of security, the 

authentication of information systems in the network 
always combine with PKI( Public Key Infrastructure) 
authentication mechanism. In order to realize PKI 
mechanism,enterprises often contruct CA(Certificate 
Authority) to grant and manage Certificates by 
oneself . But because of high complexity and costs 
and having a lot of technology problems need to 
overcome, it always fill of challenges, and the 
self-built CA of enterprise can only be applied within 
enterprises, lack flexibility in using.  

Most of the information systems in campus are  
still adopt the account and password for user's identity 
authentication way. The main purpose of this research 
lies in combining Citizen Digital Certificate, propose 
an information system development structure, and 
apply this structure to  campus,integrate the 
information systems within the campus in a most 
economic and effective way. In order to proof the 
feasibility of the architecture, a sample was 
implemented in the final. 
 

Keywords: PKI�Citizen Digital Certificate, Digital 
Signatre�Authentication 

 
1. !" 

 
¯�����u�r�����

��i�

r�����<�r�����
89°����

�h±²³
<´µh¢���¶·�¸����

�¹º���»¼���nI
½������i

��¾¿À½��GH�9Á
�GHÂÃ�r�

�����Äi��ÅÆÇÈÉ7������	


��
�������
�����������

� !"#$%&'()*+(,-./012/#'2#/*3("),4��5

6789:;<=>? "), 56
@@AB9CD

�EF�GHIJKL*/2&.&'02*(M#2NO/&2+
LMP


CDQRSGHF�7TA<�E
UVWXYZ

[\]�^_`�ab
�cdefg
>D
@

@hijkl
^:;C� LM mQRnF�op

qr�:;st
uqr
vwx�7(

�ÊËÌÍÎÏÐÑÒÓÔ°s�tF�G

HIJmÅÕ�Q�C8�F�
�Ö×{ØC8

�F�nÙÚqr7C8�F��qrÛÜÝÞ^

ß_x�
à=pqr�áâã�Ên{Ø�Ê;

äå
ÓÔæ
çpqr�:;n�����Q



:;qrC8�F�
èeCD�E LM
pé

ê�ESëìGHZ[
^�Êç�íÙÚ�ab

îï
ð�Ê5Úñ~SÑò:;uqrC8�F

��óôõÄkl7ÇöÉ7(

Aq��£÷�Ìø
{�ñ}~<�ùD�

�õYúû~���üýþW
�����?_�

�qr��ã
��íÄ_�YÄ�����g

ä
~���������QZ<~äQ��º�

	§Øyn�7yz{�|}~n~������

t���r�����<�r�������
[

�����y�u���s�tF�GHIJm

�QnC8�F�
���������Q��


��B���qru~�������Q

��

��_�����~�st����� �u�

¡7(

(

2. #$%& 
 
2.1 ���� PKI����	
 
 
°� "),½�yz���
�p��í� �

��
ì56
AB{:;èhÍÎ�Ö× "),


 1 



��ã��
�����G56789¤¥ÙÚ�

�Ç�öÉ��
��uÖ× "), �óôI¸����

`�cd
��u "), �Ö×Sqr
�hi�¸

kl79uÖ× "), m������cd
z��

��<qr��hîïYZ[�XY½ "), ���

h�S���ab !¹7(

`�:;uÖ× "),�óôI��!ø��c

d
"i#e�C$�E LM%:;stCD�E

LM ����&'u�:;p�CD�QSGHF

�
h·(ó�)*+�,p-�F�
ô./0

ûþ^GH��
^F��12Sª�Ä<ûþ7

T3v�<¶·\]�	�Z[
4567�S�

� 8�]rY9:ëìGH�]r¹¹
^F�

�ëìGH;<UV
ab !;X
<GH�=

abõ�h�>�=?×�põ�@A "), 56�

)¸B§7AB:;uCDi#�CD�E LM n

z
qEF��	:;[��GHI��JK�L

MÇNÉÇ�öÉ7(

(

2.2 �� GPKI
�����(
(

<=>?áâã�ÊnyO
PQ�Ê)ÍÎ

�Ö× "), nQ�
�R�áâã�Ê��
��

 
��SD�5Úáâ��S��6W7PQn

�Ê������� KTOU*/-V*-2("#$%&'()*+(

,-./012/#'2#/*
T"),P(��4W �ÇXÉmY
<�

Z ��F�GH��
�
 <�ÊF�[GH

IJKTOU*/-V*-2(\OO2(L*/2&.&'02&O-(M#2NO/&2+3(

T\LMP
T\LM ]_`��F�GHIJ
^4s�

tF�GHIJK_`,LMPY	aF�GHIJ

K_`bMLMPYcdSe�F�GHIJKfLMPY�Ê

F�GHIJKTLMP¹
{Cgh3h¢�riS

½jÌ�QSGHF�7Ç�ÉÇXÉ3Is�tF�G

HIJÅÕC8�F���Q§;
��k½PQ

 l´mn �o p�
QÑnC8����F�¦

D�QSGH7(

(
W �(�Ê������� ��W(

(

C8�F�i�qß_ "), 56n ,L rs

t
ABß_��u��Y5��Y� �Yhp

#���v�wõx�
lrB�56pª��r

����
¦9yz(ó�{��Ì¦D{|ÙÚ

�qr7(

C8�F�pqr�;äÙK�
à=�íÑ

Òáâ��}
ì�~���wõæ
C8�F�

�pqruáâ�Hú����®�qr

pð

ÑÒ�Qáâ�Hp�Ä��
¢£�pqr��

Ê5ÚS{:;stn���G
(óC8�F�

Ì�Gst��¹7(

yzC8�F�Qt[¬��ó o� �q
9

lrC8�F��Q���qryz�_áâ�

��HY����Y��Y���¹�Øqr7°

��Ê�ÍÎÖ×
�ÌlrC8�F��qr�

��Ì���Ç�É7(

(

2.3 ���� 
 
¬­�®i���ñ
���������

!"#$%&'()*+(L/+�2O1+12*V4
����½���

��!M1+VV*2/&'(L/+�2O1+12*V4�<��
��

­�r��_�½��«����!�*'/*2()*+4

}����!"#$%&'()*+473I�������

I
���°�r�C$
�7�r�p�lrC

$���½�H¦D��À9¬­�®�z��p

�lr�������Ìª�¬­�®�_�

�7¬­�®}áâ�H�s�  ÙÚ
ç"


¢�­���m¡¢�¬­�®
�£¤áâ�H

s�h¢9_mh¢Ç¥ÉÇoÉ7(

����^_��¬­�®
à=���¶·�

�)¦^_���§Ì½áâ�H¦D��æ
3

m¡¢�¬­�®n_��çe����J�ª

��§Ìª�7¬­�®56!¨&©&20%(�&©-02#/*(

_*'N0-&1V4�i���ñ!L/+�2O©/0�N+4<�

�ÌDª����®¡¢}�®ª��§
B56

«¬«�®¡¢56! �&©-02#/*( T*-*/02&O-(

_*'N0-&1V 4 } � ® ª � 5 6 ! �&©-02#/*(

­*/&.&'02&O-(_*'N0-&1V47(

��®¡¢56�i����¡¢¬­�®�

�§>ô.
9B56p®<��¬ñ¯°§7<

����¦D��£
±p��²���áâ�H

}C$m�_���K§�¯°�³µ´
�ó�

¯°§�µ°:�õ��áâ�H�¬­�®7¬

­�®¡¢óô4W öÇoÉmY7(

(
W ö(¬­�®¡¢óô(

 2 



(

��®ª�56�i�ª��rÌª�¬­�

®n_����§>ô.7<iª�������

�áâ�H}¬­�®£
±¶·�ráâ�HY

¬­�®�S������
�^(óB56Ìª

�B¬­�®�_��7ª�¬­�®�óô4W

ÈÇoÉmY7(

(

(
W È(¬­�®ª�óô(

 
3. �'()*+,
,

3.1 ��������� 
 
[���������C8�F�<���

�n~������Q��
B�������s

�tF�GHIJm�QnC8�F�
 ���

��4W 4mY7 

 
W X(����(

(

[��m���������°�] ¥ �t

�mcZ«(

�¶ L%&*-2 ·«�r�lr¸¹º����
���gä»¼
(ó�½C×t�

M'2&U*f(L`_ ¾H
¿D�]Àcwõ«(

K�PF�Á-ÂÃµÀc«¿DC8�F

����Ä1YÁ-�r�F��~

K«¬�r�Å�Y���:v�S

F�.�¹�~P
����F��

Æ:ÃµÇF��~È7(

KöP¡¢¬­�®Àc«lrC8�F�

�®��¡¢¬­�®7(

KÈP�~ú�Àc«ÅÕ�r��®S�

����ú�	§7(

ö¶ M"(�*/U*/«m_������6IÉ

à=ÅÕz�SÊË�r��gä»¼

æ
¢£(ó Ì*$(M©*-2 ¿D�r��

�	§
�����Zw:��r�Í

ÎÇm�¼�qrgä73I Ì*$(M©*-2

< M"(�*/U*/ ��Àcã¾H
¿D�

]Àcwõ«(

K�P��¦�Àc«(ó��Ïgºª�

�r��®�¦��r���7(

KöP0��µÀc«(óÐåGHÏgº

¿D�r�0��µÑä7(

KÈP÷HÒÓÀc«��Zw:
��r

�ÍÎÇm��nqrgä7(

È¶ ~�����«ÅÕ�í�r�{|h¢
�~�����qrgä
4Ôä��Y

ñä��Yáâ����Y�ÕÖ×�

��¹7(

X¶ÐåGHÏgº K�*11&O-( _0-0©*V*-2(

�*/U*/
�_�P«ÅÕGHëì�r��

�*11&O-Ðå��
zØ Ì*$(M©*-2 �0

��µÐå»¼
���Ù¯ÊÚ Ì*$(

M©*-27(

N¶��ÏgºKM#2N*-2&'02&O-(�*/U*/


M�P«��ÅÕ�r�������	

§
ª��r��®�¯Ê���Ù7�

�óôe��r��ÙÚ�~
«¬�r

��[�~Y��ÛÜKM#2NO/&Ý02&O-P

�~Y��F�SF�Þßàá¹7(

¥¶LM(M©*-2«ÅÕÐåÇs�tF�GHI

J
¿DC8�F�Þßà0�Äâ	

§7*�ã�E£]Ã� �Þßà0


�E�Z:�<�äC×]ÃÞßF�

�?×à0
�ÄâÇst�~È7(

�

3.2 �� !�"�#$ 
 
lr¬­�®��®ª��åæB§��4

W NmY
��°ç�·¡¢¬­�®
�°��

Ïgº·¿D¬­�®�ª�	§7(

�r�³µ)¦�C8�F� ,L t ",è �

:
(óç�·�Àc¾H-�C8�F��®r

é�����6�O�¡¢¬­�®
��®S�

���ú�:(ó ��êú�Ðå¯ÓÇÏgº·À

Ïgº·������ë�:
���r����

��½�®�ª�
�¦��r��®�)¦�S

�r����7(

(

�

 3 



�
W N(¬­�®ª�óô(

�

ç�·m¯ÓÇ��Ïgº·�� s�<«(

(

_�T(ì(bB����BÇ(L`èí(î(�,Tè(É(

L`èí(ì(Ç(ï�\-0V*(î(ï�\&ð(î(í,_b1(É(

�,Tè(ì(bB����BÇ(ñ(K(ï�\-0V*(î(ï�\&ð(î(í,_b1(P(É(

��������	
��
����������

�B���B�����
�������� !����

"#$%�����&'() !��

�*�$�+,'-��.���/0�1234��

5�6789:�+,'-� *" ;<=���>?��

5�6@A�+,'-� *" ;���BC�DEF��

%*��G���
��HIJK��

� B���B���+,'-��.�����

L�MNOP��

�

�rVòS¬­�®p¦��r����¦


�~�óôõn� �79<¦
¯Ó�� h

���±�ö->÷�ºÓ
u�®�� s�t

�
à=��u��~�æ
�ú
��Ïgºn

�5£ò�<�®�� s�
�¦
¯Ó�� 

iu_�øÜsÀ¢£���Ïgºn����½

� �ú�
�¦
ù_��Ïgºúp���B

�ú�� 7(

Ïgº·lr�r�F�In����Ìª

��r�¬­�®n)¦�
9C8�F� ,L t

Isûüq��F�
�<¬­�®r
�<�~

úë�r7�qF���ýþ< �¶�)(�+2*17��

¯³þWS��
�	
[���C8�F�Ir

�Å�S���:v�Kþ ���+2*1PK���u�

�~
9h¯Ó �F�ÇÏgº79r��C8

�F������ÕE���ÏgºI
plr�

�u��~CF��~ÈI-�7(

 
4. �'-./-012,
,
<ª�[��m�������pD�
P�

g¥B������E=��p�>{B§��

�
�7(

�

4.1��%& 
(

uC8�F�ÙÚwõ�>§
��«¬ ,L

tF��~�Á-SÃµY¡¢¬­�®Yª�¬

­�®YF�Þßàáë�Y�~úë�¹t�


���r Lîîô��Á
(ós�tC8�F�G

HIJm�í� ñ&�bLï\b(M", Ì��ÙÚqrô

�7�r ñ&�bLï\b(M", �����Au� ñ&�bLï\b(

M", <�Ê	
I�á�¬¥��
�QnC8�

F� ,L tqrô� M", �!
�Q
;<ûþ�

�7(

<�íu Ì*$ 
¿DC8�F�ÙÚô�w

õ
P��r M'2&U*f ab
� Lîîô���Zp

u¸¹º
B§� M'2&U*f(L`_ ¾H
íç�·C

×]Ã¿D7¢£P���r×�Ð���È

K¨+-0V&'(ê&-�(ê&$/0/+3¨êêPab
� Lîîô��

�Z ¨êê Æ
��íh¢ô��Ám�Q�qr�

����¢��-�!7(

�r��®ª����
��<�� M�0'N*(

ñíí"(�*/U*/(ö¶�
�C8�F��®ª�wõn

Lîîô���Z¿DÆ
�lr "ñ" �QÙÚÀc

wõô�
�¿D�®ª�wõ7ÙÚ��~È¾

H
4F� ¨�YL\êS ê¨M"t�
>§
�� `/0'%*

�~ÈÌ��ÙÚ�~7(

F�Þßàá�'H
���lr ­��QF

�ÞßàáC×]Ãô�
�� Lîî�Á(ó

ñ&�bLï\b(M", >§C8�F�Þßàáë�wõ7(

u�r��!�!
< �m_~����

�
[���r �Ì�K�M­M(Ì*$(�20/2Pab
�S

Ì*$ ã��� �µ�
ð�r�p� Ì*$ �½


�]¿D7AB
ç�·à=�_¸¹ºS��¿

D LÂ�������me�qrô�æ
�¶·�

� �\bK�0U0(\#-2&V*(b-U&/O-V*-2P
�(ó �Ì�

¿D�� �µ�� �M­M ô�7((

M"(�*/U*/ }ç�·Sh¢���Ïgº

K"ñ"Y��"> M�"�Pò�B§��4W ¥mY
¿

DC8�F�wõn M'2&U*f(L`_ ¾H�RÇ¢�

M"(�*/U*/
��íç�·¸¹£C×��¿D


^h¢���ÏgºuB§£�(ó¢� M"(

�*/U*/ ÷HÒÓ
�r¢� M"(�*/U*/ m_�wõ

S¾H7AB>§£��qrô���phe��

õ"p)¸B§7(

�

 4 



�

W ¥(M"(�*/U*/}ç�·¾HB§���

�

4.2%'() 
 
[��>§n������«¬��GHô

�Y~�����S´�¹+�L0KW  P7(

��GHô��wõL0��_!�wõ
�

�<���r�GH}F�ÞßàáKL\êP'H§

;
3I���r�GH§;���í�r���

�[�~�ÆS�rÛÜ D¹wõ
�r�"µ

C8�F� ,L t:
LMâ³�r�wõ
��

�C×#C8�F� ,L tI-���F��[�

~
«¬F�.�YÅ�Y���:v�¹�~


����F��ZF�Æ
 D���[�~S�

��-ÛÜ:
lr�Æwõp����~S��

F�Æ���Ïgº·
��?§;¿DZw�$

!7(

(

�

W  (���r�GH$!(

�

F�Þßàá'HwõKW oP���<ÐåÇ

s�tF�GHIJ]ÃF�Þßàá
�Äâs

t�~È7B�'H§;plr%ô��ä&D£

òC×¿D7(

 

�

W o(F�Þßàá'H$!(

(

~��������í!���
��i Ì*$

��'§��S��GH��7(

((((W (<K�r�LMÑ�����£
4[>

^LM�i Ì*$ ��'§��
�EÐåÇ M"(

�*/U*/ �~�����0��µ$!KW (P
<�

r�á)*���ß_C8�F�wõn M'2&U*+(

L`_ ¾H
���¼�r�C×]Ã��B�¾

H
(ó M'2&U*+(L`_ ¾H¿DC8�F�ÙÚw

õ
��,�EÁ- ,LtF��~�¦��r�

��µ-�À<�r�*�Zw�µ
���¼�

r�³µC8�F�� ",è�¡¢�®
���®

��ÓÇÏgº·7(

(

�
W ((~�����0��µ$!(

(

M"(�*/U*/z��r������:
���

���(ó Ì*$(M©*-2 ¯ÓÇ��Ïgºª�
�

 5 



�Ïgº�Ä1�r�ÛÜSª��r�mÓó

Ì��®i#)¦
�����Ù¯Ê M"(�*/U*/


<�r�Zwýó��
���r�ÍÎÇm�¼

n��qrgäKW ��P7(

(

�

W ��(Zw´µ��$!(

�

5. 34/567.,
�

[����������C8�F����

��~������Q��
C8�F�à=p

qr�~�st����æ
çpqr�3±�

��gä
qrÛÜÝÞ^è·.æ��E]r7(

[��m�����B§�����Àc¾

H���Ì�Q
p/0�Q£òS³úgä¾

H�ºË�r
úþ~�������QS 

�
ð~����qrõ1����Z�7(

h¢�~�cd�ÀS����x�põ�

_h¢�UVWScd7�Ì�k½�]���¦

�©�23«(

�¶u��r�¢£
å�
�]
½����

 ��õK"*/.O/V0-'*P�@A
i#�4

Z56>i�õ�]7%(

ö¶ØÜ��Q
�S�r��Q	ß
[��

�>§��uç�·t���k½

Ì&-ðO81 §;��
�Ì�Q7�Ì���

pk½49�í��:;<����Ä¦

�©�237(

�

89#$,

,
Ç�É s � t F � G H I J � � 
 2004 


http://moica.nat.gov.tw� 
ÇöÉ=Q>
?VB5 & ActiveX(ô� µ?
@O

�AB7(

ÇÈÉC�1
ö���
?�S�������� �

0��µ��?
QSDý�ñ
EFG�7(

ÇXÉ � Ê F � [ G H I J � � 
 2004 �              
http://grca.nat.gov.tw/cindex.htm�(

ÇNÉHI
ö��X
?bãJKLÊ�� �}å
�

M�;<?
ö��X<N�{���3�7�

Ç¥ÉOPQ
ö��È
?lrrstnR·�S��

n��?
QSIT�ñ��Uñ�
EFG

�7(

Ç ÉVWX
?Visual C++ 6 ÔñYá?
Z[��7(

ÇoÉ\]^
ö��È
?áâ_`�a��I��a

bn µ}>§?
éSbc�ñ��	ô}

Uñ�
EFG�7(

Ç(ÉdXe
ö��ö
?Br������� (¢f

��abS)*/$*/O1(����qr��g�

��n����56?
QSà��ñá5	

ôñ�
EFG�7((

[10] Satoh, F. and Itoh, T. ,2004,”Single Sign On 
architecture with dynamic tokens”,Applications 
and the Internet, 2004. Proceedings. 2004 
International Symposium on,197 – 200. 

[11]Liang, S., The Java Native Interface Programmer's 
Guide and Specification, Addison-Wesley, 1999. 

[12]Peter Doyle and Steve Hanna,2003,”Survey on 
Obstacles to PKI Deployment and 
Usage”,Prepared and Published by the OASIS 
Public Key Infrastructure Technical Committee. 

[13]Peter Kohler,2004,”Simple Single Sign-On 
Solution for Web Applications”,SANS Institute. 

[14]Vipin Samar,1999,”Single sign-on using cookies 
for Web applications”,In Proceedings of the 8th 
IEEE Workshop on Enabling Technologies: 
Infrastructure for Collaborative 
Enterprises,158--163. 

 6 


