R F % 247 IS0 27001 2 J 5 % #

21
B

-S:%

- RV s R R R

FEW

AR RFLIRATRS ERREFEY o
gracelee@nchc.org.tw

K2

1SO 27001:2005 E_FF 3 % > chp % &% o ;%%
Bphph o WE UL 33 BE AT R A A 2 SR

bR GO o BB FTRE 2ehA R S
d | vis SIDSSIDP & S orie 5 354 - 3 ks
s 451 B 5 1S027001 12§ chiv £ 42 B £ #-F 3
FTAANE > RFBEFTAEAL G LB IR
BlER TR P AP Eh G4 T 5287
AR o MFRERREFEY oRSNEE R
BRFAT2T 5 SE3EEREES NN
AP FFERFEEE AP NG IR o A
ISO27001 trif 4o 5 et > gk d w o8
1SO27001 iz chi A2 ¢ » doie (Fh "G 328 > 44
BRSO ARBIAIE S TR G RIT 0 R
BEM SRR 2 RHIE
M43 1 1S027001 NISMS b ' 375 <k " AL F
WE R

Abstract

ISO 27001 is a new standard demonstrates a
systematic approach to establish a system (ISMS) to
guarantee the information security. The ISMS is
established based on clever risk assessment to figure
out high risk vulnerable assets and risk treatment to
reduce the risk level below an acceptable level.
National Center for High-Performance Computing
recently applied this standard for the high
performance storage system, and network is within the
scope. In this paper, we introduce this standard briefly,
describe the definitions in risk assessment, and
contribute our experience establishing ISMS. Finally,
we conclude a secure network architecture design to
fit our organization’s risk expectation.

Keywords: ISO 27001 ~ ISMS - risk assessment ~ risk
treatment ~ information security.
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4.2.3 Monitor and review your ISMS
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a. Define the scope of ISMS

b. Define an ISMS policy

c. Define a risk assessment
approach

d. Identify the risks.

Tt i

e Analyze and-evaluate
the risks

f. Identify and evaluate options
for the treatment of risks

g. Select control objectives and
controls for the treatment of risks
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h. Obtain management approval
of the proposed residual risks

i. Obtain management
authorization

j. Prepare a statement of
applicabilit
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