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Abstract

The present research investigates the possible ERP system risk factors based on COBIT
5 released by ISACA for information technology and information system control architecture
in 2012. Gowin’s Vee (Gowin 1981) is adopted as the main research strategy in this study.
First, on theoretical development , this study collects and codes relevant literatures; then, the
prototype of ERP systems risk management mechanism is formed through literature review.
A two-round Delphi expert questionnaire is then adopted to revise the prototype of the risk
management mechanism via optimizing content validity ratio and consistency test. The
finalized establishment of the Mechanism of ERP systems risk management consists of 4
dimensions, 52 risk factors, and 125 control items. Finally, this study adopts a case study
method, conducting an in-depth interview with a case company and assessing the validity of
the research results on the practical side. The findings of this study add to enterprise risk
management process consisting of the steps of identification, assessment, response, and
monitoring and revision to provide enterprises a convenient, quick, and suitable ERP system-
risk management tool.
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Development of an Enterprise Resource
Planning System Risk Management
Mechanism Based on COBIT 5

In an age of intensified globalization and internationalization, enterprises invest heavily
in information technology to enhance their competitiveness in the process of managing and
developing their commercial business and operation. Enterprise resource planning (ERP)
emerged in the 1990s as one of the most widely known categories of corporate software in
the software industry. The ERP system is a suite of inter-organizational integrated software
that includes a shared database of multi-functional applications (e.g., finance, production,
marketing, supply chain, human resources, purchase and inventory). The ERP system brings
enterprises considerable organizational benefits but coincidentally introduces related risks.

This study explores and analyzes the multi-faceted risks that the entire ERP system may
encounter in terms of management in the COBIT 5 framework. It then assesses the risky
projects for the management team to choose or formulate coping strategies, and provides
reference for enterprises equipped with the ERP system to establish a risk management
mechanism. It aims, from the COBIT 5 point of view, to build a risk management mechanism
targeted at the ERP system, helping enterprises identify risks in time, evaluate risk scale and
significances, and respond with appropriate strategies.

This paper first, through literature analysis and based on the management-oriented
COBIT 5, constructs potential risk factors of the ERP system. Then it obtains practical
opinions by using the expert-dependent Delphi questionnaire to modify the results and
thereby generate the ERP risk management mechanism. This management mechanism
involves 4 main dimensions, 52 risk factors, and 125 control items targeted at risk factors.
Finally, it verifies empirically through a case study the effectiveness of this ERP risk
management mechanism. A case study is presented for greater depth of analysis. First of all,
an investigation is conducted on the subject company’s ERP risk management as well as on
the difficulties and challenges that confront it. Next, to evaluate the target company’s
effectiveness, this study adopts a three-step ERP risk management program as its basis —
identification, risk assessment, response, and control of risk. Before the interview, the
interviewees try out the mechanism presented by this study. Afterwards, this study evaluates
how this mechanism is effective in the above-mentioned three steps with respect to the target
company’s ERP risk management, and probes into this mechanism’s contribution to the case
company, its defects and whatever improvements are deemed necessary. The case

company’s opinions and suggestions are also collected.
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Previous studies on IT risk management mostly aim to explore risk factors, and evaluate
and analyze those risks. Differently, this study proposes a broad-based control framework
applied to the information technology/ information system, COBIT 5, and combines it with
ERP risk management corresponding with each individual field of information technology.
The results of this study serve to enhance the awareness of enterprises and organizations of
ERP risk management, and help them identify and respond to risks timely, make adjustments
as needed, and eventually maximize the overall effects of risk management. Moreover, these
results can serve as a reference for researchers who intend to delve into the COBIT
framework. The future research direction is to control risk factors more effectively and
further improve the whole ERP risk management program by more specific definition of risk
items, addition of governance processes and complete function allocation. Nevertheless, the
research limitation lies in that the ERP risks summarized in this study cannot fully cover all
unpredictable ERP risks.



