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Abstract
Due to the development of NAT, using NAT to
translate IP address can let the hosts inside NAT
it solves the

connect to the outside. Therefore,

problem of insufficient IP, but it also brings other

difficulties. For example, “the problem of VoIP

traversal over NAT” that is introduced in the present
research is one of them. NAT only handles the
information on network and transport layer; thus when
SIP information, part of the application layer, passes
through NAT, NAT does not modify SIP messages
(which include IP address, port in header field and
body on the application layer). These SIP messages
may cause errors after passing through NAT.
Therefore, this research implement three kinds of
transparent technologies-- Session Controller ~ STUN
and VPN, to solve the problems in the NAT
environment. Besides the characteristics (Whether
they support SIP UA, need NAT support or need extra
server), the availability of disposition (Configure
difficulty, communication delay, and the influence of
DHCP) and limitation (Passes through symmetric
NAT and multi-storey NAT, and if SIP UA needs to
support symmetric RTP) of these three schemes are
also analyzed. This study disposes SIP, NAT, STUN,
Session Controller and VPN servers to construct VoIP
platform, and after analyzing packages, the actual
problems of VoIP are discovered. Finally, this paper
compares the advantages and defects of the three
kinds of transparent technologies to provide
enterprises with the references for disposing VoIP
platform.

Keyword: VOIP ~ SIP » NAT Transparent ~ STUN -~

Session Controller ~ VPN



1. A%

SIP Bp Session Initial Protocol &5 f§ 4% > & IETF

3% st Bk R ey JE A Jg 42 1 #h € (Application-layer
Control Protocol ) » iy R X BZA R HEE ~
BTHRAMRENE  HEZIRANEY - FRARE
R—BAREE LI HEHEE - £ B AT ERIRIE
‘Pé%ﬁ%ﬁﬁ%ﬁ%&ﬂﬁﬁ%%%%%%%
J& » NAT % MBRZAL > il IAFLERE
SIP##:# FZAM NAT Z SIP ERAE Fe)— A E L
;}g °

NAT #4t7 B AT £ & J& A # IP % UDP/TCP & -
Ppdt IP 3t eL bt Ry 0 3R 478834 - M SIP )
3k A UDP/TCP 2 b & 6 A J& 4% 11 3% > SIP 4
QAZEA T SR RS HINssd ~ 848 SIP A2 3 vzl 3
f] iR e AL B M 0 M B AR e AR 4 AR

A SDP - Bp 1P 3t & ey & S P Rskay » B35
FANMEE A F A NAT B5RfEdk 38t > B Mk R
SIP 2 5% F 1k R A o) RAL AL BB R AR 3L -

R — B ER SIP 09 E 5ok o T 5 & 2
oL By AR R E S ey RY
B BN RERS% e RTP S8R £HR1EL
B R AH M B2 R o Sy NAT %
Ao AAHE > B AL SIP 24T 0 &nk
A NAT 44 49 % — 3b38 % ABRBHRIEFRE > R
RIZF MRS H gl B ZE B LR
Bk o BP AT F AR NAT o SR80 - 2 A B i
iR (RTP) ok /A 8y & 4 B UDP % 77 X » &
WA P EFEREMERAZATAERTRALH T
BRI R G o FHIR A P R AE NAT 245 85> B
Y43 P ok o SIP/NAT RIAE 3% SIP 3R 8 &4t
BYR AT IEA] F AR NAT 89 B2 -k 3% 35 5 Ao iR
#3045 & > SIP/NAT P28 & sk & &% SIP &) VoIP 4%
50 4 NAT 3% & eh 48 3if & £ 938 F IR JE A 6 R
KR -

Ny

2. R&%RH#H
%0 SIP W55 JRAR 3L T 5 2o v (B 97

Agent ~ Redirect Server ~ Proxy Server - Registrar °

(—) User Agent

. User

UA R A BFRANGERHI  BEUEARE
AT AEEREEHY - LT UL F# - PDA~
PSTN R B % % - UA {R4T & K B o % User Agent
Server (UAS ) #u User Agent Client (UAC) o
(=) Proxy Server
Proxy 89 o sk A #4 3% SIP 38 > e H 22
SBIEERE A MG 0 &y Proxy 8B4 %% o
( =) Registrar
Registrar a9z e 2 7 sx ey Bkt A2 &
#E o & UA @ esefer - gde UA 9 B R F A
FoRE T o E RAEAF 69 Bk SIPURL # & & TP
fir it - Registrar £ F & —BEERAZX > &%
HENF—FMBRAKTY - £EILEEZA * 2
48 & %t Registrar 35 » A 7T MA@ 3E o
(m ) Redirect Server
Redirect Server #4zhiE & ¥ E &35 K
EHAACEERAFTHMR > ATREHICER
BB Aoy B > Redirect Server & 5 Location
Database &) X% H Moy & - REFHFH HE

% ¥ Proxy

k%

RIBIBIEHRFEN AL ZEFTHYME - ™
SIPARB@EZAEZATHE L:

INVITE | e )
100 Trying
180 Ringing

200 OK

ACK

_ERsrms |

TS BYE

200 0K L onss kaais

1 @A
SIP ;@ 3% A2 (&4 Proxy) T 2:

User Agent SIP Prox L‘scrf&gum
INVITE
100 Trying

INVITE

100 Trying

180 Ringing

180 Ringing

200 OK
200 OK

B 2 &4 proxy #i@ AR
% NAT i3+ SIP 8% » A 4224408 3 SIP A&
R P ER AR % B & > A7 2L Contact 32 49 TP 4 it
G RAH TP firak 192.168.0.20 B 4 % 3 38 3583
# 192.168.0.2 A A A IP frhkit 85 > @i NAT



R& R I % IP fhk-defadh IP 4kt 192.168.0.2
2R A TP £ ik 140.134.30.149 » 3t R & % 3B »
J&FA /& 04 SIP U8 > <, B gt SIP 3@ &3t & i 3P AR
Hgh ek EREME o Bk HARET 3 YA
---STUN -~ Session Controller ~ VPN % ##;# B a7 NAT

Pif 3% | 649 #8538

S°F Server
ip:140. 134 30. 150

I

HAT SF &
140,130, 30. 149 sip:tonv@led. 134,20, 150
p:192.188.0. 264 ip:192.168.0.2

3NAT g SIP £

3. A&t

B b7 400 5 fE 4% SIP 3 A P ehfe A TP frhkfu

RS BB 5K 04 0 B TP A ik Fo @335 0 BN B

s Loy SIP & AT LS 3 6L E s % SE AL R 48
2P ey SIP 2% © A T R LA SIP F A% NAT &4 1

> HAIEEA =48 NAT &3 #4#7--STUN ~ Session
Controller ~ VPN ¢ 2352533 AR ] o 4513 sb Ak 4|
DHZKREE F—BRAABRRIT—ET RN HIP
fir ik - 4% A ﬁ%%%#%érﬂﬂa(VPN)é@ﬁifkﬁs{EP% b
o B MR dAL K #I P SIP A EE A H A0 4
RE o BUFH A% E NAT 4 > @R EEHE L
& IP frhkFu i@ 3038 - A SA5 2osk it 4 8 SIP 318
FFREFE A ~ STUN RIB sL¥ - ik —BAIR B AR
#93% b &y SIP 2% # (Session Controller)f4 2 SIP 3 2.
P &4 TP A bk #1138 335 -

3.1 STUN

STUN ( Simple Traversal of User Datagram
Protocol Through Network Address Translations ) 2 4]
BB 23 1% P 3% 2R AR B 18RI Z > STUN & P 35 A J2 #
H e ey SIP UA » @ STUN 4]k 5 8 2 B L
e L STUN & P s e & R4 o ¥ JE 1P firak
PLE IR BT & S AR ] 6 AR TP Ak 138 S5 1%
3t €145 STUN AR % > &y STUN 45 Bk 35 4 4o sk 3t &
# NAT #3574 69 SRR TP ko835 - 38k

EIEN IR iE NAT BB IP £ %
4o 8 4 % SIP UA ::#nsE -
P &R SIP UA 4% STUN Server 3% i % 55 IP &
% b > pf pA%S % — 1B Binding Request #9358 » k4%
STUN Server 4 /44 » %t &11% — {8 Binding Response
G938 > L% ER SIP UA g9 ¥t 5h IP - ;&R SIP UA
4038 4% 0 3% 3EMER 8 4 SIP Server 8% 0 B &Y
Contact 4L 3 20 A ¥ #h IP & 140.134.30.149 -

E

STUN Server

Binding Response
arkdr=140. 134.30. 148

REGIS
Contact:140. 134.30. 148

REGISTER
Contact:140. 134, 30. 149
200 0K

200 0K

4SIPUA &2
STUN 3 & 4 % Binding Request #v Binding
Response # #£ 3 & > Binding Request & & K 40iE
ER2% M &9 ¥4k IP 5 Binding Response & &) J& 437 A
EMEEHINIP - TE S AHLEHEE -

SIP UA
sip: john@140. 134. 30. 150
ip:140.134.30. 80

NAT P | SIP I
ip:140.130.90. 149 sip:tony@l40. 134.30. 150
ip:192.168.0.25¢ ip:192.166.0.1

5STUN £#E
— 4 M E SIP UA 4 3% Binding Request 3

B BEBHEERT e RARISIPATREH
%% > PTUANER SIP UA ¥ %&£ ¢%3F STUN
Server - f STUN Server 4o 445 %0 ) ¥} SIP UA &4 %
S IP - HFRA G o #EH B3 oy RIRsw TP 4
hEFRFT AT 40 o IR SIP UA 40i8 & &Y 50 IP 4% >
B S A B EHFNA > T ARE
1% 0 7 G B 46383 M B B AR AL — A 4y SIP

BALFARAAHE LR 0 B AR Contact Hifr T 4&
FZNAT o5 IPYHET -

3.2 Session Controller

¥ —4& 3% 3@ $ 447 & Session Controller » #] F SIP



Proxy #v RTP Proxy £ 2|5 3@ &) B & - SIP Proxy &
& SIP 1 8. &4 )& ¥ Av % 3% > ) RTP Proxy R & & RTP
Ha ey RE Mm% - SER K& BA SIP Proxy 893
» /m b 4# A SER M 2 &) 4% 48 nathelper > H i #E T

LA 14 24 Contact A4 Fo SDP M &4 &4+ ; RTP Proxy
89 34 fE = 1 &, 38 3% %5 > SIP Server # & socket v RTP
Proxy i#i& > 3 RTP 3t ¢148 &y RTP Proxy #%3% i & -

4t nathelper 448 F > €4 A 2| =18 Exported
Function :

(—) fix_nated_contact ( )

1% 2 Contact #84 » 4% Contact A5 2Rk F
IP fahk > 3 IP 3E A4 31 @ F IRk 69 TP AL ak
Fso o B AR A QT RIRE G TP frak L 40 f TP
Arhk > {2 & B 484 & NAT #2448 % % [P fiLht » &
6 7T L& %] L & Contact 4 £ B A uyfsF IP 4
a0 T @ AL &85 2 ey Contact B4 o

EFSTon TATETation ProtocoT
& fequest-Line: INVITE sip:john6140.134.30.149 S18/2.0
= Messige Header

Viai SIP/2.0/U0 192.166.0.rport;branch

4407372000051

Cseq: 1 IWITE

& Fron: “unknown" s ip:Tony140.13¢. 30.140>; tac=105834320240
Max-Forwards: 70

% To: <sip:john@140.134.30.149>
user-Agent : siphone/1.60.280a (53 Labs)

Session Initiation Protocol
& Request-Line: INVITE sip:johng140.134.30.69:5060 SIP/2.0
o vessage keader
Record-Route: <51p:140.134,30.149; Frag-195834320240; Ir=on>
Vit SIP/2. 3/un> 140.134.30.149; br ancha20hGabk8kL9. 01127603 0
92,168, 0,L; recefved=140. 134, 31, 82;rpart=5050; branch=29h64bK<0a800010000

Cseq: 1 IVITE

& From: “unknawn”<sip:Tony@140.134. 30.1495; tag=195834320240
Max-Forwards: 15

& To: <sip:jomngl40.134,30.149>
User-Agent: Siphone/l. 60.289 (53 Labs)

6 fix nated contact
(=) fix_nated_sdp ()

2 SDP Wey Bt B 7 T A 2 L@ E AL
REG T BARAA P Lak - 23815 BB » %R
T ey R IP At o £ %% 3% RTP 7T 2434 i RTP
Proxy ##i% -

wessaje body

= Session Description Protocol
Session Descriation Protocol Version (v):

® Owner/Creator, Session Ic (0): - 3357273 933 3357273933 IN 14 192,168,0.1
session Name (5): Siphone

@ Connection Infarmation (<) :

® Time escription, active time ()70 0

@ session Attribute (a): directioniactive

® Media Description, name and addess (n): audio 49132 RTR/AVP 3 97 98 110 & ( 101

® Media attribute (a): riprap:3 GsmM/8000

® Media Attribute (a): riprap:97 1L8C/8000

@ Media attributz (a): rtprap:98 iLBC/8000

& Media Attribute (a): futp:o8 nodes20

® Media attribute (a): rtprap:1l0 speex/8000

FEzsage ody
l5 sesson pescription protoce]
session pescription protocol version (v):
% owner /creator, Session Id (0): 3357273933 3357273933 I 1p4 192.168.0.1
Sessian Nane (s): S3phone
& Connection Tnfornation ((J:
® Time Cescription, active tine ()7 U0
@ Sescion attribute (a): direction:active
& Media Descriation, name and address (n): audio 49152 RTP/AVP 3 97 98 110 § 0 101
® Media Attribute (a): rtpmapi3 GsM/8000
@ Media Attribute (a): rtpmap:97 iLBC/8000
® Media attribute (a): rtpmap:93 iLBC/8000
® Media attribute (a): fitp:98 mode=20
& Media ateribute (a): rtpmap.ll.ﬁ speex/8000

7 fix nated sdp
B 7 214 2 Contact #4 » B 3k F 214 2 SER

B9 3% A% - ko B 8 - & i@ SER T 24 A 2k #| 7 SIP UA
2% % 42 NAT P - nat_uac_test ( “3” ) % 7= Contact
B A e ey FI BT 0 o RAF A B BRI RS
Contact 4L & /> F IP frht o ko F SIP B &
INVITE » %57 £ 3183 530938 - REAAEA
%] SDP » 3R, T %24 Contact 9 » SDP ¢4y 9 K. &
s 5 wig 0 flag LR A 1 K%k SIPUA
£ NAT 1§ -

route {
# initial sanity checks - nessages with
# max_forwards==0, or excessively long requests
if (Inf_process_vaxfad_header(*10")) (
s1_send_reply(*483","Too Many Hops");
break;

if (nsg:len >= max_len ) {
sl_send_reply("513",
break;
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