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Abstract

VolIP, being a significant portion of the network
traffic today, constitutes a highly desirable class for
identification. Accurate classification of proprietary
VoIP traffic is a challenging problem, and becomes
even more challenging when we are constrained to use
only transport-layer header information and encrypted
packets.

This research identifies encrypted Skype session
by pattern recognition. Use the Conntrack to get
information about established connections in the
network and the Pcap to obtain session characteristics.
Finally, K-means finishes clustering analysis and
pattern recognition steps. Effective recognition of
Skype session in our research will be the first step of
encrypted VoIP traffic management in the near future,
such as service quality guarantee of Skype.
Keywords: Encrypted VoIP,  Skype
identification, K-means, pattern recognition.
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