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bashdoor 1K � Y � �f Ë © %�¶ �Þ vX Y a
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Ë © _ ` Þ vX Y a b!BZ [ K � Y � zs �ö
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� § � U » �jAÊ %� Á æB� � U{ 2 �â �
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Rootkit  ® � f O � � ~n Ú �» © º Rootkit�

� § � XYab� U » �� B � � { 2} Ì ¨ © l

g ô z '� ó � Í Ê ij Rootkit �t u v c !¨

© l �g ô 1 z '�¹ j � � : H $ e º â Þv �

¶�XYab ? � 9 B � � U { 2} Ì̈ © l g ô

z ' � ó � Í? 

T � ä h z s \ �B � � z s � Chkrootkit�

Rkhunter�Rootcheck Þ v XYab�T Rootkits �

XY : H § �B � � ã¶ ¹   N � � å �� ¬ ¯ B

� � { 2�Ì â � Tripwire k Yab% XY� s
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5. �������� 
B C D V W   â � Tripwire k Yab% XY�

s Rootkit Z [�P ® XYZ [�) �̀ Ê XY�

¶Q e � Rootkit � ~XY� s� Rootkit�ij 3

Í�XY7 8 ~� 8 Ô ¬ � +, � Ú � i )�� ~

¶� { æ +,F G H } » � ~� ! Linux +,} l

m n o h �º$ æ  Q C D ç è �9 ñ U [ : 

1. Rootkit �Î w �g h !5 6 � � } Ë ä : 
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mode!Kernel mode)�5 6 g h !� � % � �º

5 6 Ý G �Ê { � F G H 8 é � � Á Rootkit? 

2. ê ë   ì p � Linux+,U _ `�RootkitXYZ

[: 

B C D _ ` Linux +,�¨ © l � 1 � p

q�¢ K U C D � Rootkit Î w 1 V W ºXYZ

[�o � �   p � Linux +,U _ `� Rootkit

XYZ [? 

3. ij ºXYZ [} +,¨ © l �n o h 1 » � O

P ¶� � � � �¢ Ê å æXY� s� Rootkit: 

_ ` Tripwire 1 k Y+,̈ © l �n o h �i

j º» � O P ¶R S � Rootkit � R % ½ ¤ �_

`H ¾ ¿ �f À c t u p qr �p q1 » � O P

O � � s� Rootkit t u ? 

4. _ `B Z [Ê Ï+,F G H ~ � � 
 �î ïðæ

5 6 � Linux +,l m Ü Ý : 

â �§ í Þ v � H �o � !� � �$ æA â

�Tripwire k Yab% XY� sRootkit } XYZ

[�Q å æXY� s Rootkit �� ~�Ï+,F G

H ~� 
 �î ïðæ5 6 �+,l m Ü Ý ? 

� � � �� � � �� � � �� � � �  
[1] B. Andreas, “UNIX and Linux based Rootkits 

Techniques and Countermeasures”, 
https://www.dfn-cert.de/team/bunten/rootkits_first
2004.pdf 

[2] Chkrootkit, http://www.chkrootkit.org 
[3] S. Jha and M. Hassan, “Building Agents for 

rule-based intrusion detection system,” Computer 
Communications, Vol. 25, No. 15, pp. 1366-1373, 
2002 

[4] S. T. King and P. M. Chen, “Backtracking 
Intrusions,” ACM Transactions on Computer 
Systems(TOCS), Vol. 23, No. 1, pp. 51-76, 2005. 

[5] C. Kruegel, W. Robertson and G. Vigna, 
“Detection Kernel-Level Rootkits Through Binary 
Analysis,” Proceedings of the 20th Annual 
Computer Security Applications Conference 
(ACSAC), 2004. 

[6] W. E. Kuhnhauser, “Root kits: An operating 
systems viewpoint,” ACM SIGOPS Operating 
Systems Review, Vol. 38, No. 1, pp. 12-23, 2004. 

[7] J. Levine, B. Culver and H. Owen, “A 
Methodology for Detecting New Binary Rootkit 
Exploits,” Proceedings IEEE SouthEastCon 2003, 
2003. 

[8] S.J Oh and J.Y. Kim, “A Hierarchical Clustering 
Algorithm for Categorical Sequence Data,” 
Information Processing Letters, Vol. 91, No. 3, pp. 
135-140, 2004. 

[9] Rkhunter, http://www.rootkit.nl/. 
[10] Rootcheck, 
    http://www.ossec.net/en/rootcheck.html 
[11] R. F. DeMara and A. J. Rocke, “Mitigation of 

network tampering using dynamic dispatch of 
mobile agents,” Computers & Security, vol. 23, 
no. 1, pp. 31 – 42, 2004. 

[12] Security Focus � 
http://www.securityfocus.com/infocus/1854 

[13] Tripwire, http://www.tripwire.com. 
[14] A. Somayaji, and S. Forrest, Automated Response 

Using System-Call Delays”. Proceedings of the 
9th Usenix Security Symposium, pp. 185-197. 


