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While loop{       

if(alert∈Port Scan Attack) { 

if(count == 0) { 

     cor_alert ← alert.allinfo 

        SourceIP ← alert.SourceIP; 

        ack_time ← alert_time; 

        distIP ← alert.disIP; 

        count++; } 

     else{ 

 tmpip ← alert.SourceIP; 

       tmp_ time ← alert_ time; 

       tmpdistIP ← alert.distIP 

       if(SourceIP,tmpip, ack_ time, tmp_ time 

And distIP,tmpdistIP are equal){ 

             count++; 

             detect alert; 

             continue; } 

        else{ 

          output cor_alert; 

          cor_alert ← alert.allinfo; 

          SourceIP ← alert.tmpip; 

          ack_ time ← alert_ time; 

          distIP ← alert.distIP;} 

} 

} 

} 
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4. Implementation and Testing 
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4.2 Scenario-based Testing 

    �Ð r s A6NSOC ��V ��XY vw Ð
Scenario-based Testing�H. � Ð 4 Ñ � � r s �\
xy XY o p ��V ��5� � r s o | �Ä÷(1)
Ò � + , Ä� � Y ÷� r s g�XY � Sensor@J
��T U � & û Web Server�FTP Server��Ò �

�� u � �� K Ú ¸ �HAB�ô �\¡ � ñ �

� Y �(2)Port Scan÷XY ¬ � IPv6��2�� N�
C Sensor Ï . "N ¸ AB�Port Scan�H  � Sensor
0� � e f gh9 a �@ ì â� (3)4to6 DDos 
Attack÷XY ¬ �Ò © � �u L f 3© Slave�5g
ª © Slave�> Tunnel Broker NO z � Z IPv6�
��±Ò ©"� ¦ IPv4" Slave��> L f � 3©
� N� Sensor@ J �" ServerAB DDoS � ���
µ�XY � � Sensor0� �e f gh9a �@ì
â�(4) S T U " DDoS Attack÷��� � r s 3�
XY �µ� 2 ( T U ABDDoS Attack�� � Sensor
0� �e f gh9 a �@ ì â�M 

�ÄÆ�r s È É g�ABPort Scan r s µ�
XY ��6to4IJ NO S N �NMAP� : ; Ú
(Scanner) z 2IPv6���ä ���Tunnel BrokerN
O�C Sensor  À : ; � �m�4to6 DDoS � �.
ù�5gAttacker f O ª ©á�Dual Stack��NO
�IPv6/IPv4��Slave�\¡Ò © O �IPv4���
Slave�� �Location Ag�A3 Server�,- �� �
B�9>Attacker\4to6�DDoS� ��Slave � �
� H � ��Slave � ø � � H � Õ ' * �> P Q �
TunnelR E �Z � CTunnel ª Ú�Public IPv4  ��
�Tunnel Broker Server � MD Y IPv6 � �Ú  ��
A3�ICMP Flood � � ~ ��D î>Tunnel BrokerI
J NO � ø A3�S T U "DDoS Attack�XY �«
ÅÐ�Location Bg�B1 ServerABDDoS Attack�
AB2 µ � �"�µ�X Y { �µ  � IPv6 
Security Center0Sensor"¨ ©� 

 
����3  � � � � � � � � � � � � � � � � 

 
r s z { o | �Ä÷(1) Ò � + , Ä� � Y ÷�z {
XY @ � ø �¦ ù� Sensor TC1 Ï . " Server�ñ
� � Y �� �e f ghHP � S R � �¦ ù�(2)Port 
Scan÷XY \ T ³ �´� �� �e f ghg � ñ
TP1 Sensor � � �"¦ ù�(3)4to6 DDos Attack÷X
Y å r ø Sensor TC1g� Server A3 U Ø } ¯ D Y
� � Y �H�C� �e f gh x y Mò e DDoS 
Attack�(4) S T U " DDoS Attack÷XY C Sensor 
TC1g� Server A30 Sensor TN1g� Server B1
� å r ø D Y �� Y �H�C� �e f ghg x y

ò e � �� 
\Ä�IPv6 Security Center"e f þ ä �e f

þ ä Ö × x y ºSensor"IPv6  �� 9 4 x y º

Sensor"��e f + Ç H x y MPriority��>
PriorityXY Ü ñ � � � ~ � ¦ ù� a ��4 �
���Priority�4"à y �DDoS Attack��²�IPv6 
Security Center � { �C@e f "SensorAB� �
Ò ���� ª ( T U � M�DDoS Attack�"à y �
S T U " � �� � × , { [ ÀÅ 1�� P ø
Priority5��µ@� à �¦ ù V W �% X s _ u /
4 ' * 6 _ � 9 4 { x y Sensor@ e ø � �"¦
ù� o | Sensor  ¯ ) *� « Y �t Z Ä" � [ �
�{  ¯ S T U "DDoS Attack�"{ x y Mò ø S
T U DDoS Attack"Sensor « Y � 
    áXY ,xz { Ü y ,�:o p "IPv6 � �e
f gh} ,~ � �V å r MIPv6��2"� ��H



Ë@ å r "z { �ì ë ZIPv6 Security Center�\\ ] � / � � � � � 

 
����4 A6NSOC� � � � �� � � � �� � � � �� � � � �  

  
5. Conclusion 

:o p @� ��G9�Ò Ó � IPv6��2��
��F G �H\Agentab �N O"Z [ _ ·@  ̧

Mn ���o p " ^ Ç Ì ÐÜ �C ! E T U ��

²�Û < _ \D E R S T U ��IPv6 Network � �
� ì � q ª ABZ [ ¸ ��µ f �C� � ��

²��CÌ În ` a �P � ���XY �� �IPv6 
Wireless NetworkABF G 0b l �Ë5 º ~ i j �
�o p 2�:o p � � i j Alert Filtering�Alert 
correlation k l ¸ Intelligent Agents��\6 _ D Y
à é Ì �/ � Alert�%& � ��Þ �Alert ì � IPv6
� �e f gh�\ ¬ s _ u ~ � �V � c d ºT "

��� �� , � 

:o p �K L $   Ã #e ^ E �ÄÒ K L � v

Ë f b « Å\�� Ð g "Profilek l AB Ó � Alert
� Ë Ì �%� o p > ð �~ | � 

Acknowledgement 

:;7 8 h i NICI IPv6 R&D ù� [ þ 0
TWISC@NCKU(NSC 94-3114-P-006-001-Y) � ;
���� I,xñ\ j ¬ AB� 

� � � �� � � �� � � �� � � �  
[1]  Aglet,http://www.trl.ibm.com/aglets/. 
[2]  A.Valdes, K. Skinner, “Probabilistic Alert 

Correlation”, RAID 2001 
[3]  Benjamin Tseng, Chi-Yuan Chen, Chi Sung Laih, 

"Design and Implementation of an IPv6-enabled 
Intrusion Detection System (6IDS)," Proceedings 
of 2004 International Computer Symposium 
(ICS 2004), Taiwan, Dec. 2004. 

[4]  Ching Feng Wang, Chi-Yuan Chen, Benjamin 
Tseng, Chi Sung Laih, "Detecting 4to6 DDoS 
Attacks on IPv6Network by Misuse Detection 
Technology," TANET 2004(Taiwan Area 
Network Conference 2004), 10/2004 

[5]  Frédéric Cuppens, Alexandre Miège, “Alert 
Correlation in a CooperativeIntrusion Detection 

Framework ”, IEEE Symposium on Research in 
Security and Privacy2002 , 2002. 

[6]  HoneynetkProject�http://project.honeynet.org. 

[7]  Joseph P. Bigus, Jennifer Bigus, Joe Bigus 
"Constructing Intelligent Agents Using Java: 
Professional Developer's Guide, 2nd Edition", 
Wiley,2001. 

[8]  M. Wooldridge, "Introduction to MultiAgent 
Systems", John Wiley&Sons,2002. 

[9]  P. Savola, C. Patel, Security Considerations for 
6to4, RFC 3964, Network Working Group, 
December 2004. 

[10]  Peng Ning, Douglas S. Reeves, Yun Cui, 
“Correlating Alerts Using Prerequisites of 
Intrusions”, Technical Report, TR-2001-13, 
North Carolina State University, Department of 
Computer Science, December 2001. 

[11] Sunu Mathew, Chintan Shah, Shambhu J. 
Upadhyaya: An Alert Fusion Framework for 
Situation Awareness of Coordinated Multistage 
Attacks. Third IEEE International Workshop on 
Information Assurance  IWIA 2005: 95-10 

[12] Vijayanand Bharadwaj, Y. V. Ramana Reddy, 
Kankanahalli Srinivas, Sumitra Reddy, Sentil 
Selliah, Jinqiao Yu: Evaluating Adaptability in 
Frameworks that Support Morphing 
Collaboration Patterns. WETICE 2004: 186-191 

[13] Zheng-Ying Lin, Yong-Ming Huang, Chi Yuan 
Chen, Benjamin Tseng, “Detection and 
Prevention of DDoS Attack over Wireless IPv6 
Network”, TANET 2005(Taiwan Area Network 
Conference 2005), 10/2005. 

[14] l m , n o �, p q r , s � t , n u v , w x y ,z 
{ | , } ~ � , “IPv6 ��� �¡í � ”, i � n
� n 	 � � N O� l F l { ,05/2006 

[15] � 5 � , s � � , s ñ � , "��� _ `  Network 
Agents", � � �  § k � E � - ¢ £ ,2006. 

 

 


