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/* This is the hook function itself */
unsigned int hook_func(
unsigned int hooknum, struct sk_buff **skb,
const struct net_device *in, const struct net_device
*out,
int (*okfn)(struct sk_buff *)) {
return NF_DROP; /* Drop ALL packets */
}
/* Initialisation routine */
int init_module(){
/* Fill in our hook structure */
nfho.hook = hook_func; /* Handler function */
nfho.hooknum = NF_IP_PRE_ROUTING;
* First hook for IPv4 */
nfho.pf = PF_INET;
nfho.priority = NF_IP_PRI_FIRST;
/* Make our function first */
nf_register_hook(&nfho);
return O;
}
* Cleanup routine */
void cleanup_module(){

nf_unregister_hook(&nfho);

}
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System Parameter Parameter Content
System Name Project Firewall Server
Management Port IP 140.126.130.53
.Management Gateway  |140.126.130 234
Frrewall Status Actwe

Miror Stats Lctwe

Software Version Tntranet Securtty w5
Software Designer Vou-Sin Yang RO.C
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Firewall Logs Miror Logs.

Jan 14 22:33.37 Mirror packet send from 140126130053 t0 59.115.228. 135 interface=ethd direction=0TT
Jan 14 223337 Mirror packet send from 140126130053 to 59.115.228.135 interface=ethd direction=0TT
Tan 14 22:33:37 Mirror packet recy from 55115228135 to 140.126.130.53 mterface=cth4 direction=IT
Tan 14 22:33:37 Mirror packet recy from 55.115.228.135 to 140.126.130.53 mterface=cth4 direction=IT
Tan 14 22:33:37 Mirror packet send from 140.126.130.53 to 59.115.228.135 interface=ethd direction=0TT
Tan 14 22:33:38 Mirror packet recv from 140.126.130.46 to 140.126.255.255 interface=eth4 direction=IIT
Jan 14 223338 Mirror packet recv from 140.126.130.46 to 140.126.255.255 mterface=ethd direchon=I1
Jan 14 223338 Mirror packet recy from 140.126.130.46 to 140.126.255.255 mterface=ethd direchon=I1T
Jan 14 223338 Mirror packet recy from 59.115.228.135 to 140,126, 130053 interface=eth4 direction=IIT

Bl 8 ~ Mirror #t# e log
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Firewall Logs A” Packets

4 2233:37 accept packet recv from 58 115.228 135 sport 1108 to 140.126.130.53 dport 80
4 2233:37 accept packet recv from 58 115,228 135 sport 1108 to 140.126.130.53 dport 80
4 22:33:37 accept packet recv from 140.126.130.46 sport 137 to 140.126.255.255 dport 137
4 2233:37 accept packet send from 140.126.130.53 sport 80 to 59.115.228.133 dport 1108
4223337 accept packet send from 140.126.130.53 sport B0 to 59.115.228.135 dport 1108
4 22.33:37 accept packet send from 140.126.130.53 sport 80 to 59.115.228.135 dport 1108

Tan
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Firewall Logs: | Dropped Packets Clear Logs

Tan 14 22:34:52 drop packet send from 192.168.0.254 sport 2048 to 192.168.0.254 dport 63217
Tan 14 22:34:53 drop packet send from 192.168.0.254 sport 2048 to 192.168.0.254 dport 51122
Tan 14 22:34:54 drop packet send from 192.168.0.254 sport 2048 to 192.168.0.254 dport 43049
Tan 14 22:35:56 drop packet recy from 140.126 21 8 sport 2048 to 140 126 130.53 dport 50365
Tan 14 22:35:57 drop packet recy from 140,126 21.8 sport 2048 to 140.126.130.53 dport 59835
Tan 14 22:35:58 drop packet recy Fom 140.126.21 8 sport 2048 to 140.126.130.53 dport 21178
Tan 14 22:35:59 drop packet recy Fom 140.126.21 8 sport 2048 to 140.126.130.53 dport 41638

B 10 ~ Firewall #-%2F # 4+ ¢ Log

H e d Ko @ RALTI5F 52 B F AN PR
PG A SR - B L ] E
A ENE IR N F LY Rk B F IR D
G e S LI
T T AR AT ¢ - SR e e LA
iﬂ%ﬂ%UEﬁﬁfﬁiﬁﬁﬁﬁgﬁ%ﬁ??
FEFERNRE A hR T o

KA e kg R z{‘g/w\i‘p”ﬁw;,; z

chkernel b od 3t e EiERE TG B 3 BB R AL
# 3] 2.6 errkernel o »
= iptables = target & > /& F]E_F] i iptables §¥
Netfilter £ - #%4p & > & % iptables + »c3 ¢
ool (R 4 F & Linux § A ki
GERRAER B3 SRS Y T

expression st ¥ty intk A s { B ed L HHate o

# 3% 4 BB mirror che i B

sz regular

542t

[1] Rocky K. C. Chang. “Defending against
flooding-based distributed denial-of-service attacks,”
IEEE Communication Magazine, October 2002, pp.
42-51.

[2] Harald Welte, Jozsef Kadlecsik, Martin Josefsson,
Patrick McHardy, and Yasuyuki Kozakai, The
software of the packet filtering framework inside the
Linux 2.4.x and 2.6.x kernel series.

http://Aww.iptables.org/index.html

[3] http://linux-net.osdl.org/index.php/Bridge.
[4]http://www.iptables.org/projects/iptables/index.ht

ml



