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Improving Service Stability for Event Sourcing and

CQRS Architecture

Abstract

As the Cloud computing raise rapidly, distributed system gradually attach great importance to
a lot of software engineers around the world. Having a great range of complex business’s logic
system and services become enterprise’s new normal condition. With the universal of container
technology, the new wave of unprecedented revolution has spread into all kinds of software
deployments and software managements. The appearance of Kubernetes and Docker platforms
makes Microservice pattern have the chance to implement in enterprise’s business system. The
design concept of Microservice pattern not only can reduce the coupling between service and
service but also can allow user to develop system in multi-platform environment. In the
traditional method for data access(CRUD), when a lot of users’ update data simultaneously, this
will often cause single failure and low performance. Using Command Query Responsibility
Segregation(CQRS) and Event Sourcing can enhance the scalability of system in software level.
However, these mechanisms in infrastructure aspect still lack of complete failure detection and
failure recovery. Additionally, when facing a huge amount of users update the database at the
same time, will also encounter consistency problem. This essay will adopt the pattern of
CQRS/Event Sourcing Architecture to design a complete failure detection and automatic failure
recovery, this also can solve the problem of data access in parallel. We verify the availability of

this system through implementation and data analysis.

Keyword : Failure Recovery ~ Failure Detection ~ CQRS ~ Event Sourcing
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TR RN EAFERNAT N6 ARt E o Y - L X ¥R e

\

FEREPFTEF SR ERBY AN BERGET > 72 % TR&EFET 8T
CPU % o Circuit Breaker » ¥ 3 & * A25% W P45 3F AT @ f34 o 4% ot B4
CEFBIIRAEF B ﬁi;\f gEREITGLRY o

Circuit Breaker ch* 2 22 £ 388558 7 oo £33 W ¢ AFFH ITE § 2 hfFiRT
BT A2 £38 T % o @ Circuit Breaker B E_¢ I F B * #2341 (7 137 i € & JT
EE o BF AT B LA BHEY 0 54 Circuit Breaker @ * & &5 %ov

* it ¥ o Circuit Breaker § ™ = fé#5¢:

Closed

Succcess entry Failure happened

Request failed

Half Open

< \ J

Timeout duration reached v

B 3 : Circuit Breaker fi;% 7 3% & i

— ~ Closed Mode : Circuit Breaker ¢ { #7# T4 pri-#ic > 4ok (FEef el 7 &
# % > Circuit Breaker ﬁ.%g HAv b3l e e % BiTend pedk® o Ag B
BFp chdp LR & 0 B Circuit Breaker ¢ #3% 3 open mode - * < Circuit
Breaker ¢ fcd-id pr3tpF R 0§ 2t 3P B iE ¥ B o Circuit Breaker ¢ % »+ Half-
openmode ° W pEPE Rt b HIE A PFRE S T R S A prenfi AT AR

Y R T I AR
_10_
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- ~OpenMode : kp % A28 cn® K g = T L pr o LB w b RITERY A2

FA

= ~Half-openMode: o3F sk p g* 485807 "U& REcg o 4ok gt & K
PRl g R A R ERL preangsire x> @ 2 Circuit Breaker #-¢ 7 4%
= Close i (4 pe3 8 E € £3%) 4% 7 =& $4 pc > Circuit Breaker
,I;g.;,g“@g;_mé» B Fpt R R S open sk i o T E ATECE QI PEIE R R

B ohsd {5 PEREA g 4 R o Half-openmode § 43t 1 b 4 RORARPE R

-

x

RANILE S B R AR AT A E T VDE RE > E IR AR 0 (L

é{ﬂ)}%’ }ﬁ:fﬂf‘?"l‘j&mllt‘g :’\'Fp‘jz'é\ﬂ*-ﬂj(i?io

Success count

Failure threshold
threshold reached

reached

Timeout timer
expired

Operation failed

Bl 4 : Circuit Breaker & #8485 & IR
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2.4 Message-Oriented Middleware(MOM)

4 E ¢ 4 3088 (Message-Oriented Middleware, MOM)E_" /i fic48 7 &% & R
SAEEA Lt A A AT AL AT o n 2 H B 50 4 b A
% I 2 Etet > MOM 4 * £:4748 & (Loosely Coupled)H-2)2k 2+ » 5B 2Lk 9 4
W o 3 R G b k2 T AE S B o 4 B bR ok o blde
Publish/Subscribe Pattern £ — ¥ 12 #— 3 4 > T pFE L F 4 THF ¥

SRy 0 BT R ﬁig?l ¥ (High Throughput)#2 i< 2£ ¥& (Low Latency) =g *

G @SB R Z AR ed L BEEE (FRERL 2R
Jo e BE DA 4 end ey 3. 4 E e ¢ A i 48 ( Message-Oriented Middleware,
MOM ): ¥ 3t & i i3 45 4 o BE B 38 (FinfRde ™ “rhcidt» B2 & 86 | § &2 MOM
FEAE e BN a Be S e g Al ¢ B B s R iou o @
FHEL g K A BiE T MOM » & B8R € & MOM 4 qcFl3 & - @ MOM #-
FEMALY BRI B AL TR R E PR L B R e

B LaEE S PTG B PER AR

MOM g = ehfF d a3 B iR t& g2 B> ¥ 3 F R BT P> 54
TG ATRHE RS 3 TR MOM w i it- B Lo
BEA B FRI R REE LA AB LT gk
&if B3] MOM #73% i eid 303 3 Bﬁk? 3R T By @ﬁ%] eI € 2 i
EHEARE IS SRME B - S R ARRALLATEATERE T §
PET - 2 HEE (T 3t MOM Y g 2R AN BN L BB R
EREFRER S8BT ST L gy AN L BERNY A8 IR

B (Publish-Subscribe ) fi-5¢ 5 4 o
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Sub/pub ;¢ -

% sub/pub ;8T o i i¥ & B 5 publisher 0 @ T E LA T E S
subscriber» MOM # ik il 3 i 5 3 38 ( Topic )’ i i% & gL#3n 4 pub I topic ! »
ol o Bl R B 4B o0 topic ©

Sub/pub #3¢ publisher # * Push #i-5% » ¥ & topic + 7 #73t i > subscriber #-

!

B P RRL 0 3L W PF o subseriber 7 - %€ A A R - TE AR A
PO LA ARG S PR L R A G AR Y Y PRI PRIEL T DR
4 FeAS I Sub/pub fiE50 i (7L > B L & (hp it A F & MOM i <
8 & 14 o

Subscriber

Publisher -

Topic !;
$ — )

D NI
| =ik
{ b

§ ¢ :

B 5 : Sub/pub H-3¢
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2.5 Raft i & /2

FLP 7 ¥ i 1@ 8 d Fischer > Lynch {- Patterson = i=# & 72t 1985 & 3 4

AHEO] PRSP FEP T A- BV LELRY > 2 A LFSRELA % (- B

B)ado it bR A Y > G| F A BE URA- REFEDEBRE
S B S U E E TR Sl R o A TR

i bl kSR EE R LR TR G g S R e L AL p A

Fesk B RY AL AT 0 4 ¢ J5 PaxossRaft ¥ E i S E ik b EARE T E S L

5

L,
i‘i&:

kL,
‘\tt
—;;5
)
&
T
r
o
/F«]r

W AT ARSRE Y BN RARS IR S T
ﬁﬁﬁ&’ﬁlﬁﬁﬁiﬁﬁé’ﬁi—£$iﬁﬂ’3%iﬁﬁﬁﬁﬁf’%

IV N A MARN o 4 F g1 54 91 CAP RIZ[10] -

CAP R [0l & 3P T Adri s vmg iz FdL- R
(Consistency ) ~ ¥ * & (Availability) =~ % % X 1% (Partition) &= B4 »
SRR Y AR RSB HI BFEOT A E T ka G DT R E2

T E RGP 4R 6
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[ Consistency \
All clients see same view of

| data ,even right after update

B ordelete
///'/ EK\
CA < CP

7
/

/’/ \

!“J \ \
[ Availability | Partition-Tolerance \
" All clients can find a replica of AP | The system continues to work |
| data ,even in case of partial | as expected ,eventin presence |

\ node failures \ /' of partial network failure
\

1. - & (Consistency) @ Zfr ¥ & LR+ 00 75 Bl A4k G
TEAHBISENEE ) B R

2. # & (Availability) @ &4 (1% Re&BE) i CIRER P A $HE (T
FRE

3. A% F LM (Partition) : kst T g A REHR (A5 5B e
NS RfeTR) o WL Bl B2 B EEETRR 8 Sk

4

PR BRI el § PR o

&

B CAP TIZ3nd ? » A48 A s f Rl REZ AR ad o f

(s

ClERBEARAFE O R AARERE - RPEV PRI AT - T 5
LB REE > Bl 3 B2 ¢ S B aFiha 3 v (JRET H ) o 4

IS

CF R LSBT G o RS R R o d 3 A U PRI R AR

<

PR SRR T TR KA AT UER B L AL S HPRIE F ALY RRF AT

A

ﬁ% T REE o, b % i&v ub%‘*}ﬁ—“ ®ME (A gﬁi’?'zgé’ﬁl—éﬁ) » AR )I}K%

HHF * M o H_Event Sourcing/CQRS ek -2 A 32 33 1b — L » ¥ 10 u3F
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BATR A P B I - R0 FEEE- BEEFS FTREA TR IR

EEWHEFRN L FFE-RFH o a u’z'\‘{Paxos~Raﬂﬁﬂiﬁé'i;‘éf]&{iiﬂ?%'ri, B

EZYP PR G AF - LAZREVERSRDOE T by LS SR
LA > e BV 0 AT & Bhenig - R o

HBFEZAB RSN AT - BREHEY S BELRELRE B
GERARASEAR e el o blAet B S Rk Y R R B H - B Leader % f
“?*ﬁﬁ%ﬁ&ﬁé—%Lw%w?mzﬁmer?ﬁg%ﬁsmwmn
FEHRD-REFE Lo m BB RE-RI- 272 FHEDERFEF RIS

BLY g A P/ Rt UEEEF

Raft ;% & ;2 .4 Diego.O and John.O &7 = ¢ & i % & ey orih ) ken
- 24 Paxos #7A MR g EE 0 L BF B2 Paxos 2t g * hd & R
FoBEFIG T SR E R BT fEDARF BB G R TR
dABNEEF S R TR A B S A EINFERF ALY F R A Y

Raft t3k3-pFen- Bio g L4l » &7 k¥ g 35m i 2 M Raft £dri

AEGU AR RSB LEFET IR - R

AF aRaft ngE#EY 2 PR d T BEIBES T URELA BEEELPT D
S i & BLERA-¢ = fask i leader ~follower - candidate i ¥ it T R § G -

# leader H s 4 ﬂF’E—&L follower -

e Follower : ## %2 % p leader 2 candidate ZEL
e Leader: f § 7} client ¢ request - i 4F @4y 4 3| follower ¢
* Candidate : follower 7 3.;2 3 leader- 3k — %L # timeout *» 4% = candidate

o5 B & 37 leader -

a

BT % gt LB g ¢ 7 02 Arig Followers F 4Tk p leader s34 v E &%
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Yz 3] Follower 7} ¢ #& % Candidate wE B #5780 & > & {2 % & Candidate % 7|

v et 5 pEB - 2 5 AT Leader o

times out,
startsup  times out, new election
starts election

receives votes from
majority of servers

Follower Candidate

discovers current

discovers server
leader or new term

with higher term

B 7 & EARM B[]
Raft ;% & /% ¢ #-pF > 2] & v & Be(terms) » % - Bw & N 2 F- caug &>

,T* F_ candidate 2 #t:Z leader huE A2 > 4-%k X FE N leader & v B|EF B & B

S Fie- Bw £ B(terms); 4otk E B A RO PR friTaow £ B FlF A & L leadere

term 1 term 2 13 term 4

4 4

- >
\1 \ [ . terms
election normal no emerging

operation leader

B8 : & Fi[11]
v & (terms) » £ §_— ll?ﬁ.i‘%ﬁi:m v XE"AWP HREFERPEL 0 - 5

T A BTRARD Y B E b SR o FAG A SRR Y &
g,:,wfug!\;x Fop 2 enFRER > LR L RTE L v &8 B4oi R & e leader
oy BT 0 H o & BRYEE 1 AT0 leader B € EF| T - Bw & B0 R & ehleader

WS IRA ¢ e & dicR 2t 2 i e Follower 48 i# & /| ’Efﬁfkg;ﬁv%%“
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Follower 4% & BLAz P fps » FRw S8t g e ] > PIR A REY > #-8

Raft #-¢ i%iF heartbeats * ff % leader 3£ # - § leader i F P > ¢ B F TP

B pogf o $74272 3 log e AppendEntries RPCs 77 heartbeats » 4% follower 42 i
election timeout {5 B2 % JcF| % i leader ¢ heartbeats » B § 7 4%t » i #1¥
£ o Follower € #3307 hw £ fiche - (S % 5 candidate ¥ ¢ & fp - R R 2
# Follower i% i RequestVote L & ¥ & » &8 3| T = fa /% candidate 1 § i<

TR

1. wWFER
2. His &8k L leader

3. Riw/- TEFERY 'Sus > 41 leader

4% candidate £ T i8 £ Followers s #ic » H #- % #7¢0 leader » @ & —
# Follower flr— Bw £ #c? F ¢ L L5 d A 7] 070 i Candidate » 3% =
T REEERE RS 4 5 4o% Candidate 2 5 leader b BB 4o i
heartbeats °

4r% candidate F#Fx4z 3| heartbeats(AppendEntries) » Bl % £ p v e 535 7 #
# leader & # i p¥ candidate € 2 V3w Sl F AW S ATV p Law &

Bl % 2 Follower > & 2. B] 4 “24% candidate o

FAARE - RN R E D R o timeout {8 B 4o T - #hATAHE B Raft
wE 2 € B - TP N LS timeout (150-300ms) ¢ #F 4. #7F <h Follower e

PFiE o~ 3E PP EL > iR svid leader ehdEiE o
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26 MY

¥ 1T E R HCPRFE (Microservice) 2E Hp by 2 )25 5 oAp B 2 EHER SR ALY iR
br FIEAR > B¢ CQRS ZEH# 1 B FEffnFal GEB) 3 - R B g
rENE AL RE G R A R A R R F B g R AR L 4 oo A CQRS R A -
BRIFEL HEMFIR S ZREPH LAk o

A& K3t CQRS {- EventSourcing sp M AT 7 ~ R¥ A 573 5> — 5
Wb ST A AR A B Y E 0 29 0 Long [3] B CRUD ferk
e boehe AR poF AR A Bidity CRUD o $< & TP &5 2=
i € A 4 B BLA skfrokii A BBV AT 0 A CQRS ¥ 11 okA ik By end el
BHI v H PR AT L EE 0 & Miciel Overeem % 4 [12]+ & & &
¢ * Event Sourcing %1 event P¥id ¥ ¢ ™ schema-less data =17 ;% 575 > otk
g AR LERE R AT G 5 BT K 2 o 8 T A

FROUBEE RN e F T DT HRRBRR ELAT B4
Event-sourced Systems ® I L F — &k Sitensca # Rz * kiTRH ko @
Dominik Meiiner % 4 [13]3% 15 = = # 0™ 2 565 (Methodology)+# 3 3+ # +%
Boe enA Hit k Sen® * 4 o Jedrzej Rybicki[14]0] 5.8 # % * Kafka & 7§ i
F %53 @ * Event Sourcing {6 ¥ 117 P P EAR 1 S fodF e ¥ Z 25 A9 A5
¥ R&* > H¢ 2 Han £ Choi[15]%f # Event Sourcing & * V2X FiEEEE
vt oK BT B eI & 5G pOE B ahBel o BB R Rk
G RIS LB EWEEY 2 NEFTREY LG 2% > A Zhong X
% [16]#- Event Sourcing/CQRS /& * £ % ki 5fms » Ak 7+ 7 g il
S St el ‘ﬁ T Event Sourcing/CQRS k kteiic ¢ 7 & + 2 CRUD - ﬁk p
ot ar s T2 5 - CQRS & Event Sourcing 945 3% 1 jBl(Failure Detection)£? p

F v g % 4 (Failure recovery) si4p B 5 jis~> § % & » » X F 4 % Event
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Sourcing/CQRS 7% 3 3= 1 4p B A 59 4% B % SR T enid > Bl b ansat
A YK A - £ 3 % Event Sourcing/CQRS % SifE 2 AR & - @ B F 4y

fg‘% \ﬁﬁjl\?ﬂﬁ&#ulo

-20-

DOI:10.6814/NCCU202101070



A
»

AR - R R BRIEIMT] TR A AP Lt B NT R
JORRT R N H - 2 kR A2 5 FIH - £ okd i A # i enA $Y AT 13,
#:4 Event Sourcing &t 563 3 ¢ ¥ i ML £ o w0 F 2 B AR ]
L R S S S

AEERES N B ¥ pEg T AT RS L] 8§ R
A TR R i PRIETR B T 230~ 2 (component) ' B H 34 iy 0 42 B¢
Kool fRA-R A Ta T B¢ N TR A o 2 H - LR RE P 2k 3
2RPAE 0 Sl R Tk Su(WatchDog) & i R4 # ¢ 3% £ 44841 < 43 &
€ it deie f2A-R LS 1B % FH - & 3xm oid o %mé}q’g‘(} JOELE R M K]

PR B TR 3R A A 5 A RS

108

o 33 w2 Circuit Breaker 3% 3+ L 201 2

S B ® kMo 4.4 P F doitdeie fEARR A = izfik“,f Event Sourcing % (v % #

"

=

fe IR L 2T o A0 & 3P &R i Event Sourcing 4 ¢ # R b Ry
}%%"I @’LLEK?VW}?/“I BT g LEEHF AL o ﬁxw" EFE' g 1—‘974’5(11'

L
BE AP WA TR AP AT E T RS 0 B B B4R A STIRAE o

3.0 % SR

¥ ¢ % #rPR 4% (Event-Driven Microservices)[17]¢7: & & ¥ 3% & B pR1%
A E S EE R RSP L i 8 R SRR T enig &
oo ® BRAE P FEF 2T Ad A ®(h Service § ¥ AmfE L &
component)e AFF 7 H#-€ F 1T— BRERPR T 5 T 5 RIAER S # 2 F Event
Sourcing/CQRS &7k 3+ 1872 » B I 48 4 * Javascript ™4 Nodejs 5 1 & B 3
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ThRHL % * > Message broker * & § i * 4p $+4% < Mosquitto » # & Service 3% §
¢ = — 1 1 = container ##E LM RIF IR T hig ¥ H-F > & B Service 1§
API(# 4z & )fr Event(3u L #25%)e03)58 3 4p @i & > & 1 container & ¥ * &

8PN L FER AL S e O 4R 7

Circuit breaker

Service A(encapsulate in docker)

Massage ¢——send command / \
Send command borker — B
e Watch Dog
Service
Client respond event Execute event

Send command and event

Apply Service

] L 9

Query store

[ Event Listener I modfly database

Service B(encapsulate in docker)

/ )

Service Watch Dog
—

Apply Service
Query store

9 : &4 CQRS/Event Sourcing =73k 3+ % 1 ]

.
Listen event

Process

Recovery service

R
Event Store | For retroactive

3.1.1 ke #

o A= ¥ PRF%(Process Service): d 3t g # % (client)#7 ™ i3 224y 4 (command)
F2ER F N o L0 g #-i5e command % :i% I A4 event-based )% st
3P lfﬁ}u\’» ’f i% 18 Process Service ## command # i = 4§ # i event
object °

o H {7F #PRI+(Apply Service) : f&_Process service § * JT¥|revent & A 7

M i5 0 Apply service (3 it ﬁ%,{:tz-lgg_‘; ¢ mA 4 dhevent FEH (7o ikt
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T|$ 17 event % ¢ & p: T] Query store § ¢ > event b pFy € ARRIE L &
FH TR

* 7 Mig(WatchDog) © * & E 9775 PRik(service) £ 7 % 4 45 3F2 A m 2 &

7 ek fi > B 248 I 4% 3¥(failure) ,T*u € B Fx € fxw 4R 8 4 (failure recovery)
B R R R TRGT 0 a R FE Tffl)]%c 7z % % 0 race
condition i&3RA #-5 B 441 hE & ¢ FmfRE o

* %78 BPRF+(Circuit Breaker): § service ® £ ¥ ¥_Process service & &_Apply
service ¥ IR failure PF* KETPFE rdszd > A & P o0 5 0 B2 BT AR
A B GF T a § 4 prenit ¥ > Circuit Breaker ¢ #7p %73 client # & i
Kk ehcommand > ¥ ¥ F Er £ 47 E ;Ep B 1 #PRIE > B £ command i 5
¥ 42 41 Circuit Breaker #7#¢ ‘K X en#ic & o %hzi e client & koo S IR 4R

* A3 T E(Query Store) © ki3 P a service i A F R o A client iF
command 5 % P %t PR AR &

B g TR Y - BN Service # iy A KB Fw R R oz 2 gL

TR o

e I 2 F FPR#(Event Listener) : f pRA% 0% o0 % K2 BT ILATTF 4 SiT A
4 0% (& % command,apply event,process event,etc) ¥ %73 3 Event Store §
.

* ¥ FH E(Eventstore) : i3 A7 event FEAER TR EIRA o TG D
JRAr TR S ES THREEFYRER -

*  Recovery Service:fx * w j## 41| pF §T 24 Service :B it 2 P o $ #7450 Query store
ko AR ¢ R FooRI% 3 Eventstore § ¢ R TR R I BATK

A~ o
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3.1.2 Service # & Watch Dog

- & Service § ¥ #-§ & Zw BB AN W= B REIERMIRIEE P

% p service fp ext iy 0 A Service M-  HERA KA LA LA F P 2 Rop R
Eolde T H A B A R T R EF A o BS - 1 WatchDog 7
AAFFTE ORI R 20 A3 S0 2 v R bl 4t & Rl42%-¢
iy

Service

Process
Senvice

Apply Service

B 10 : Service P 87k & i (Fogg~ 4]k senp ¥ :548)

1345 Chris Richardson ## F i¥[1]® eh% =~ F ¢ £ 72 TS
NG e A8 1 E M k[Ed7 7 fe(Object-Relational impedance
mismatch) 2. 4 Z i & 3e4# i 3. 3 7 #cdp i (audit logging) pF % 5 1145 4.
BALF A GET & ST 3 L 4% publishdomain event o F i e i 4% 8L3% 3§ Event
Sourcing 73K 3+ ¥ 12 24> @ Event Sourcing 7§ ,i&{it*v? #-client #77F &
e command # 3 = event AN F P R FEF AT S 3.2 ¢ ¢ ’F’K*ﬁ AR

Event Sourcing =g %t -

Process service # i & ¢ it i\%%'-\#%hf% * & (client)#r ™ & command 4p 4
(Gldes + gtE » 2 5 > 5 20 Pt 2)# 3 2 event - Apply Service x4 ax
ijfc{ﬁfpﬁ event ¥ ¥ # {7 event > ¥ 3 E & id 3§ Apply Service s event 4 £ 2
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A B~ 3 {7 evente 7§ &_Process Service £ _Apply Service E_F = 7 4
7 e 2 417 event(ProcessEvent, ApplyEvent) - iz & event #- ¢ 3&

Service s34 7,k % ¥ oF B34 7 Apply Service fFx 4 <« il ¢ 18 1) F] LR A
BATi F e B bR o iR 4 (B 440§ Emtih) ) 4T Shevent k-

A Event Listener & Z ¥ 4 &% 3 . EventStore #2 (% 4.1.3 ¢ ¢ F g H
g

i)

Query store &% ki3 ¥ T AR A ndicdp e o d A4 eh Service W i & B
B EE o stk Fﬁuj* € @I & Fr B F &L eh- R (consistency) i 4% » FLP 7
¥ it 72 (FLP impossibility)[9]3-mzE M 7 3% /1§ B > 2Bl A 25 9k A
GAE A TR B R hE AR E 2 0 5iEY CAP RIL[10]2 B stk s ce
& £ (Consistency ) ~ ¥ * £ (Availability ) ~ & % % %1% (Partition) g § B
# o m HIBHR O LA 7 AT BB ¥ - R (Eventual consistency) s 3¢k
gEATALE che R AR eiEtEs €674 125 AR R (R 431
® g #Emidie) o Query store 1 & Rk i * H (client) &9 # * > Fi6 CQRS
K 3T g A i B~ (Command) ~ 3f B~ (Query) > F pxEF A H - 4 2xo i

)’l; i% #* 1@)\ %’J—’( ,f ‘{,L"é I*;&mﬁ V{/’? 4 o

3.1.3 Event Listener, Event Store, = Recovery Service %

4 N

[ Event Listener ]

Recovery
sernvice

Event Store

/
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@ 11 : Event Listener ~ Event Store ~ Recovery Service p $8 £ & = £

Event Listener /2 %2 Event Store 174 iy 2% cnfi 5 » — B § § ZE 75 event — B
f 7 75 event vt fi g | eE_Recovery Service 1 & § & B 5 iy o

H

S

BE g s Mg A B AE

=t
H - fF e
3 % KB » endrop event #3745 e event £ 37 w Process Service 0 i&
=L

Main Dog ™ Z 4% 4 (4.4.2)5 1 » H =
L 44 Query store & F N4 ETEFIZ L

& T Hp
d ** event store HF ALAR G AR w
TRl T E A 4 A - KPR RLH-€ 12 event store FTW RN AL S o
3.1.4 CQRS & 1 /x 2 f2 3%

%,

B
SN

L S pEL- AT i SR L

FFNA § P fa R A B CQRS |

it § iz 4 et
G 3 45 SEP A 7 T o
Client %

1 4 ®:i#¥ Command mode

Service A
cB Message le. B
Send command

borker R
Client

ent Process
e Service
7
~ 3.1 Apply Event
1.2 Listen client command

Watch Dog

2.2 Send event to Apply Service
. 3.3 Listen ApplyEvent
-Listen Process Eveht
/
~

Apply Service
Event Listener

Store to ES .
3.2 Modify Cache DB
P
Event
store

@B 12 : Client #:i¥ command 3t 4

CQRS #7334 3 N f % g ,T}u{ﬂi— Command fv Query % 38 7 ¢ & {7 A
2 :

o B AR T & § i ¥ "ﬂ’“z%j‘i Fog @ % Query &8 chrt i 0 T RE

AP EFT AL R LS BT i E* & Command

> e

= 1RO By
F RS A AR R Command R ke e 31 7
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% ¥F Client #7 i efr command 45 £ &3 ¢ 5§ Circuit Breaker (4.3.1)3 B >
Circuit Breaker %#v & chE & ¢ @ 55 J DB T ni®* 1 & F % RIFp§ k4
PLpE R H H EENILECE RS AR N iﬁk{é i Message Broker #-2 & i#:f

213 Process Service #-¢ |z 3| :}ﬂ %_Topic &3 4, » i\f e §_#-1T F| &0 command :}FI
£ &3 = event type iz B 1 i¥#-¢ 2 d Process Service f § 0 F A~ # iR S
¥ Process Service ,T}u ¢ @i% ) ProcessEvent ¥ ¥ {£3z* Event 7 = ¥ # 4 > 4p &
g A4 prang T ¢ {&3z = drop event —*Ff ¢ #4573 & Event Store § 7 > =

d Apply Service i& {7 ¢ B > B (& Apply

7 54 Process Service # :F<revent f] § 5

Service ¢ @ i% 1) ApplyEvent & ® {£2z Event @ (= 7 i@ {7 o

Client 3t % 43§ Query mode

Service A

Watch Dog

I

Process
Service

. Meszage

»CEB
Send command L borker

Client Apply Service

N

Query store

Query for data
e, A

B 13 : Client 7 Query &/
Query mode & 7 {% §j ¥ Jc 3| h Query 4p 4 ¢ E ¥ % I| Query store i * P~
Service ¥ ¥ i3 Al o gt ?#“ﬁfi{% F’“:}%f#.iafé%ﬁﬁ;aﬁmé@iéfiﬁﬂ
;91 * Query 2 F it T} ¢ * I Process Service f= Apply Service i&# B 7 /& >
* = '8 4 Service =11 iFE » R #g&%ﬁ:{fﬁ #* —‘Fk]’ 'ﬁ I T b EATER = A

E R RFEFZ R F AT ubﬂ——«rﬂquery“’fie«}L&@“*"JEventStore“’ﬁ&

)

? ?r"‘ W 5@;’;51‘. °
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3.2 # i & ¥ N E R & S (WatchDog)

3.2.1 WatchDog %1%

LA RRAT EEE NG AT PG R AR v 5 2 4 2RI
EEPERFRIT B o FRRERAFER AR RIAF SR AL
AR TR g PR i 41(WatchDog) » o § 457k $o & A1 % Raft WoFE
2R T AR LN L E o § v - chleader £ s o Bat B F| T h WatchDog

i {7 T — #i5¢0 leader selection %ﬁf PP R RafE Rt > SR H - leader 4 2xT A

s p) - R
3.2.1.1 Heartbeat %+

Heatbeat 1 & §_* &k % 4 & Service ¥ 1% # component ¥_F &_it ¥ & ¥ »
= ;2 € 4d B % component 3 i¥ heatbeat 2t & % WatchDog service P p £ £_
AL FET B* 32 REIARBNDE @,ﬁ;f] heatbeat(— 45 {Fiw ™) » ¥
WatchDog # - T PFR P 3R & K (¥ 3 % B component ¢ heatbeat it i F¥
WatchDog i]*u ¢ 2 & B 2% component X £% i component £_F E 2 G5 (e
FERL) > Fh b i > UDP chi iy § 4% > heatbeat i@ 5> 4 ¢ UDP 5 4@ ¥ 24
message broker » fizif et £ {ﬁhﬂ% message broker F] i 4 B FlA % rc kB
component B H it %5 UDP & i74rdl& €hc ¥ehz sie ¥ ¥ 2:iE5 8 ICMP
(Internet Control Message Protocol):& {7 % Service er:gt % » 7 igd ** [CMP ¥ &t ping

- 2

FZ IP 7 iy &44H IP ¢ chH @ service H|¥rA »xen i Fle &2 @iF ping 14 e

ML H B Service o
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Watch dog Process Apply Query store

|
1. heartbeat() l

|
2: heartbeat()

: M

3. heartbeat()

Y Y Y

|
|
i
!
U
i
|
|
|
|
|

Bl 14 : #75 Service ® 1 component #-§ i@ i%
heartbeat 3t 5% WatchDog (f ¥% & )

3.2.1.2 MainDog ]

% & Service ¥ %7 K*t p & &1 WatchDog » fe 8§ %@ it¢n X 5 Leader
WatchDog(f§ # : Maindog)#| ™ e7 ¥ tad& e MainDog #7% I 7 heatbeats & % &

A -

MainDog 74 3% » fg@j]kﬁﬁ ¢ % cold spare [18] &% 4 » E I iF {7 51 WatchDog
3 - B> # s  WatchDog B 2.4% 3§ e e ##85% & » @ MainDog € ™ multicast
e § %548 UDP #®i% heartbeat 3 4, » % H.4 2 MainDog % »Teis 2 30 eh
WatchDog ¢ £ if 4! - B #7074 ¥ MainDog > 1 ¥ & fx i % % »xeh MainDog > fe
R imMamDog,j* c7 ¢ £ ¥ _MainDog 7 > @ ¢ # % = - 4 WatchDog >

A sxendp B po#7F o9 WatchDog ¥ 47 & %t ¢ £ =t ¥ 1 37 Leader ## 3% =
MainDog » ™ fa3F 5 47 k sLerff 4 o AT 3 & * Raft jg & /2 § #-2 WatchDog
fend 34F 8 2 » WatchDog 2 B i ¢ @ # UDP (User Datagram Protocol) i®

s+ o His & Service f 5 Watchdog P € % 47 Service p 38 37 i f i1

3 e i B R fé‘ﬁ" BV B mqsc%]p\ » & 4_MainDog 1 & B~ X Service p
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28 \%«Fﬁﬁkglﬁﬁ?ﬁ%ﬂ 1 WatchDog &= 4p s 7L o

WatchDoqg WatchDog
¥

service B .
service G

( z
WatchDog MainDog

_

WatchDoqg

service C service A
service F
WatchDog
WatchDoqg
service D

service E

15 : Cold spare MainDog # 3§ 77 % ]
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| MainDog(Leader) | |WatchDog A(follower) | |WatchDog Bfollower) | |WatchDogC(f0IIower) | |WatchDogD(f0IIower)
I
|

I [

I [

[ [

2. Healtbeat() ! :
[

I

1 Heartbeat()

3. Heartbeat()

—Cr T

]
I
| |
I I
I I
| 4 Heartpeat()
I I
| |
I I
I I
I
|

|
I
| |
opt Mo heartbeat receive | |
ZinDog fail] change to candidate | |
I I I
| 5 ReguestVote() g | |
I I I
| T ! |
| 6. RequegtVote() g |
| I I
Vote over half candidate K—————————— |~~~ - - |
become leader T | 7. RequestVote() | |
| 1 | | jj
X ST T T T T T r————————- T ==

| & Heartbeat{)

[
I
| 9 He;’@eat

10: Heartbeat()

<<create=>

T
I
I
|
I
I
WatchDogD 1 IpCreateMessagel] |
I
I
I
I
I
I
I
|
|

D‘ 12 Heartbeat()

} T

-

Bl 16 : Supervivor WatchDog % #73% 3+ > % MainDog
I I R P A P R

3.3 H5 FlH - 4 2xd g A #F s {73t 5 7 * £ (Circuit Breaker)

AR @G FRIM Y BB TR T R TS (5 FIH - A ka2 M E e
AATRN AT R M A - e A L G W H BORIF A SpE AT X iR &

PRI B K el dd $ Clientsh 6T i endy £ ik B F g Y

oA

ho— AR T (R 2 ﬁ&{i&b’%’ﬁ e command FiFAe K E FiE Ok

feen i - g L E%E A X command L

-31-

DOI:10.6814/NCCU202101070



Wy Foae £l A w HiE RO M AT L K30 Circuit Breaker %

BT BEEHI R ERET Sk o

3.3.1 Circuit Breaker

~\
=
<
>
=
-
o
K

Circuit Breaker 31 & e p chf {8 oA AT R ARR TP A R AN

MR A P B ot ehdp £ %18 5 i & e Circuit Breaker f Cloud native system
F9 oA LML AP pattern LB £d 4t B3Nk AE P HIRGE
R R L RIS KA § X FIE BRI ehA e A B2 E T RPN

E%E KR o Netflix #7i@ * =9 Hystrix %h{; OB 4ok Suen fault-tolerant #73K 3t

(7o Az? ¥ #-¢ d Client 554 ¥ command 45 4 > 77 45 4 #8 ¢ 54
Circuit Breaker i& f# #3£ & %t Circuit Breaker #-¢ f = fAH#I5V ¢ 7 #7272 @ (7 7

Bl mip e = ¢ 5

Close mode:

Circuit Breaker Message Broker Service A Event Listener
- Client ‘ T

| 1: command() -’

|
|
1.1 Pub command() ) _!_

| |

| |

| |

| |

1.1: command process(bl |
|

1.1.1.1: apply event()

1.1.1.1.1: succeed event()

.
L |

B 17 : Close mode ;i #2[B)

Close mode Ff 3 f*73 1% ‘.fuif;rs? YUK SE TR T RN o A1 oen
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pa

command 3t 4, ¥ it ®E 3@ T Service ¥ - WF (FE L o

Open mode:

Circuit Breaker

Message Broker

Service Alfailure)

Event Listener

Client T

| 1 command1() ’Jl_

1.1 Pub command1

\

\

\

0 |
—————Pp 2 DestroyMessage() ?L\],

=<destroy==

JChange to open mode H

T
-

|
|
|

3. command2()

| <=destroy=> |
3.1: DestroyMessage(,

| | ‘Waitforhalfopenmode to test %

Openmode ¥ % siin?

¢ command 3 € At Circuit Breaker [Ei§[7 1L & cdg 4 - & @Bix o

] 18 : Open mode ;4% [
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Half-Open mode:

Circuit Brealker Message Broker Senvice A

Ewent Listener

- Client T
|
|

I
loop [3imes] 1: pub check msg()

1.1 sub check msg()

1.2: status() 1.1.1: return status()

i
|

Ilto connect service]

2. pub check msg() ==destroy==

|
|
|
|
|
|
|
) |
back to open mode %

H 2.1: DestroyMessage()
|
o L T TSP SIS

spcceed connect service]

3. pub command()

3.1. sub command()
>o

back to close mode 5
|
| |
| |
| |
I I

® 19 : Half-Open mode ;7 4% ]

% open mode #F - ELPFR(SH-€ 8 0 LRGN 0 N & poend ok
THAN S RET e CRAT I T FEF LEHGYT € Bi% check
message > § S FRARATI( M L PER-E F P o (S kSR e 2 &L
T i $gidiFs € ¢ 7 fiz2 ¢ o Circuit Breaker #-¢ £ 4f i 1% = =t check message
FEIL A BT U ¥ F (TS 2 close mode

F Rz P iz - IR AR S L E v Rl 4 pE ﬁ* ¢ 1L R

4 open mode » % T — = g B
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3.4 # ' Event Sourcing ABUBY VN MRS £ 3

3.4.1 2 % X B » =2 (Race condition problem)

B¢

*Y Ik # - R[4 (eventual consistency) b Tk ig * F B I AT A G A ATHT A

’l)\"f’k

F_k
!

~=h
7,
-
T

R R S EFERTFARER k- LFREOBER
FARY AR Bﬂ*iﬁﬁgﬂi | B P 13 s eI 38 TR AR T A i
ThEAKRE FRRAA e A
#iE 7 command #& 3% = event 9 A7 P L i e lart F;’-,T* L7 4% & B client
PR - £ R g A2 ditty read bR 2 1] 4 G dinty
read (O 2 €S RAMNTEFRIE AR > > RAEBRIED 2 IE Y
DataBase %i‘JEiﬁ%Fﬁfjﬁﬁ {F A > 2 5 xH event FliE B A& 2 7R > ﬁ* ¢
ik i 5 drop ¥ 73 I eventstore» £ £ #74F ¥ command v ¢ % % command 7

WA FT] o BB AR ] 20 5 B

Transaction A Transaction B

command A (E.al,E.a2) (E.b1,E.02)

Client A
Begin Eegin
command B read Account_A=100
Eb1 Account_A deposite 10
Store_Ver=1010

Client 8 : Eb2

read Account_A=100
Event send to apply | Account_A withdraw 15

send back as command Store_Ver=1010

COMMIT with apply dirty read

change Store_Ver=1020 | Event send to apply [#— Account_A is 110 now
Account_A=110 not 100

Store_Ver didn't match

COMMITEror 1, this will cause error
Get drop event with apply because of dirty read
and retry -
return Apply event Drop event
to Event store store to Event Store

B 20 © B b RALIY 2 IR 3 (BB
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34.2 2 % retry #+4]

P h 431 5§79 RPN LEAFAFECHELIB AR RFALFLIA S
command Fr PFE& $tp - £ FREFB o §F - L4 4 Bre TR BT RERA

i-%‘; g A 0R 4pke 0 410 % = £ command P2 icdp £ € Fl R R AT AR IR D

IS

B a4k % Zidkie & drop 0 drop event 4% Event Listener B Fo3| {8 % — PFRF § 4475
» Event Store & F* i3 drop event 733+ * > Event Listener #-¢ 4= drop Event £ #7%

¥ z

* Process £ =t & Z &7 event £ it command ¥ 17 = ¥ iF {7 > ATihevent € %

31 drop_ID eh/f 4 > B s % = commit { ¢ ApplyEvent ¢ @ I EventListener > /5

i $F {4 - Event store 42 % pr e drop event &_drop list ¥ 2 "f o

Process Apply EventListener Event store

version problem
cmd1 commit
cmd?2 fail

|
|
|
|
|

’

.7 1. cmd1 event() |
|

T 1.1: cmd1 applyEvent() pL,  1.1.1:cmd] storef)

|

|

|

|

|

|

|
2. cmd2 drop() ’ bﬁJ

|
’ﬁ

|

|

|

|

|

|

L T 3 cmd2 drop store()
|
|

| o
4 Retry dmd2()

New cmd2 |
event create -~ |
I~ . 5 New emd? avent() |
5.1 cmd2 applyEvent() ’J_
T 5.1.1: cmd2 store() |
Compare drop_ID delete --- 7 ’D
cmd2 drop event in ES

N N

;
|
|
|

_|

B 21 : Transaction retry %7 #% ]
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35 FURIZ EFETRIBF

3.5.1 Service ¥ A v & (Service A % %)

iR

Service % € % # it MainDog #& ;2 X | X p WatchDog # heartbeat 3t
& ot ¥ MainDog € i #+ i@ i¥ Query message i€ {7 = X FEILE LG W }@ﬁk ¢
Pl ER o R E ARG w f@ﬁhg TR % 4 »xen Service {6 € FTELH: FTe0

Service i&m faFF % tvent § iF (T o

| Main Dog | | Watch Dog A | | Watch Dog B | | Watch Dog C

I \
) 1. Heartbeat() )

.

2 Hear&beat()
1

|
U\ Mo respond from C B | U
| \ |
|
|
[
|
|
|
|
|
|
|
|
|
|
|
|
|
|

3. Query messagel()

\

| \

\

\

H 1
| lSt\H no respond discard C create new one b}

Vv

<<create>> |
A CreateMessage() |

MNew Watch Dog C

5. Heartbeat()

I
:

!

B 22 @ % BB Service % > 4 4 BT fh B84

A »xeR A F 3 Service ¢ cn ¢ BB i, 15 pF WatchDog ¢ 4 & i#i% 45
AL e TR S MainDog 0 51 MainDog s 16 -2 A F ac fg p (T2 4R

7R EA e BT E o
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| Watch Dog | | Process | | Apply | | Query store | | Main Dog |
I

|
2 1: Heartbeat()

| 2 Heartbeat()
|

|
|
|
|
|
Timeout Apply :
heartbeat no receive
3 Hea*beat
1
|
|
|
I
|
|
|
I
|
|

Service Apply no
respond

‘ |

’

v

4 selfdestory()

ek
destroy

4 1: DestroyMessage(),
g E <<destroy>>
2. DestroyMessage()

<<desx>
d 5: Destroyiedsage()

:
il

a period of time send
destory message
<=<create=>

H !
' |

B 23 : % 75 Service ¥ e i~ 24 3 BT R RS

_—— ]

1
:
gl

3.5.2 Service £ Ex#$+4] (Failure recovery)

Aol & ok-g £F 3t E A Service A v et AU LR AEPE & g dofe i (T
kb g Bk~ B service 4 sk § HHER k biid a H AR -
R

% Client B:zdp 4 EN{SH-¢ 5 5 B~ T command 4 %] ¥_ Event

Listener ¥ % Process Service * & 44 Service ¢ &% »tjp ¥ <7 ProcessEvent T 7
AL BYED k> & H]%7 Service £.F © S HME & LA BiE 2 1. Event Listener £
- TR PN AKX Ik P ProcessEvent. 2. Main Dog #— ZPFR PN I A4cF| &k p
Service A WatchDog 77 Heartbeats 3 55> % &+ it & B i¥ ¥ MainDog i} R b
# Service A = WatchDog > % & ¥ & » @;ﬁ*ug}f—-tfh p#dR Rsd] 0 FREE D e
Client command ¢ 4% 3¢ 5 drop °

$U P 3 Service A AT A 2R g AR B o MainDog § ER LY - BAp
¥ it i1 Service #-B~ % » & ATH Frih Service #-¢ @ i% Restart message H#-£ gz

IP %1 UDP &% % MainDog > MainDog #z3:%® (5 € Ex Service & #-¢ il v
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Recovery Service #-% j# 3 41 @ L 1 Service 7 Query store °

Ao R F e fadp £ 235 MainDog #i# recovery 7 event ¥
event £ Recovery service § i i {c | event 4 4 24 event store # P45 T w B
41 ovent © i (7w i ends o BB TR R T ARATRE A SBiET B

=

Service A X
2.4 service A restart \heartbeat restore

1.1 Send command

Message
borker Process
. Service

noeventpublisn ~C et
v Apply Service
- ™~

2.3 send restart command

Send command

‘Watch Dog

3.3 heatbeat returned
Client

al(passive)

pspond from process(initiative)

Process
Recovery Service
service

_—

Event Store

3.1 refroactive function activate

3.2 Get event to recovery
Apply Service

Service B

Query store

3.4 sent latest version with UDP

B 24 : i8 7| failure pF cn 427 & BI(2 failure % 4 % Service A 3 &)

|Messagebroker | | Senice A | | Event Listener | | Event Store | |Recover\/SeMce | | MainDog |

Client T T T
Mark cmd into drop status H
Something wrong with
Service A

1. cmd() |

‘ T

| !

1.1 pub cmd() | |

| [Timeout Unreceive |

1.2 ;Jub cmd() ’u process event |

! 2: drop cmnd() -1

{—’D 3: failure event()
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1

|
4. passive heartbeat()

T
I
I
I
I
I
I
>
'u Timeout unreceiveany signal B
1

<<create>>

6: refroactive function()

[Seﬂt latest version data with UDP H

| 7:recovery data()
I

A

Xt

Retry the first drop event s T U‘ T~g heart beat()
P } [ Confirm Service A restart )

I I
_-- | 9: Retry rﬁrop event() |
I I I

Y oy

H

B 25 1 w AR 54 e A7
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3.6 & * 3R

N EFEFTETERFo D kg ¢ F 4o AJT race condition R FE o
BRI EIEE AT FBE NP L R P ERAR T 10 3% > BXR

BF 100 B AR pEE R RREFT H DY Mg 4

I
A4
e

# CQRS/Event

Sourcing 7€ £t » € ©4 event objects 3| iE A ko A T g A E N L

\

events objects 7 » 3 B~ F| R BoAREE (AT A H- AR A o 4 L%

=
;;

£ Pl A g
R B i R BoPochevent #-€ B A A #&%%Eﬁhg B RLEFALRBE

|

Heaniae o LcRdp r5{10 @ B R AR Ay % — 1 event 4& commit & #c
fé_,T*w\ 9 B o H# event #71 Pl L H L an g ie%?_/j* ¢ 7 dirty read el
R A o 18 P etk R RE O E)I*{ 5 EE(E 3 10 B r; 250 W) o o
AFT Y fipd2 3T drop_event 1 % Store ik A fh3e o Store Bk A fhieH-€ R X
SE P BT A AR S EATE AL A drop_event B § B7RE 2 1 pgenF R
FRdf 4t ok > ip it AR FE 4 drop_event € PR PF A 73 i€ eventstore § ¥ i o B M
i% i Event Listener #-iz* drop event & #7TiZPRPF A ¥ & T Service § ¥ {7 {4

>

— =X & commit © 3% =% FFf Brik A€ H Query Store P chEk ATIR A o FiF TR D

%

i 7 g A ) f K 2 T (First in First out) 12 2 Bk 2 5 45 356k 4T
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Drop_event recommit

~
Client A
% . =
Client B
! Everyone wants to buy
. tickets for band
. +N
Client N
one ticket sold out

another command

dirty read
ticket_num=10 is 9 now
not 10

Store_Ver didn’'t match
this will cause error
because of dirty read

Drop_Event will be store in event store

] 26:Race condition F* %1% i drop_event ¥ AKX & fh3e (5 11 f# 4
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e R FRplEHES

PR E R OR &M LA RE A G DT R R R AR AT
WAk p BT Y B SE T 2 B SRR A TR A

b
e
-5\

@ & 1.7 B Service SRAp ¥+ RE AT TR & T F 0 2. § Service #cik
WA de DR T leader 4 2k té it 5 E ATE D ATe0 leader ¥TiT R apE R 4L 3.
Client #47 i command #cE BLE & Sd@ iy #t 2 PR o 457 RB-¢ 1
Z R SRR MR R P R B AR TR R ARG ]
intel i7-9759H ~ 16G RAM ~ @ @ix 18 B 3 B3¢ & & R &_ Docker v18.09.9 ~ Node.js
v11.15.0 ~ Express v4.16.1 ~ PM2 v4.5.6 ~ Node-clinic v8.0.1 ~ Wireshark v3.4.6 ~

Mosquitto v2.0.10 & 7 4755 B % 3 @ $RB~10 2 w R PF R &P o

4.2 i S Iw R AT

Ao &P B #-¢ 11 Docker 8% 50 B ApiT & BEHRA TN ARG P 7 FIR
g oo 4 8 i ¢ 12 MQTT (MESSAGE QUEUING TELEMETRY
TRANSPORT)# 5 A B S £ Fi T iy kens g 2R ¢ 2 UDP 54 » &%
- g EES A e A - B - A R P VSV E R kM iR kB
Bl T AE ARk AEEAPI B SR T EHTE > Ra ka3t
GRS - LAk o F LR R A R FAEFE Y D
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Tihliniar NIE PR o B o ok S E_ A2 #rk 3t i WatchDog ¥ 37 %
Raft & 3% B2 A 400 oy a0 RIS A 5 A &

H éﬁmifu%‘v % Follower I ¥ i& » (kR

g\
1
&
E
e
5k
&
S+
7] -ﬂf ﬁ,'
=
.
W
L
-
—
o
&
o
Q

DT AR F A HE B2 BFET G R

TR & BT AR T 0 o

BT RDOF KRG RED B R A F K€ 48 TR (Stability) T &
5 (37 B/ R 100%) 0 7 50 B 7 e e BRIzt & 2R € 3F 5 4F 02 chaos
monkey 7 B AR E (TREP AR T FORAL TR A 50 B g F D S0
& BE & 3T KsO%‘i’f”?@i&{’ﬁ 25 B a BEARRLI 0 AR B¢ £4F 1000 =T o

RN R T AT

101
80
2
S 60-
>
=
'.‘i, 40 -
e
w0
20 i
- Centralized Monitor System \
o Watch_Dog System(Decentralized) AP e T
Failure Rate(%)
Bl 27: 8 ¢ ;% VS WatchDog ¥ ¥ & suf€ 7|+ 30

Ry B 26 ° 705 I AFF T A7K a0k 5 (WatchDog) e #8045 5 M3t

‘ml

55%PF cnfE T AR R Rk L 3t ALY N enET I kA @ AZiE 55%E VO B B TR

o hgra s B4 8 hFE %5 Raft 2agii2d 4 0434082 i
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GBEPE - m 2 R iF ) Leader i@ ERE I kS >4 v RFER I FIRE A
¥ 12 WatchDog 3% % &AziB 55%15 5 HlH %% & ¢ X i sem 104 s i

55%15 ehd BE A SR AL Ao RE R S R RATR o

4.3 WatchDog * 37 & /& }k4R 2%t

Ao &R B - € Pl3E WatchDog 38 {7 £ 2 pF 8 P4 sy enlicdy 0 1 & 3305 ahik

£RTE AR Y Sy PR H E B
Iy 52Ul B Eﬁfﬁfﬁ;—f—f%‘éiﬁ;%&giﬁ@w %{@"Téi it ¢ B
MRS FERPEE GRS R A S O RF R BT AR LR RRE S
AR Bkt € 518 wireshark Rl REATe Ho 2 wARPER 0 pEL €0 5F
i chaos monkey cf 42 3% 4 TALH it 12 F, e MainDog » L% WatchDog
EWMF R ENBRATT R sk 44 ¥ by € % 40 WatchDog £ 3 pF 47
W A4Lehite € 2 heartbeat 7 F cdte > AFHBEH LI -FF LB G-
¥ i»ix - 0% &8 o

I150)

7Y 7 = Consensus Respond Time AVG

AVG Responds Time(ms)

Number of Nodes
B 28: & A & ghiicy v T iaw R
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BB 27TV UG E NG SHBEREIEAFTOLBEEEEAEL T F
dNE X hk B w PR E FIS g R a G ko F RS2

Feow R L8 B4 B &gt ior RprF g2 2509 %5%

—m\L\

S Srrt AR Y Pru A S B BRI 30 X shw PR X P e (7 Bcdh A
15 0 5B B A 7 ) 28 A

350 -
300 -
250 - + _I
200 - 1l

150 -

Respond time(ms)

100 - ] —

50 -

= b
m—ﬂm
|_|

0 20 30 40 50 6 70 80 90 100
NMumber of Nodes

B 29 @ £@eirZ e REFRF(4828)

X B 27 - R EE gl Y A v PR o R Y T R A
Blch 40 8B v BERALE A ] o 2 T L B Soms 24 0 ¥ Lk
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