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 I 

 

 

摘要 

ğ�â�ɌâɌ�ɓȷžɓóǈƻɡͨʽǭ˴ÄǻȾ��å"��ŕƻɡͨä

�ƲĺS"8/ʽ͈ƃü�Ňƻɡͨʽĕ̽ʸ̋�Ċƹ��ʱ B-IoT (Blockchain-

driven IoT services)�ìèļ�ėΏo���Ǿ�ʞ§żĳǼȤN�nĆƻɡͨÄ

ǻ&�ȷƃɕŎ����ĻɽƲĲ˴ė B-IoTÑǳ¸ͪĺʎƲ��ɞɖĕ̽ʸʄ

ɽ"ėʋƋƌ�ʄɽɔ%ƺ̍éėǿŨɬʠʋƋė�yü�ÑǳėƊơʽ�gȇ

�ɯ�ė˗ͻ��^�nĆğ�âʋ�Ḛ̀Úț̻�Ǿ�ĕ̽ʸɓȷž̝̈

Ý̙Ć"8/ė�ëǓéĊƹâˤħÑǳė�y�ȶ��ťɌÝ̙"8/ė�ë

Ǔé̍é�ÑǳėTmüʽTʹüĭɌ¨�ǃĆ�ūż��g˳<ʻȴĆ� B-

IoT"Ȋɾƻɡͨɺ͆ėͧŘ£Ċ̀ʽĕ̽ʸʄɽėŌʧ�Ʀ˳�ʰT�ėʋƋ

ɞɖǿŨ˟��X
=ů��ƭʠĕ̽ʸė�ëǓéͳ͞ɐ�ŝÐ�ÙȤNǃĆ

ƻɡͨėßmě�EʳǨ�ë̍éʽåǿŨ˟��ȒĿ�g˳<H�ȭ˘Ɨʐ�

ÑǳŕƎá�ʞ§ʞͦÑǳÙɐ�T�ü-Ď�H7̂ɓȷž̸ȸɓȷƌɔ�

ÙĻɽNäƲĲ˴ʽ�yüėÑǳ� 

ͩ̓��ƻɡͨ�ĕ̽ʸ�ͧŘʐʴ�ǿŨ˟��ßmě�EʳǨ�ë 
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 II 

 

 

Abstract 
There is an increasing number of software developers that take advantage of blockchain 

technology in their projects. Meanwhile, IoT (Internet of Things) is recognized as one 

of the most promising application domains for blockchain technology due to the highly 

distributed and extensible nature of blockchain. When collecting data in the blockchain-

driven IoT services (B-IoT), the security, throughput, and cost of the data are highly 

affected by the underlying design strategies of the communication and interaction 

mechanisms. Besides, traditionally IoT systems rely on centralized access control 

services. However, the more reliance on the centralized access control mechanism, the 

lower availability, and scalability of the system can be. On these grounds, the objective 

of this thesis is two folds. First, the design issues of data collection among the edge 

server and IoT devices in the B-IoT system are investigated. Then, this research also 

suggests a decentralized access control approach for B-IoT based on UMA (User-

Managed Access). Finally, the findings are presented following the design pattern 

format to make them reusable by other developers. To explain how these patterns work, 

this thesis also introduces an “Intelligent Refrigerated Shipping Containers” scenario. 

Moreover, the prototype is implemented based on the proposed patterns to demonstrate 

the feasibility. Also, several experiments are conducted to evaluate the performance of 

the system. The results show that the proposed patterns are feasible and are able to 

realize a decentralized access control within a reasonable cost of response time. 

 

Keywords: Blockchain, Internet-of-Things, Edge computing, Design pattern, User- 

Managed Access  
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第1章 緒論 

1.1 研究背景 

ƻɡͨŊ˝ OǆȁʡÑǳ"Ȓƍ8ėÄǻ��ŊAƘʡ[1]ėǃ͌�`ǼɅŕ̆

�!T̓Çü�ȈĈüʽTƫɱüėS"8/d[�ư�-Ȩ�ǋg^��Ƙõ

ƻɡͨd[��H5¹ (Ethereum)�ɓȷžsơ�ͨ�ʐ�ơǅmâ·ͦʽǄ

�rćėȺ�΅̚�ʱŕȭơ�Ţ (Smart Contract)[2]�ğ�â�ƻɡͨÄǻȷ

ƃNǾ�ůś#̯m�å"�ĕ̽ʸ (Internet of Things, IoT)ʽƻɡͨ̋�Ċƹ�

�ʱ B-IoT (Blockchain-driven IoT services)ìèśɷ�ėΏo�ĕ̽ʸŕ�ɑä

�Ũʴơ�ʽȅʸơ�ėʄɽĻʧ��ėÑǳ[3]�ʄɽ#ɔėʋƋɛ̛!ˌŧ

ɻʔ (human)�țơʒ�ʋɲzÜ�ȶ��ĕ̽ʸ�ʞˋʐ§�ů̾�Ǿ�Ņ

̄��ƞF̈́Ïü�Ʋ�ˣĺėƽɭˡ�H3Ʋʹʽɛ̛�gȻ�ßǐ��˝

ėĕ̽ʸÄǻɜ̯mĆƲˏųėƎá (��͘ �̷ǁØʽ5ĚǪɭ)�IBMė Brody

Ȼ[4]ȤN�ʄɽjE/�ėɰû�äΈâˆ��hâ�ʄɽTHĘǕȈʔS"

8/ÑǳȤàėSĥu͆ʠ͆ƧƉɛ̛ (Trustless p2p messaging)�âʒ��yʋ

ƋzÜ��ƻɡͨÄǻė̂��!ɜơȤàĕ̽ʸÑǳ
ŶƷyʽƲ͈Lü 

(scalability)ėù˓zͥÄǻ�ÉơȤàʄɽɔ�yėê§ʽrćǺǨ̶ʝ��¯

Ćĕ̽ʸʞǩƲŐȄʽȈĈėʋƋzÜd[�Ů¨ĥu�g�ÙTĨ�ΈėʋǪ 

(��ĕ̽ʸʄɽȤàėĊƹ)˝ /� 

ȶ��nĆƻɡͨÄǻ͂�ÁȆȷƃėɕŎ�Ǿ�ǿŨėͳ͂͞÷h�ˣ�

èoĬŕ@�ŧĻɽ
ŶƲĲ˴ʽƲS"8/ė B-IoTÑǳ�śɷ�ė¸ͪĺ�
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 2 

�ɓȷ B-IoTƌ��ŕÑǳėƘü�ɓȷėʚʴýʽŉ�ÑǳėśƂüȻǿŨŭ

é�ɬ̂Ťɓȷž�7�ƻɡͨÄǻƌ�ʠƻɡͨɺ͆Ȋɾėȼǫ�ÿ!~�

ɐ�̂ŤÑǳėS"8/Ⱥĺ�̣#!~�ǑǿŨ͆âŜ�ɷĘǕƼʽƻɡͨ

ʸʍė B-IoTĕtɌ��ĭS"8/ėȺĺɌƲ��Ǩɥ��ŕ�L-¯mƻɡ

ͨė̪ɝ�ÿ�üơ¨ėĕ̽ʸʄɽ (Device)Ǩ̯ŧ�ŕ
Ŷƻɡͨɺ͆�¦n

Ćƻɡͨėʐ�ˌŧƖƟ�ɑŨʴ (ƻɡ·ͦ)ʽ̫� (ƻɡʋƋ)ėʋɲ����

�ʞ§��Device Ȅǉ!ɬȊɾƻɡͨɺ͆ýȈʔ͗Ǖ�ͧŘ£Ċ̀ (Edge)�

ɗʲ£Ċ̀ (Cloud)ė=�ʽƻɡͨ̋��̂ŤɔǕŮ¨�Ñǳßmƻɡͨė̪

ɝ�!ʔ�ğ�â Device ĘǕƼʽƻɡͨʸʍėT�üȤ1�EŧnĆH��

Ɯ�(1)̣Ƀ 5GÄǻė�ˣ�ʸʍė͔ʿǧʽɛ̛Ȇĺǈ�ȜːO[5]�(2)ȹΈ̣

ɃȫBˁȺÄǻėȤ1�ːO�ƊơʽŮ¨�ʋƋ̫��g�(3)ƻɡͨˈɺ͆ 

(Light Client) [6]ÄǻėȤN�üơ!ÕėʄɽT!e~Êÿ�ƻɡʋƋʽƼʽr

ć·ͦ²TȊɾƻɡͨɺ͆�ǃĆ�ūǨn�ɓȷžǿŨS"8/ȺĺʎƲė

B-IoTÑǳėǠtɌâɌ�ˣ� 

²Ħ���ɓȷž�ʞǩ B-IoTƌ�&ɬů̾!6ŌʧʽǿŨÍȼˌŧˑ

ɧ̝̈�á��!~ėƻɡͨɺ͆Ȋɾȼǫýʄɽ#ɔɛ̛=đȋɬʠ B-IoTÑ

ǳėƊơȇ�śɷ�ė˗ͻ[7]����˟� (Pattern)ėȤN�±Ć̭±ɓȷž

HÉ�Ɗǧė=�[8]�ʅÍȂΈŌʧ˓�ǉů̾èėƾ͞�ÙTH�ů̾èͬ¥

ýŬ˯ėƾ͞ƌ�Ȳ6ɓȷƌɔÙȤ1ÑǳėĲ˴�èoĬŕ@�́ǻ���


Ûƭʠƻɡͨ˟�ėŝÐ[9-12]�¦oĬ<Ͱʎ6ʠ�ĕ̽ʸʽƻɡͨ̋�ƌė

ʄɽ#ɔƻɡͨɺ͆ėȊɾȼǫʽɛ̛=�ė̝̈�ɐ��ÑǳDǦ�ėʅĎƦ

˳�ǪNė˟��å"�LiaoȻ[13]ƭʠƻɡͨɺ͆� B-IoT"�Ŷ(tȊɾ

ėT�ü�̋ǨN]ʰ B-IoT ėŌʧűƑ  (Architectural style)�Q· Fully 
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Centralized�Pseudo Distributed Things、Distributed Thingsʽ Fully Distribute��

]ʰŌʧűƑ"�Distributed Things (ʜ 1)ŕd̗ B-IoT"ėʋɲŭéʽƻɡͨ

ɺ͆ė͔ʿǧ"ȒT�ėűƑ�D�ˈɺ͆ÄǻȤNĿ�hâǈ�-Tơ�ŕĻ

ɽ B-IoTÑǳƌ�Ȓ�˷ėŌʧűƑ�ǃĆ�ūǨn�g˳<ǈʻȴ� Distributed 

Thingsė B-IoT̶ʝ��Ʀ˳ǿŨ B-IoTƌśͩėͳ͞� 

 

ʜ 1�Distributed thingsŌʧʜ 

1.2 研究動機 

� B-IoTėͳ͞"�g˳<ʻȴĆãŶŬ �͆-ŕ�ʋƋɞɖ (data collection)�

�̔�ëǓé (access control)���ĕ̽ʸÑǳ"�ʄɽʽʄɽ#ɔėʋƋɞɖ˟

�Ŋ
ŶɓȷžˌŧǦ��ɑėͳ͞�ɷʋƋˏųƲý�ŕđľ�åJǽõȻ

�Ɯ�!ơ̞_�ˌˤħɛ̛ʔȺ"ʽɛ̛ĿėƲĺ�yüƌ�Ɛ̇ʔúėĕ̽

ʸÑǳɓȷɻ·ńN�ˌŧȈʔƲĺ˯͛ėȂΈ�y̍éâʒ��¦ǩ�ĕ̽ʸ

d[?ƞˤħʋƋ!ì͍Çýk�ħ�ė̍é�ťŧ��ʞ§�ɓȷžˌ�ɓ

ȷĝȯĜɊśɷ�ėƌɔ�ʅÍÑǳėǿŨͳ͞ʽ̝̈�˷ė˟�[14]� 
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X
=ů�nĆhâĕ̽ʸʄɽė˝ɑ�ȜːO�Ɛ̇ CISCOėʚ¢[15]�2020

�ǈɬ� 5000ˎŶʄɽȅʸ�O�ğâʋ�Ḛ̀Úțɛ�����yüͳ͞

�Ŋ�ǿŨĕ̽ʸÑǳƌ
ŶŬŧė�ɑ˓ů�å"��ëǓé�ʋƧ�yˍǂ

"Ŋ
ŶĤǉŬŧėɰû[16]�� IoT Ñǳ"�nĆ IoT (t (component)˝ɑ

͟��ɳȄ̦̻H3�ɑèȹΈʽʸʍėŭé�̏qė�ëǓé̍éTơȇ�Ñ

ǳėTʹü (maintainability)Ů¨�ƟɊśɷėʋɲÙȲ¨Ñǳė�yü[17]� 

gŝÐ¾ǟȈʔ̋�ƻɡͨʽĕ̽ �ȳ mƻɡͨėS"8/ƘüÿǊâė

T˽ü�!T̓ÇüʽTƫ͖üė̪ɝ�âʅÍ�ū#ĕ̽ʸśͩǿŨͳ͞�H

�ǈ-˳ū#� 

(一)、 B-IoT資料匯集 

� Liao Ȼ[13]ÿȤNė]ʰŌʧűƑ"�śʎĆ Fully Centralized�Pseudo 

Distributed Things�Distributed Things�ʽåJãŶŌʧűƑ�ǿŨȼǫ�ėȒ

�ė!~Ŋ�� Device�Ȋɾƻɡͨɺ͆�ȶ��ǃĆT�ü�Ɯ�oĬė B-

IoT ʋƋɞɖͳ͞��ƭʠS"8/Ⱥĺʎ¨ėŌʧűƑ (Fully Centralized ʽ

Pseudo Distributed Things)ɐ�Ʀ˳�i����ǩ��ͩė B-IoTŝÐʽ̯mė

ǿŨ"�Edgeʽ DeviceėʋƋɛ̛=đ��¯m̯m˓êͳ (Application layer 

protocol)��ƞFĘǕȈʔƻɡͨ̍éâʒ�ʋƋɞɖoėė˟���gŝÐĭ

ʻȴĆ Distributed Things"�Ȋɾƻɡͨɺ͆ė EdgeʽȊɾˈɺ͆ė Device#

ɔ�ʋƋɞɖͳ͞ɐ�Ǧ�-ĎʽƦ˳�śʎĆS"8/Ⱥĺʎ¨ėŌʧűƑ� 

Edgeʽ Device#ɔėʋƋɞɖTHĘǕȈʔƻɡͨ�HL-¯mS"8/ÿǊ

âė̪ɝ� 

ȶ���ǿŨɕŎ&�ļ�!~ė�Ɯɬ˗ͻ Edgeʽ DeviceʞǩʋƋɞɖ
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ėʔȺ"ė˯͛ĺʽ�g (á��ƌɔ�ȹΈƖƟýrć:Ɋ)�ŕ�ǿŨȒ�

˷ė˟��ɓȷžˌŧ�˙H��͆� 

• ʋƋ˰Ìʲ (Edge)ėEǼƺÓ��ɷ Edge ˌŧ˲m Device ėƘõˉʲ=

đHɞɖʋƋėʔȺ"�EdgeÆʨEƺÓ��äΈâˆ�nĆ EdgeˌÚx

̆� Deviceė º�Ƽ˝Ƒ�ɛ̛ʋƧ�Ùˤħ Device"ĊƹėTmü�

 ơiˤ�˲mʆˉʲ=đ��ȃʰǒĒ� Edgeʽ Device#ɔėͩĪŕʷ

ǆ˭��YŧÑǳ"�u
˲mʔȺ_Ɗ�ļTơȇ�̋ŶÑǳƴ͉�Ňț

Ñǳ͆âŜ�å͈ƃüʽT˽ü�Ů�ǑX
ŶÓĺâŜ�ť EdgeėÓ

�ŕǼƺƌ (DeviceEƺ� EdgeɛƪʋƋ)�ȕ
ȅˬ_Ɗʠ̋ŶÑǳ˗ͻ

ʎ�� 

• ʋƋėɛ̛Ț'�B-IoTėʋƋɛ̛Eŧ-ŕãʰÀ��Ǳ
�ßměTH

Ȉʔͨ� (on-chain)��ƻɡͨ"ȭơ�Ţȷƪrćė=��ǈʋƋȈʔƻ

ɡͨk�̫��ÙǗ˜�ÿ�ɺ͆�Ǳ��Ȉʔͨ� (off-chain) =�ɛ̛�

²TȲˈýªĊßmͨ�ɛ̛ÿǊâėŭé (á��͟�̫��gʽ,ġ·

ͦƌɔ)�ÙǈʋƋȈʔĤƻɡͨė=đâɛ̛ʽ̫��Ǩɥ��Distributed 

Things"ʄɽ(t#ɔɛ̛ʋƋƌ�̄ mͨ�ɛ̛ŊAʎǨɥėƶđ�ȶ��

nĆ!~ėɛ̛=�Tơ˗ͻʋƋ!T̓Çü�ÏǆüʽTƫ͖üȻ����

ɓȷž&ˌ;̗!~ǒʝɬů̾ėƾ͞�âÍõ�˷ʋƋɛ̛=�� 

• �ëǓé�ŕ��ɞɖʋƋƌˤħ DeviceÿȤàʋɲė̍ǆüýˤ˄ Edge

ÿũ˼ėʋƋnƘõėʄɽýŶΈÿȷN�eɚʞ§�ëǓé̍é�ųǐ


ȤėŊ�oĬ��˝ėƻɡͨd[Ȥà+ÏΎ̍é�THʠȷƪrćėɺ͆

ɐ�š̢ʽ· �ͦɓȷžT̝̈�ʰÄǻ�ƻɡͨʞ§�yT˽ėė�ë
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Ǔé̍é�X
=ů��ǿŨʋƋɞɖ˟�ƌ�eɚȈʔɇ¢ʋƋėƘüâ

ÍõŊ´ˌŧʠƘõʄɽɐ�˄ͦʽǘ;� 

(二)、 B-IoT存取控制 

��ÿńN�� IoTˍǂ"��ëǓéŊ
ŶļŬŧėͳ͞�� IoTÑǳėǿŨ

˓ů��˙ Device ėȹΈʽʸʍŭé�ǩ�ėʅÍ=Ǝ��˝Ý̙ĆǱ�=ė

ǘ;̍é��ɓąǘ;êõ (OAuth2) (�ʜ 2)�ȈʔǱ�=ėKǨǘ;�THȲ

ˈ Device�ʞ§�ëǓé̍é�ėŪ̊�ȶ��OAuth2ė"8/ǘ;̍éTơ

˸ʓèȕ
ɺ͆_ǜ�̨ ķḚ̀ʽ̈́ÏʋƋ^ŔȻṳ̋[18]�X
=ů��OAuth2

"�ßměˌŧśĥ"8/Ƕ͏ʽå!ȈĈėǘ;Ōʧ�uåKǨßměʳǨå

ʋɲ (ýŶʋƧ)�ŗ�ˌŧǼƺǕì"8/Ƕ͏ÿõɿėǘ;ǽĭ (policy)�

{ě�"8/Ƕ͏�Tơɬ¯mßmě̫�Ćʋɲ£Ċ̀ėʋɲOH�¯���


â�ßměț_S��EʳǨʋɲʽõɿǘ;=�ė;¯� 

 

ʜ 2�OAuth2 - Authorization Code grant type 

ßmě�EʳǨ�ë (User-Managed Access) [19]�͎ʱ UMA�Ŋn Kantara 
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Initiative ǃĆ OAuth2 ÿɓȷė̍é�UMA ėƘ�Ŋnßměͽƺǘ;ǽĭ 

(user-driven policies)�Ù�EʳǨ�ëǓé (user management of access control)[20]�

Ḫʃ OAuth2hõɿ Party-to-Partyǘ;̍é#ƞ��ȶ��!ʳ�¯m OAuth2

ý UMAĻɽ"8/ėǘ;Ñǳƌ�ȋTơů̾�|ėű �̤ (1)Tmü�OAuth2

ý UMAǘ;̍éÝ̙Ć"8/ǘ;£Ċ̀�ů̾ȕ͆_ǜėṳ̋� (2)+ɓȈ

ĈüʽTƫ͖ü�OAuth2 ý UMA ̍éƞFǘ;ŐȺė+ɓȈĈʽǘ;̎Zė

Tƫ͖ü� (3)Tʹü�"8/ǘ;Ñǳ
ɻ�ˬ#Ŀ�ĔgÉɪˌŧƟɊś

ɷ�ėƌɔʽ�g� 

ƻɡͨǼɅŕ
ŶhâTHʳǨ�Ǔéʽʹ IoT �yüėŬŧÓ�[21]�

ŕ�ʅÍ�ūƾ͞�ƻɡͨÄǻǈŕ UMAǊâH�ȝ̪͆ɝ�Ǳ
�ƻɡͨė

S"8/Ƙü�UMAÿȤNėƍ8ɰûŕßmě�EʳǨ�ë�ƻɡͨơê±

ßmě!ˌŧÝ̙Ǳ�="8/Ñǳ�ȈʔS"8/ė̍éˤħǘ;ʋƋʽǽĭ

ė!T̓ÇüʽTƫ͖ü�Ǳ��ƻɡͨ̂�ơȤ1ÑǳėTʹü�ßměơ

ßmƻɡͨ#żl̍é�á��Hȭơ�Ţʞ§·ͦǘ;̍é�Ƽʽƻɡͨėɺ

͆řơȈʔ�EʳǨėȭơ�Ţɐ�KǨ·ͦʽǘ;˰Ì��!ˌŧȈʔ"8/

ė£Ċ̀éõǘ;ǽĭ�äΈâˆ�ɷ"8/Ñǳ"�ǘ;ǽĭýŊßměʋƧ

ˌŧÉÇƌ�˯ ͛ĺʽ�gśɷƲ�Ǳ��ƻɡͨėżlÖ-ʽ-Ȩ�ǋg̍é�

ÿ�ƻɡͨėƼʽěơǅ�ƻɡͨ"̆�̏qėÏΎ���
â�țơ�ƻɡͨ

"¯mÏΎ˄ͦHëǐǘ;�X
=ů�ƻɡͨÑǳ"Ȥàė�yĠŐ˓ 

(security billing layer)ơǅȈʔƻɡͨʒ�͆ʠ͆ėrć�ĨßʋɲýŊʋƋzÜ

ơǅ�ƻɡͨlʣÑ"À�bȘ̍é�ȒĿ�ƻɡͨė+ɓȈĈü�ËŶƻɡͨ

Ƽʽěřơƫ͖Aʠ�Ȋɾėȭơ�Ţ*Ƃʽƚʞü�Ùƫ͖ǘ;̎Z�ȭơ�

Ţė̆�ě!ơ̈́̐åȈʔƻɡͨʞ§ėǘ;ǽĭýĊƹ*Ƃ�ȶ��oĬ�́
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ǻ�ƞFƭʠ UMA ʽ B-IoT Ⱦ�ėßmě�EʳǨ�ë̍éėǦ�Ʀ˳��

��ƭʠH�ėͳ͞ɐ�T�üǔƦʽǿŨǈɬ�ŕg˳<ė
�ƨͰ� 

1.3 研究目標 

ǃĆ�ūƞ��g˳<ǈǦ�Ʀ˳ǃĆ B-IoTÑǳ" Distributed ThingsŌʧűƑ

��ʋƋɞɖH3ßmě�EʳǨ�ëėãɘͳ͞���ʋƋɞɖ�˓ů�gŝ

Ð�äȑƻɡͨˈɺ͆ėĕ̽ʸʄɽʽyɺ͆ėͧŘ£Ċ̀#ĕ̽ʸ̶ʝĬȤ

��ǃĆƻɡͨH5¹d[ŕʞ§˨á�ƭʠĕ̽ʸʄɽʽͧŘ£Ċ̀#ɔʋƋ

ɞɖ̍éėʞǩ�̋Ǩ�ʰT�ėǿŨ˟����ßmě�EʳǨ�ë�˓ů�

g˳<ǃĆ UMA ŐȺėǽƑ[19]�ȷƃNȾ�ƻɡͨʽ UMA ė�ƻɡͨ;Ȧ

�ßmě�EʳǨ�ë�  (Blockchain-assisted User-Managed Access�͎ʱ B-

UMA)̍éėǽƑʽȒÞʞ˶��̍éȈʔȭơ�Ţ�KǨßměɐ�Ǳ�=ÿ

ȷNėʋɲ˰Ì#·ͦʽǘ;�X
=ů�g˳<ƭʠ B-UMA"ėȭơ�Ţǿ

ŨƌǉÒėƾ͞�̋Ǩ�ʰǿŨ˟�� 

ŕ·ͦǿŨėT�ü�ƭʠg˳<ėʋƋɞɖǿŨ˟�ʽ B-UMA̍é�H

�ȭ˘Ɨʐ�ŕƎá�ʞ§Ʉʞ̋� (Cyber-Physical)ėżĳʞͦÑǳ�gÑǳH

Node.js ŕȂΈɓȷd[�Ƭ� JavaScript ˃Ôɐ�ɓȷ�ƻɡͨȊ-ßmH5

¹�ɨƬH5¹ķ9ʲȂΈ geth (Go-ethereum) [22]�Ŀ[Ñǳʽ API£Ċ̀Ǚ

m Koa2ƏŌʽƻɡͨˠɵ API (web3.js ç�Ƈ)ȻÄǻʞ§�ȒĿ�ǈg˳<ÿ

ǔƦėãŶǿŨͳ �͞ƭʠʞͦżĳÑǳ-�ʋƋɞɖ˟�ėʞ·ȳʈʽßmě

�EʳǨ�ë̍éėƎáŝƦ�ÙÝ̇ʞ·ȾČʠʞͦżĳÑǳɐ�T�ü·ͦ

ʽƊơ3�yüɇ¢�gŝÐė�ČTƶŕhâÑǳɓȷžǿŨ�ͬÑǳƌ�

�!~ėǒʝʽǠt�ėǿŨÍȼʽɇ¢ńİ� 
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第2章 技術背景與相關研究 

2.1 技術背景 

2.1.1 區塊鏈與以太坊 

H5¹ (Ethereum) [23]Ŋ
ŶHƻɡͨŕǃ͌ėS"8/d[�ßměTH�d

[�˪ʹȺ�˥�ÉÇǋ9 (Account)ĖʣýʽåJǋ9%ƺ�H5¹ǈAƘʡ

ėƻɡͨÄǻOH͈L�ȤàH5¹ėɄ̱̍̀ (Ethereum Virtual Machine, EVM)

â˪ʹʽʐ�ʜΊ¼ȑ (Turing-complete)ėƻɡͨżl˃Ô (��Solidity�Vyper

ʽ Bamboo)��ʱ�ȭơ�Ţ�����ɓȷěơHȭơ�ŢėÀ���ƻɡͨ

"ʐ�S"8/ė̯mȺ¿�śʎĆAƘʡ�H5¹äȑėT͈Lüʽ˖üÉ˷

�ȂΈ̯mėȷƃ� 

H5¹"EŧȤàãʰɺ͆ɔėʋƋɛ̛=đ�Ǳ
�ͨ�ɛ̛̍éEŧŕ

ȭơ�Ţżl˃ÔÿȤàėÚt (Event)̍é�;Ńƻɡͨʽͨ�#ɔėʋƋɛ

ˊ�ʄɽ�ÿʐ�ėȺ¿ (��node.js)ơǅȈʔƻɡͨˠɵ API (��Web3.jsç

�Ƈ)�ȭơ�ŢȷNĖʣÉɪėrć�˲mʽũ˼ȭơ�Ţ"ė Event�ȭơ�

ŢɓȷžTHȈʔȭơ�Ţ"Ȥàė Event̍é�ǈ΄/ė˝ų̫�ĆËȽr

ćÿǪlėrć�̇ (Transaction Receipt)ė Event log"�Ụ̀Ƀrć�̇Ȉʔ

ƻɡͨS"8/ǋg̫��Ëɷ Event Ǽ˲m�ĭq²ȄęȈʔƻɡͨķ9ʲ

Eventũ˼ėȺ¿�Ǳ��H5¹�Ȥàͨ�ė͆ʠ͆ɛ̛êͳ���Whisper [24]

ʽ w3f (Messaging for Web3) [25]�nĆ w3fėoĬɓȷ͂÷h�ˣ�gŝÐ"H
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Ʀ˳ Whisper ŕE�Whisper Ŋ
ʰʐ�ĆH5¹ȄƧêͳ (ÐΞVP2P)ƏŌ#�

ė P2P (peer-to-peer)ƧƉɛˊĊƹ�śʎĆ Event̍é�WhisperêͳȤà�ä�

yüʽÏǆüėͨ�ɛ̛=��ɓȷžTH¯m Web3.js ç�ƇÿȤàė

Whisper API��H5¹ɺ͆#ɔĻqWhisperÏǆȄʑâɛ̛ʋƋ� 

2.1.2 區塊鏈客戶端與同步模式 

�ƻɡͨʸʍ"�ƻɡͨķ9ʲ (Blockchain client)ŕmâʞǩƻɡͨʠȻʸʍ

ʽśͩǽ˨ė̯mȺ�[26]�ƻɡͨƼʽěȈʔƻɡͨķ9ʲʽåJėķ9ʲȄ

ĥ��H5¹ʸʍ"�ǉÒėķ9ʲ�Ğ 1ÿp�ƻɡͨɓȷžTHȈʔ Geth

ý Partyʐ�H5¹ķ9ʲâƼʽH5¹+�ͨýȳʈͨ�X^�THȈʔ�ū

ãʰH5¹ķ9ʲâŌǿÏ� �ͨťÑǳɓȷǺĆg�ʲĻɽýȭơ�Ţȳʈɕ

Ŏ�ĭTȈʔ�ŕ Ganache [27]ėÏ�H5¹ķ9ʲâɐ�S"8/̯mȺ�

(DApp)ėȳʈʽɓȷ� 

�H5¹ķ9ʲ"�ǃĆH5¹ėzͥêͳ (Proof-of-work, PoW) [28]�E

ŧȤàãʰɺ͆ˡ��-ŕyɺ͆ (full node)ʽˈɺ͆ (light client)�yɺ͆Ȥ

à¼̋ėƻɡͨPơ(�ƻɡ·ͦ�~Ê¼̋ƻɡʋƋ�͚ˬōʊƻɡĖʣʽȷ

ƪrćȻ)�X^��ƻɡͨ"ėƻɡ·ͦ��ʱŀͱ (mining)ėyɺ͆˝ɑÍõ

ƻɡͨʸʍė�yȺĺ�ȶ��ʐ�yɺ͆ˌŧƖƟ�ɑėŨʴơ�ʽ̫�ʋɲ 

(¼̋ėɺ͆ʽ+�ͨ~Êƌ�ˌŧ�ʏɍʔ 80GBėʋƋ[26])�����ǩʞl

Œ"�ŕ�ʅÍɌâɌ�ʄɽǡßmƻɡͨ�ı�ŕüơ�ėŭé�ȵđȊɾy

ɺ͆ėĖĒ�H5¹Ȥà�ˈɺ͆~Êêͳ (Light Ethereum Subprotocol, LES)�

ķ9ʲYˌŧ�ʏQ·rć hashėƻɡˠ̧ (Block Header)��!ˌŧƼʽƻɡ

·ͦ�țơƼʽƻɡͨʸʍʽʞǩȊ-yɺ͆ėPơ (��ȷƪrć�ʳǨƻɡ
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ͨÏΎʽˬ�~ÊƻɡʋƋȻ)�X
=ů�ťˈɺ͆ɥŧũ˼Ƙõė Event�T

Ȉʔƻɡˠ̧ÿQ·ėBloom FiltersōŜŊ´�ʠ̯�Ţ�ºʽTopicėEvent�

ťƬʠ�P�ĭ�ʏʆ Event#ʇǵʋƋ�̹Ⱦâˆ�nĆˈɺ͆ėȤN�Ũʴ

ʽ̫�ơ��ėʄɽĘǕƼʽƻɡͨėT�ü�ȜȤ1� 

Ğ 1�H5¹ķ9ʲ|̿ 

客戶端名稱 開發語言 所支援的區塊鏈種類 

Go-Ethereum (Geth) Go +�ͨ�ȳʈͨʽÏ�ͨ 

Parity Rust +�ͨ�ȳʈͨʽÏ�ͨ 

Ganache JavaScript ȳʈm�ɜơȕ̍ʐ� 

 

2.1.3 設計樣式 

ǿŨ˟� (Design Pattern)
Ɉʽɰûɲ�ĆĻ̒Ř[29]�Ǽ̯mĆȢūþĹėĻ

ȇ�ʬĿ�Erich GammaȻ[30]� 1994�ǈǿŨ˟�̯mĆȂΈ�Ⱥˍǂ�ǿ

Ũ˟��ȂΈ�ȺˍǂǼ˄ŕŊȢū�Ƙõǒʝ (Context)��ʅÍǿŨƾ͞ 

(Problem)ėȒÞʞ˶��ǿŨ˟�"ÿȤNėʅÍ=Ǝ (Solution)ɻʔ��ė·

ͦ�ơßȂΈɓȷě�ͬ¥ǒʝ��˸ʓśͩƾ͞ƌ4͔ßmṶ̀±å͙Ǣƾ͞

ėƠȿ�X^��THΉȂΈɓȷě�ȂΈɓȷėĝȯȈʔ̝̈�˷ėǿŨ˟�

â7̂åɓȷ�˷ėÑǳŌʧ�ÙŮ¨Ĝ�ȂΈǿŨɕŎėƌɔ�X
=ů��

ȂΈ˟� (Software Pattern)˃Ô"ư�ǿŨ˟�^���Ōʧ˟� (Architecture 

Pattern)ơǅ̭±ʅÍȂΈ�Ōʧ˓�ėͳ͞� 

gŝÐȤNý̋ǨėǿŨ˟�Ƽ� POSA [8]"ÿßmė˟�ȢūƑ��!

~ǿŨ˟�ɬÝɶåˌÌ�Ņ̝ˌŧė(ƜâǶ�˟�ȢūƑ��Ğ 2 |N�

g˳<ÿßmė POSA˟�(Ɯ�ųǐ
ȤėŊ��!~˟�"�!~ė˟�(
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ƜTơǼßm�HL-ˆĈ˟�ė*Ƃ� 

 

Ğ 2�POSA"˟�(Ɯ'Ǵ 

元素名稱 介紹 

Name Pattern H name âͥ�Ȅǉ̖� problem ʽ solution ýë
� solution"ėƘü�TH̭±ěÉćĆǨʅ 

Context ¯m̋Ǩ problemTơȷlėǒʝâŘõ problemTơȷl

ė˨Ȗ�ͅȶ Context !ơ|Nÿ�Tơėǒʝ�¦�6ơ
ȤàŬŧėń7 

Problem Problemɬ�ȤNė context"Ŭ˯ȷl�X^�problem�

ŕ patternėƍ8(Ɯ�ˆĈEŧėǿŨͳ͞ 
Forcḙ± patternäΈÀɠN solutionėͧŘ�Ù|NȝŶ
ˌŧʅÍė˓ů�(1)solutionˌŧʫÕėŧÌ�(2) solutionˌ

ŧ�˙ėŭé�(3)solutionˌŧQ·ėƘü 

Solution Solution ȤàʅÍŬ˯ȷlė problem ė=đ�ÙʮTơd
̗śͩė force�X
=ů�solutionH structureʽ dynamics
˓ůâȢū pattern"!~(t#ɔė̥ʣͩ̽ʽƺʣê§ 

Implementation 7̂ěʞ§ pattern��(ƜTHÝɶˌÌǙm�Ù˷ɷȤ

àʞ§˨á (��Ⱥ�˥) 

Example Ȉʔ̿áâˇ±� solution� structure� dynamics ʽ
implementation"Î�ǼȤ3ėʅÍ=Ǝ˓ů 

Known uses |̿ʽ patternśͩėǩ�ėÑǳ 

Consequences ̋Ǩ patternė̪}ɝ 

Related 
patterns 

mâʅÍśͩƾ͞ýěơʽȤNė pattern ̋�ʐ§ė

patterns 

 

2.1.4 使用者自主管理存取 (User-Managed Access, UMA)  

ɓąǘ; (OAuth2)ŕoĬʎìè˕ē̯mėǱ�=ǘ;êͳ�¦�êͳÙ!ơ

ǥʿÿ�ȘȬ[31]�OAuth2EŧŊƭʠ Person-to-Selfėǘ;�Éʵˤė �̂Client
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ʽ Resource serverėßměŕ~
�á��AliceŧßmŸʜȂΈ (Æʨ Client

Ó�)ėĊƹ�ŇȈʔɗʲ£Ċ̀ (Æʨ Resource serverÓ�)ǈ����ɗʲė

śBǘ;ɀŸʜȂΈßm�ȶ��OAuth2 Ùhõɿ Party-to-Party ėǘ;̍é�

ȧ\ʉˆ�OAuth2 Y;Ȧ Alice ǘ$ŋÛʋɲė�ë;ɀƘõȂΈ�¦Î̜đ

ǘ;ɀX
ßmě Bob ßm�ȃŶƾ͞�ĕ̽ʸė̯mȘ�"ɬÉOŠΆ�á

�̍×ė-Üƛm�ļĈΆŊǈʋɲ (̍×)-ÜɀX
 ßmě� 

UMA ŕ Kantara Initiative [32]ÿɓóɓȷė Party-to-Party ǘ;̍é�ʽ

OAuth2ėȒ�ƅ�Ć�UMAǽ˨"�˙�!~ßmě#ɔėś%ǘ;̍é�

�åǽ˨ (draft)ĭ+ɓĆ Internet Engineering Task Force (IETF) [19]�UMAnȝ

ʰʞΈ (entities)ÿǶ��åõɿ�Ğ 3ÿp� 

Ğ 3�UMA entitiesõɿĞ 

UMA entities  description 

Resource Owner (RO) ʋɲ̆�ě�õɿåˌìħėʋɲėǘ;ǽĭ 

Requesting Party (RqP) ʋɲ˰Ì=�ˌŧ˰Ì ROìħėʋɲ 

Client Ǳ�=̯m�KǨ RqPHåÖ-�ëìħėʋɲ 

Resource Server (RS) ʋɲ£Ċ̀��£Ċ̫̀�ìħėʋɲ�Ù�ơ�Ǻ

ǨʠǱ�=ÿȷNėʋɲ˰Ì 

Authorization Server (AS) ǘ;£Ċ �̀�£Ċ̀KǨ ROħ̫�Ć RSėʋɲ�
ÙHĤ~Êė=�ǘ; RqPÿȷNėʋɲ˰Ì 

 

UMAŕǃĆ OAuth2͈L�â�¦�Ć
ƢH OAuth2ʞ§#ǘ;̍é�

UMAėʋɲǘ;!{Ŋ RqPǼƺ~ɣǘ;ǠȰ�� UMA" RqPTḦ̝üȤ

à�ˏųėʋƋ��ʸʍ"ėÿ�ɺ͆řơdȻ�zÜʋƧ�á���̍×-Ü

ƛmėá�"�ǡƛm̍×ėßměřơ̝̈Ŋ´Ȥàå˿ɶʋƋ�X^�UMA
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"�ˠɵ/�RSʽASė%ƺ=đ�¦�OAuth2"ÙhĈˤõɿ�Eve Maler[20]

ȤN UMAėȝŶͩ̓ƍ8Ǩû�H�|̿å"ʎŬŧėɘo� 

• ßměͽƺėǘ;ǽĭ (User-driven policy)�ßmě (RO)TH�ũìħ

ʋɲė�ëǽĭ��ʸʍ"�u¡ȋơȈʔʆǽĭ˰Ì ASėǘ;� 

• ;Ȧ claim-baseėʋƋ�ë�RqP�˰ÌìħʋƋėʔȺ"�ǘ;=TH

ŧÌ RqPȤàÉ�ėͦĈ (claim)�H·ͦ RqP˰Ì#�đü�å"�claim

THɥʛŕʠĆ RqPʋƧėĸʄ���ô��ʘʉý emailȻ� 

• ßměʳǨė�ëǓé (User management of access control)�RO!ˌŧ̘�

Ƽʽ·ͦʽǘ;ʔȺ��Ŋǈǘ;ėǽĭõɿĆ AS�X
=ů�RO�ơƺ

ʣėÉÇǽĭ�ÙợƌǷ@ʋɲėǘ;� 

UMA Eŧ-ŕãŶ domain��ʜ 3 ÿp�-ŕ Protection domain ʽ

Authorization domain��ãŶ domain "Q·�Ŷ UMA ɕŎ�å"�ʋɲħ 

(Protecting a Resources)ɕŎ͵Ć Protection domain�EŧH ROŕ"8�Ȉʔ RS

� ASɆMǼħʋɲ�ëǐǘ; (Getting Authorization)ʽʋɲ�ë (Accessing 

a Resource)ɕŎ͵Ć Authorization domain�EŧH RqPŕ"8�� AS˰Ìǘ;

ʽ� RS�ëǼħʋɲ���ɕŎÿßm# token�Ğ 4��ŶɕŎʇū��� 

(一)、 資源保護 

ROǈ RSɆM� AS�ɆMĿ RSɬǑ ASǐè Protection API Token (PAT)�ɆM

#Ŀ�ROńp RSǈ̫�Ć RSėʋɲɖ (Resource set)ɆM� AS�~ƌ ROɬ

� ASǿɽʋɲɖėś̯ǘ;ǽĭ� 
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(二)、 取得授權 

RqP � RS ˰Ìʋɲ�RqP xȈʔ Client KǨ� RS ȷNʋɲ˰Ì�RS ɬ͗�

ASëǐ permission ticketÙȅ~ AS# reference (��Url)�ɛɀ Client�Client

{¯mëǐėʋƧ� ASëǐʋɲėǘ;�ȒĿëǐ Requesting Party Token (RPT)� 

(三)、 資源存取 

ëǐ RPTĿė RqPTHȈʔNp RPT� RS�ëʋɲ�śʎĆ OAuth2hĈˤ

ǽ˨ RSʽ AS#ɳȄ=đ�� UMA"�nĆ RS!ĘǕƼʽǘ;Ć RPTė·

�ͦÿHĈˤõɿ� RS�è RqPNp# RPTĿ�Ȉʔ AS̳ō RPTʽǘ; RqP

�ëìħʋɲėŐȺ�ʱ#ŕ RPTė*Ȋ̳ō (RPT Introspect)� 

 

ʜ 3�UMA"�ɕŎpɣʜ 
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Ğ 4�UMA"ÿßm� TokenĞ 

Token Description 
Protection API Token (PAT) RS H PAT âíW Protection API�Ùßm AS

#Pơ 

Persisted Claims Token (PCT) KĞ RqP �ǘ;ʔȺÿȤàė claims�client
THǈåĸʄ� PCT�ɷhâˌŧ{Np

claimsƌ�clientTHNp PCTHëK claims 

Authorization Access Token (AAT) mHɼõ (binding)clientʽ RqP�client�˰Ì

ASǘ;ƌ�THNp AATmHKĞ RqP 

Requesting Party Token (RPT) ʽ OAuth2 access tokenü˴ś¥�ŕ ASȷc
ɀ client�clientơmH� RS�ëìħʋɲ�

ŕ�ʽ UMA "ėåJ token ƶƻ�Ňʱ#
ŕ RPT 

2.2 相關研究 

2.2.1 區塊鏈物聯網整合服務 (B-IoT)與樣式 

ğ�âNǩ!6 B-IoTśͩŝÐ�å"�SunȻ[7]Hʘƺ×ʘ�rȧÑǳŕá�

ȤN� Rich-thin-clients ėĕ̽ʸʅÍ=Ǝ�ŝÐ"Aʎ�ĕ̽ʸʄɽ (thin-

clients)"ȈʔȊɾɺ͆¦!Ǆ�ŀͱʽßm API ͗Ǖ�ˉʲ£Ċ̀(rich-client)

ɺ͆H̋�ƻɡͨėãʰ=��ȾČΆpĿě�Ɗơ�Ğǩʎ��¦�yüśʠ

ʎĬě¨��4#sȶ�ÖzyılmazȻ[33]ȤNǈʋƋ̫�ĆH5¹S"8/ʋ

ƋƇ (Swarm)Ùǈå hash ƥ̢̫�Ćƻɡͨ"�H¯hâƶʋƋ¼̋ü·ͦ�

âʅÍƻɡͨʋƋ̫��gƲėƾ͞��^�åŝÐ�Ļͳǈĕ̽ʸʄɽȊɾˈ

ɺ͆�ßĕ̽ʸʄɽơǅĘǕƼʽƻɡͨ�HːO�yü�LiaoȻ[13]ƭʠĕ

̽ʸÑǳ"!~ėɺ͆Ȋɾȼǫ�ȤN]ʰŌʧűƑ (architectural styles)�Ùǃ

Ć�ɺ͆ė-©���ƽɭ΅̚ʽʋƋėƻ-�ʽ�Ʉʞ̋�ė̍é�̳ƍŝÐ"

ȤNėŌʧűƑ�å"�ɷɺ͆ʽƽɭ΅̚Ɍ-Ȩ�S"8/ȺĺĭɌƲ��ū
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ŝÐřƭʠ B-IoT"ɺ͆Ȋɾȼǫɐ�-ĎǔƦ�¦Ùhƭʠ B-IoTʐ�ėǵɺ

ɐ�Ǧ�Ʀ˳� 

èoĬŕ@��ƻɡͨˍǂ"ƭʠ B-IoT˟�ė̋Ǩ&Ĥǉ�ŭ�ŕ�̭±

ƻɡͨɓȷžʅÍ!~ǒʝ�ɓȷƻɡ̯ͨmȺ�ƌǉů̾èėƾ �͞Wöhrer

Ȼ[34]ƭʠ Solidity ȤN˝Ŷȭơ�ŢǿŨ˟��Eberhardt Ȼ[12]ĭʻȴĆ

̋Ǩǈƻɡ̯ͨm"΅̚ʐʴʽʋƋ̫�Ǒͨ�ǰ�ͨ�ǺǨ#Ōʧ˟��ųǐ

ĐɣėŊ�åŝÐȤN�ǈͨ�ʽͨ�̋��!_ƻɡͨƍ8ˏųė=đ�å"�

ͨ�͢�˟� (Off-Chain Signatures Pattern)¯mʋƋɛ̛͜=Ļqͨ� P2P ɛ

̛Ȅʑ�Ï�ɐ�rćƧƉėrȧ�Ęèå"
=ǈȒĿėrćĖʣÉɪ�ȭơ

�Ţŕ@��˟�ŉŮ¨�ͨ�ɛ̛ė�g��ːO�ɛ̛ėÏǆü�XUȻ

[11]̋Ǩ� 15Ŷƻɡ̯ͨmśͩė˟��Q·ͨ�îͨ�ė%ƺ˟��ʋƋʳǨ

˟�ʽ�y˟�Ȼ�ÙƭʠËŶ˟�ȤàśͩėƎáʽßmȘȬ�-Ďå̪ɝʽ

ŭé�gŝÐĭ�Ć�ūŝÐė˟��ƭʠ B-IoT"ͧŘ£Ċ̀ʽĕ̽ʸʄɽ

ɔėʋƋɞɖɐ�ǿŨ˟�ėȤNʽ̋Ǩ� 

2.2.2 區塊鏈與存取控制 

̣Ƀĕ̽ʸʄɽė˝ɑ�ȜːO��ʸˋʸʍ"�ȤàĊƹėĕ̽ʸʄɽė�y

ü��ŕŬŧėͳ͞�X
=ů�ğ�â�Ǳ�=·ͦǘ;̍é�� OAuth2�

UMAʽOpenID [35]Ȼ��ƽɭ̯m�ˮįȷƃ�å�yüʽT˽ü�̣#Ȥ1� 

CiraniȻ[36]ȤN̋� IoTȘȬÙH OAuth2êͳŕǃ͌ėǘ;ĊƹŌʧ�IoT-

OAS��ʆŝÐ"ńN�nĆĕ̽ʸʄɽ�ʸʍ�Ũʴơ�ʽʘɑȻŭé�O�

̫�ÏǆʋƋė̈́Ïüƾ �͞���ĕ̽ʸʄɽ"ʞ§�yʽǘ;̍éėT�ü

ʽƊƙʎ¨�Cruz-PirisȻ[31]ĭH UMAŕǃ͌âʞ§ɗʲʽĕ̽ʸ̋�Ñǳ
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"�ëǓé̍é�Ù̝̈Message Queuing Telemetry Transport (MQTT)§ŕʋɲ

�ëʔȺ"�ʋɲ£Ċ̀ʽȤàĊƹėĕ̽ʸʄɽɔƧƉrȧėɛ̛êͳ��ʆ

ŝÐ"�ǈMQTT"ė Topic (Ƙõʰͬɛ̛ėE͞)�̋�� UMA"ìħʋ

ɲ*Ƃ�ųǐ
ȤėŊ��ʆŝÐėʋƋɞɖɕŎ�ʋɲ£Ċ̀͒n�ɆMė

Topic��ĕ̽ʸʄɽɐ�ʋƋɞɖ�ǃĆ�ūŝÐ�ȈʔʽǱ�=ėǘ;̍é̋

��!ɜơßǐĕ̽ʸɓȷžÉǇĐĆĊƹėɓȷ��ːO�̋Ŷĕ̽ʸÑǳ

ė˖üʽTʹü� 

ğ�â�̣ɃƻɡͨÄǻėȷƃ�¯mƻɡͨÑǳS"8/ėƘü�ʅÍ"

8/ǘ;Ñǳÿů̾ėṳ̋��ŕƻɡͨʽǭ˴üÄǻȾ�ėŝÐˍǂ"�ìΏ

oė
̶�OuradȻ[37] ˄ŕťĕ̽ʸʄɽÝ̙ OAuth2âʞ§Ǳ�=·ͦʽ

ǘ;̍é�ͅȶŮ¨��ĕ̽ʸʄɽʞ§�ëǓé̍éė�gʽȤ1�yü�¦

&ɬ�ů̾ȕ
ɺ͆_ǜȻṳ̋����ʆŝÐǿŨ�
ŶơǅȈʔȭơ�Ţ·

ͦʋɲ˰Ì=ÙȤàǘ;ė̍é�ːO��ëǓéÑǳS"8/ėȺĺ�

AlmadhounȻ[18]ĭ�˙èĕ̽ʸʄɽėƊơŭé�ǈĕ̽ʸʄɽǃĆƻɡͨ

ė·ͦʽǘ;Ċƹ͗Ǖèͫ (fog)ɺ �͆SirisȻ[38]ǃĆ OAuth2êͳĻʧN


ŶHƻɡͨŕǃ͌ĻǿėS"8/ǘ;d[�ųǐĐɣėŊ�ʆd[Ⱦ�ƻɡͨ

�ÖėrćǢʴPơ�ǈƻɡͨ"ĠŐǿŨŕǘ;̍éė
Ȋ-�ʋɲ̆�ěT

HȈʔ-ÜåÏėʋɲ�̵ǐś̯ėșʖ�Tapas Ȼ[39]ĭ̋�ƻɡͨʽɓ

ą�ɗʲŨʴd[ Openstack" KeystoneÖ-˄ͦ̍é�ĕ̽ʸʄɽ̆�ěơǅ

Ȉʔȭơ�Ţš̢ʋɲǘ;ŐȺ�Ù͒nȭơ�Ţ®͊śͩÓ�Ŋ´ơ�ëƘõ

ʋɲ�ėʋɲ�ɖ�X
=ů�ʆŝÐȤN��˓Ɲñœėɰû (multi-level 

delegation system)�Ʋ˓ƝėßměTH͒nȭơ�Ţǈ�Öė;ŭñœ 

(delegating)ɀ¨˓Ɲėßmě��ʆŝÐ"�ƻɡͨė̂�ːO�żx Keystone
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ǘ;ė˖ü�ÙȤ1ǘ;·ͦÑǳėT˽ĺ� 

n�ůėǔƦTę�ͅ ȶ UMAT̮ʃ OAuth2 ?ƞ Party-to-Partyǘ;̍é

ėƾ͞�D��ŝÐȈʔƻɡͨė̂��Ȥ1·ͦ̍éėS"8/Ⱥĺ�¦ǩ�

ǃĆƻɡͨǿŨė�ëǓéʅÍ=Ǝ&ƞFʠßmě�Eõɿǘ;ǽĭʽʋɲ

˰Ì=�Ë̝Ȥàśͩǘ;ʋƋė˖ü�{ě�nĆƻɡͨ"̫�ýȷcėʋ

Ƨřŕ+ɓȈĈ�ƻɡͨėƼʽěřơëǐȭơ�Ţ"ėŬŧʋƧ�ŇȤà�y

ėǘ;ʋƋ#·ͦ̍éɬŊǃĆƻɡͨǿŨė�ëǓéÑǳ"Ŭŧėͳ͞�ȶ��

oĬ÷ƞFǃĆƻɡͨȾ� UMAėśͩŝÐýʞ§ėȤN�gŝÐɃǯĆ�


ƞ��ǿŨ�
ŶȾ�ƻɡͨʽ UMAėßmě�EʳǨ�ë̍é�ÙǇĐĆǿ

ŨśͩǽƑ�ŐȺʽȭơ�ŢėǿŨ˟��ĨßúĿėśͩŝÐơǅƼɶg˳<

ȤNė=đƶÉɐ
ÊėȷƃʽǔƦ� 

2.2.3 智慧海運案例 

g˳<Ƽ��ȭ˘¬͑ʐ̛ɖʄ˧ (Intelligent Refrigerated Shipping Containers)� 

ė̯mȘȬ[40]�H�Ǝá§ŕg˳<ÿȤNė!~ǿŨ˟�#ƘõǒʝėţȬ�

~ƌH�Ǝáŕǃ͌ĻɽʞͦÑǳ��ʆƎá"�ƗʐėȁĕHȭ˘¬͑˧ (ship 

hauling intelligent “reefers”)ħ��Ùƫ͖å̶ʝƼ˝�ˤħʐƪʔȺ̶ʝƼ˝�

ǽ�ȶ��ɷƬƪ�ƲˏĕĲ�ƌ�ˌŧˤħʋƋɛ̛ʔȺ"ė�yü�H�ǈ

ɬʇǵˆĈ�gŝÐƎá"�ÿßmėǒʝ� 

�
ŶƗʐƬƪ§ɭ"��ãŶ�§¦ƞFĥuͩĪėǶ͏�-ŕȁK+

V (freight forwarder)ʽǸʐ+V (shipping company)�ɷƗʐƬƪƲˏƽĲ (��

ŖɋͤǻĲ)ʔȺ"�ˌŧˤħ̶ʝƼ˝ (��ɴ̴ĺ)Ŋ´�ǽʽƬƪʔȺ"ė

̶ʝĖĒ (��ɶBš̢)�Ƭƪƌ�ƽĲǈHƬ�ĕ̽ʸʄɽ (Device)# reefer
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ħ���ƌ�ȁK+VˌŧȈʔ DeviceʋƋâɞɖ reefer"ė̶ʝśͩʋƋ� 

ȶ���Ǹ͚øƌ�nĆʸʍƧʂʎƈ�ȁK+Vˌŧǘ;Ǹʐ+VėǸž 

(crew)ȈʔǸ�ėͧŘ£Ċ̀ (Edge)ẩ§ reefer ÿƬɽė Device Hɞɖɤȳ

ʋƋ�ÙˤħɤȳʋƋ�ɞɖėʔȺ"�Q·ɛ̛ʔȺʽɛ̛¼�Ŀ�ɤȳʋƋ

ė�yü (̍ǆü�¼̋üʽTmü)��ʜ 4"�ǸžȈʔ Edge� reefer"ė

DeviceȷƪɤȳʋƋ˰Ì�ÙǈʋƋ�ɛ Edge�Ľ EdgeǈʋƋǺǨʔĿ�{ʽ

Cloud~Ê� 

 

 

ʜ 4�ȭ˘ƗʐėÓ�ʽÑǳŌʧʜ 

  



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

DOI:10.6814/NCCU202101738

 

 21 

 

 

第3章 B-IoT的資料匯集設計樣式 

gȐǈƭʠ� Distributed Things[13]ėŌʧűƑ��̋ Ǩ˷mĆ Edgeɞɖ Device

ʋƋɛ̛ƌėǿŨ˟��ÙH POSA"ė˟�ȢūƑ�ˆĈƾ͞ (problem)ʽǒ

ʝ (context)�#Ŀ�H forceÀɠNʅÍ=Ǝ (solution)#˨Ȗ�Ù�ËŶʅÍ=

Ǝ"ˆĈ˟�*ç�Ȥà˟�ėpɣʜʽ˨á�Ţ�X
=ů��gȐɺ"ÿƦ

˳ėʋƋńėŊnĆˏųƲ�!ơǼ̓Çý�ŕđľýåJǽõȻ�Ɯ�eɚˤ

ħ�yüʽ;ĴėʋƋ�Ŧ<ʱ#ŕ Accountable Data� 

˟�ï�Ȋ-�gŝÐ�˙ènſŶĕ̽ʸĕtɓóʋƋėɞɖŐȺâï��

á��nͧŘ£Ċ̀ȷƩėʋƋɞɖŐȺ�ʆ˟��ʱțH�ͧŘ£Ċ̀ȷƩ�

ɓ̧��ï���˙èʋƋėɛ̛=đ�ť Device ǈʋƋnͨ�ɛ̛� Edge�

ĭH�ͨ�ʋƋ�=�ï��gȐɺÿȤNė�Ŷ˟�ėï�ǈÝɶ�ū˟�ǽ

ĭï��gȐzȤN�ʰǿŨ˟��-ŕ�ͧŘ£Ċ̀ȷƩ˲mͨ�ʋƋ� (On-

chain Edge-initiated Invocation�͎ ʱ OEI)��ĕ̽ʸʄɽȷƩǗ˜ͨ�ʋƋ� (On-

chain Device-initiated Provision�͎ʱ ODP)ʽ�ͧŘ£Ċ̀ȷƩ˲mͨ�ʋƋ� 

(OFF-chain Edge-initiated Invocation�͎ʱ OFEI)�H�ǈƭʠ�ʰǿŨ˟�-

ɐ�̋Ǩ��Ŷ˟�ÿȤàė˨áǒʝ (Example)ǈHǱ 2Ȑ"ÿȤàė�ȭ˘

Ɨʐ�§ŕǒʝţȬ� 
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3.1 On-chain Edge-initiated Invocation (OEI) 

• Context: 

�æĳĕ̽ʸŌʧ"�ɷ EdgeˌŧëǐʋƋƌ�̩ ŧ� DeviceȷN˰Ì (request)�

á��ķ9ʲˌŧȈʔ Edge ServiceÿȤà# API�̄ m̯m˓êͳͽƺ Device�

ßå�ɛʋƋ�ȶ��ʋƋ�ɛ̛ėʔȺ"�Tơ�˸ìȟɣǱ�=ͯʤý͍Ç

ėṳ̋�����yėʋƋɛ̛ǈ�ŕ˟�ǿŨėEŧͳ͞� 

• Problem: 

� B-IoT"�ɷ Edge� DeviceɞɖʋƋƌ��¡ˤħɛ̛ė�yü� 

Forces: 

- !T̓Çü�śʎĆͨ�ɛ̛=đ�ͨ �ɛ̛ˤħʋƋ!ì̓Ç�ȶ��

ʋƋȈʔͨ�ɛ̛TơnĆƻɡͨėzͥ̍é (��Proof-of-Work)�ȇ

�ˌƖƟÉƲė̫��gʽÉ¨ʋƋɛ̛ɑ� 

- Edge ŕEƺ#Ó����˟�"�Edge ˌŧx� Device ȷƪʋƋ˰

Ì�Deviceǈ˰ÌʋƧǺǨʔĿ�{�ɛ�ʠ̯ė�Ţ� 

- ˰Ì�đü�ŕ�́«ȟɣė˰ÌýḚ̀�ɛ̛ʔȺeɚŧ·ͦ�

Device ÿȷN#˰Ìâ��đėʄɽ�ÙˤħY� Device �;ŭTH

ÉɪśͩėʋƋ��ČÎ�¼Ɂė�ëǓé̍é�ǃĆƻɡͨė+ɓȈ

Ĉü�ÿ�ƻɡͨ"ėɺ͆řT˲mȭơ�ŢėPơ� 

- ͈ƃü��Ȉʔͨ�ɛ̛ʔȺ"�Edgeʽ DeviceɬHȭơ�ŢŕȚ'�

ȈʔƻɡͨɛˊʋƋ�� B-IoT ʋƋɛ̛ėǒʝ"�Edge ŧxȈʔȭ
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ơ�Ţ�ɞɖʋƋėoˠ DeviceȷN˰Ì�#Ŀʆ Device{Ȉʔȭơ

�Ţ� Edge�ɛʋƋ�ʆǒʝļĈΆ�� Edgeʽ Device#ɔ��ʽ

ȭơ�Ţė˭�ͩĪ�Edgeʽ Device�ʋƋɞɖĬˌŧęʑʽ̫�Ƙ

õȭơ�ŢėśͩʋƋ�{ě�nĆ Device "̫�ĚɔʽTʹü¨

ėŭé�ɷ�ɪėȭơ�ŢȊɾƌ�� Device Éɪȭơ�ŢʋƋėͪ

ĺʎƲ�����ūǒĒ̂Ť� B-IoTÑǳė͈Ǎü¨� 

• Solution: 

ŕ�ˤħʋƋ�ɛ̛ʔȺ"ė¼̋üʽ!T̓Çü�gŝÐřH on-chain=�ɛ

̛�HL-¯mƻɡͨS"8/̪ɝ��ƻɡͨ"�ƞFɺ͆ʠɺ͆#ɔėʋƋ

ɛ̛̍é�ͨ�ʋƋɛ̛ˌŧȈʔ˲mȭơ�ŢėPơ�����ʜ 5ÿp�ɺ

͆ʽɺ͆#ɔėʋƋɛ̛THɁmȭơ�Ţė Event̍é� 

 

ʜ 5�OEIŌʧʜ 
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Structure: 

��˟�"�ˌŧȈʔȭơ�ŢâʞǩʋƋ˰ÌėɆM�ʋƋ�̫ʽ EventͲȷ

ė̍é��ʜ 6 ÿp�g˟�"ǿŨ�ãŶ�Ţ�-ŕ RequestRegistry �Ţ

ʽ Consumer�Ţ�RequestRegistry�Ţ�H�Pơ� (1)Ȥ1͈ƃü�ŕʅÍÑ

ǳ͈ƃüʽ˰ÌėʳǨƾ͞�Ȉʔ RequestRegistry �ŢǿŨ
Ŷɖ"/ėɆM

̍é (΅̚��ɖ"/ėɆM̍éŊ"8/ėǿŨ�ȶ��nĆʆ̍éȈʔȭơ

�Ţʞ§�ˌŧ�Ë
Ŷƻɡͨɺ͆˯ˁ
v����țyǂâˆ&ħ�S"8

/Ƙü)���
â�DeviceYŧ̫�
Ŷȭơ�Ţ (² RequestRegistry�Ţ)ė

śͩʋƋ� (2) ˤħ˰Ìė�đü�ŪȀɆMâ�åJȭơ�ŢėʋƋ˰Ì�Ù

ǘ;Y�Ƙõėƻɡͨǋ9 (�ʜ 6"ė Deviceʽ Consumer�Ţėǋ9) T

H�ë� (3)˰Ìǚ¿�Ȉʔˠ (labeling)ė=��ǈÿ�ʋƋ˰Ìėǚ¿�H

Ħhâƫ͖� (4)ƥ̢ʋƋ�Ȉʔȭơ�ŢȤàė Event̍é�ƥ̢ Deviceÿ�

ɛėʋƋ��¯hâėƫ͖ʽōʊ� 

Consumer �ŢĭKĞKǨ Edge ȷNʋƋ˰Ìė�Ţ��˙è�ë Device

ʋƋėoėTơ!ʮś~�á��ĕŐÑǳ"�KĞ!~�Ţėȁĕɬ�ą�~


Ŷ͋Έ"�¦Ë
Ŷ͋ΈY�
Ŷ Device����gŝÐH Consumer�ŢK

Ğˌŧ˰Ì~
Ŷ Device"ʋƋėÿ��Ţ�ŪȀǕ� EdgeėʋƋ˰Ì� 
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ʜ 6�OEIͬʜ 

Dynamics: 

OEIŐȺ"-ŕ�˰ÌɆM�ʽ�ɛˊʽƥ̢ʋƋ�ãŶɕŎ�˰ÌɆMɕŎŐ

Ⱥ�ʜ 7ÿp��ɕŎėEŧoėŕ EdgeȈʔ� RequestRegistry�ŢɆMʋƋ

˰Ìė=�Ȅę Device �ëʋƋėɣʜ�Ųx�Edge ɬEƺ� Consumer �Ţ

ȷƪʋƋ˰Ìrć�Consumer�Ţ�·ͦ Edge#Ö- (ƻɡͨǋ9)Ŀ�ť·ͦ

_ǜĭɬƴ@rćėɐ��ť·ͦ�P�Consumer�Ţɬ� RequestRegistry�

ŢɆMʋƋ˰Ì�~ƌ RequestRegistry�Ţ�ɬ̳ō Consumer�Ţ�ºŊ´�

đ�Ľrć·ͦʔĿ�RequestRegistry�Ţɬȷƪ AccessRequest Event (Q·ǡ

˰ÌėʋƋĳʣʽ˰Ìė identifier)�ȒĿ Eventǈɬn Event logƥ̢èƻɡ �ͨ 

    �ɛˊʽƥ̢ʋƋɕŎ" (�ʜ 8)�ɷ Device ʯͿèśͩ Event Ŀ�ɬǄ

�śͩʋƋ�ɖėȺ¿�ÙǈȾČȈʔ Device �ėƻɡͨɺ͆�ɛ�

RequestRegistry�Ţ"̫��å"�ɷ˲mRequestRegistry�Ţ"callback fucntion
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ėƌŷ�ˌŧNp identifier�Hßȭơ�ŢǈʋƋ̫��śʠ̯˰ÌėʋƋȾʧ

"�ȒĿ�ɷrć·ͦʔĿ�RequestRegistry�Ţ͒n Event̍éǈʋƋǗ˜�

Edge� 

 

ʜ 7�OEI"˰ÌɆMɕŎȞ¿ʜ 

 

ʜ 8�OEI"ɛˊʽƥ̢ʋƋɕŎȞ¿ʜ 

• Implementation: 

- � Deviceʽ Edge�Ȋɾɺ͆���˟�"�nĆ͜�ɛ̛řɻnͨ�

ɛ̛�Ųx�eɚŧ� Edgeʽ Device�Ȋɾƻɡͨɺ͆�nĆ Device

�Ȋɾ#ƻɡͨɺ͆ŕˈɺ͆�eɚŧÝ̙ Edge"ėyɺ͆â~Êʋ

Ƌ�ť Edgeʽ Device"ƞFĥuͩĪ�eɚˤ˄ Edge#Ö-�ɻʔ

Device#̆�ě·ͦ� ơɓóɐ�ʋƋ~Ê� 

- Ȋɾ RequestRegistry�Ţ (ʜ 9)ʽ Consumer�Ţ (ʜ 10)�ť Edgeʽ
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Deviceŕ%ś!ĥu=�ĭȭơ�Ţn"qǱ�=Ȋɾ�á���Ɨʐ

Ñǳ"�ȁ͋"ėɤȳʄɽʽǸ�ė̉§žŕ!~Ƕ͏ėǒĒ���

Ţeɚŧ�"qėǱ�=�á�ĕŐ+VâȊɾʽʳǨ�X^�nĆ

Edge Ȉʔ Consumer �Ţ˰ÌʋƋĿ�ŧȈʔ RequestRegistry ɆM˰

ÌʽǗ˜ EventȄę Device�����Ȋɾ Consumer~ƌ�eɚŧǈ

�Ȋɾ RequestRegistry�Ţė addressɆM�å"� 

- õɿȭơ�Ţ�ë;ŭ�ŕ�Ø@ȟɣßmě�ëȭơ�Ţ�á��

DDoSḚ̀�eɚˤħ�ëȭơ�Ţ#ßměÖ-��ƻɡͨ"�ËŶ

ƼʽěȋơHåǇ͵ÏΎKĞåÖ-�����ȭơ�Ţ"�THÚx

õɿơǅ�ëƘõ�Ţė�Ɗƻɡͨǋ9���˟�"�Consumer �

Ţơn�Ɗė Edgeǋ9�ë�� RequestRegistryĭơn�Ɗė Device

ǋ9�ë� 

- Edgeʽ Device͜=ÚxŢõǼ˰ÌėĊƹ*Ƃ�Edgeˌŧxʽ Device

ˤ˄ Device ÿȤàĊƹė˲m=đ�HiˤėʠƘõėʋɲȷƪ�ë

˰Ì�X^�Edge�ˌŧęʑȷƪ�ë˰ÌƌˌŧȤà*Ƃ (�ʋƋE

͞ýͥ˥)�H́« Device�ɛ�˾ėʋƋ� 

- nʋƋɑė��ʽ*ƂÍõɛ̛=đ���˟�"�Edgeʽ Deviceė

͜�ɛ̛řȈʔͨ�ɛ̛�ȶ��ť Device ˌŧ�ɛė̦ǧƲDėʋ

Ƌɑ�ƌ�ĭ Device ÿ�ɛėżóʋƋTH¯mͨ�ɛ̛�{ǈżó

ʋƋȈʔȕ�͛ȱç˝ (hash) ͛ȱ#Ŀÿǐèė͛ȱ˥�Éɪ�ȭơ

�Ţ�Hˤħͨ�ɛƪʋƋė¼̋ü� 

- ʚxʯͿȭơ�ŢÿȷNė Event�Device ʽ Edge �ʋƋ˰ÌŐȺɓ
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ó#Ĭ�-ʚxɓóʯͿȭơ�ŢÿȷNė Event�H²ƌǕ�ʽǺ

ǨʋƋė˰Ì� 

 

ʜ 9�RequestRegistry˨á�Ţ 

 

ʜ 10�Consumer˨á�Ţ 

• Example 

�ƽĲƬƪʔȺ"�nĆǸ+Veɚ�ȁK+VͦĈĕĲƬƪĬĿė¼̋ĺ�ÿ

contract RequestRegistry { 
    bytes32 identifier; 
    mapping(bytes32 => bool) validateQueries; 
    event AccessRequest(string topic, bytes32 identifier); 
    event CallbackEvent(string data); 
 
    function requestRegister(string memory _topic) public returns(bytes32){ 
        //implement the access control mechanism and provide an identifier for the 
request 
        emit AccessRequest(_topic,identifier);   
        return identifier; 
    } 
     
    function callback(string memory _data, bytes32 _identifier) public { 
        //implement the access control that allow specific device to access 
        delete validateQueries[_identifier]; 
        emit CallbackEvent(_data); 
    } 
} 

 

contract Consumer{ 
    address public requestRegistryAddress; 
     
    constructor(address _requestRegistryAddress) public{ 
        requestRegistryAddress = _requestRegistryAddress; 
    } 
     
    //implement the access control function 
  
    function access(string memory _topic) public returns(bytes32){ 
        //implement the access control mechanism 
        RequestRegistry requestRegistry = RequestRegistry(requestRegistryAddress); 
        bytes32 identifer = requestRegistry.requestRegister(_topic); 
        return identifer; 
    } 
} 
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HǸžeɚŧ�ȁĕƬƪɓóĬýȉ"�Ȉʔ Edge� reefer"ė Device˰ÌĂ

ͶȁĕɶBâˤħȁĕʐƪ"ė¼̋ü���ǒʝ"�ư�š̢Ë�ʋƋ˰Ìė

ʔȺʽ·ͦ˰ÌǸžėÖ-��ˌŧˤ˄ɶB�ɛ̛ʔȺ"ʽ Edge�èĿė¼

̋ü� 

�ūėǒʝi�ǲ� OEIȢū# context��ÿů̾ƾ͞�¦nĆɶBʋƋ

ɑʔ��!˷�Ȉʔƻɡͨɛ̛����ˌŧH hash ė=�KȮżóɶBʋƋ

̫�Ćƻɡͨ"�äΈâˆ�DeviceǈɶB͛ȱĿëǐ hash�Ù¯mƻɡͨ"ʋ

Ƌ!T̓ÇėƘü�ǈ hashų�yėħ�ʽƻɡͨ"Ù�ɛ� Edge�X
=ů�

żóɶBĭH�yėͨ^ɛ̛=���ɛ� Edge�ȒĿ�Ǹ+VýȁK+V�ơ

ǅȈʔ EdgeÿëǐɶBėżóʋƋʽƻɡͨ�ÿš̢(log)ė hashų�·ͦ�ɛ

̛ʔȺ"�ɶBŊ´ìè̓Ç� 

• Known uses: 

- Electric Vehicle Battery Refueling[7]�Hƻɡͨ·ͦʘ�rȧėʔȺ§ŕ

Ǝá��ŝÐ"�Edgeʽ Device͜=�ĘǕȈʔƻɡͨɺ͆rȧśͩ

ʋƋ� 

- Chainlink [41]�§ŕƻɡͨÑǳ"�ͨ�ʽͨ�ʋƋėɛ̛ʽ·ͦė"

'ȂΈ�Chainlink#ͨ�̍éǈķ9ÿˌŧėʋƋɞɖÙ·ͦ#Ŀ�Ȉ

ʔͨ�ɛ� Chainlink�Ţ�{¯m Chainlink�ŢǈʋƋȤàɀķ9ė

�Ţ� 

• Consequences： 

Benefits: 
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- ʋƋ¼̋üʽ!T̓Çü�Ȉʔͨ�ėɛ̛�ƻɡͨɛ̛ʽ̫�̍éơ

ǅ�Ɗˤħɛ̛ʔȺ"ʽɛ̛ʔȺĿė¼̋ʽ!T̓Çü� 

- +ɓȈĈü�nĆ�ɛ̛ʔȺ"ÿ�ͨėʋƋřH+ɓȈĈėÀ�ħ��

ÿ�Ƽʽƻɡͨėɺ͆řơƫ͖̎ZʋƋ� 

Drawbacks: 

- �g�nĆƻɡͨ�ėËȽrćȋˌŧƖƟ·ͦɊm�ť B-IoT"ėß

mėƻɡͨŕ+�ͨ�ĭˌŧƖƟǩĠ�ɷɛ̛̦ǧƲDʋƋɑ�ƌ�

ĭɬ̂ŤrćĜɊėȤ1�X
=ů�nĆƻɡͨėzͥ̍é (��PoW

ý PoS)�ÿ�ͨ�ėrćʋƋǈɬǼ˯ˁ��v�ŇȹΈė̫��g�

ǈɬ�1� 

- Ïǆü�nĆƻɡͨ�ʋƋä�+ɓȈĈü�ÿ�Ƽʽƻɡͨėßmě

řTHƫ͖�ë����Ȉʔͨ�ɛ̛ėʋƋˌŧȈʔåJOǆ̍éâ

ˤħ!ŔʩɀǱ�=� 

- ͈Lü�nĆoĬEŐėzͥʨʴđ (��PoW)�ͱ� (miner)�·ͦ

rćėƌɔðõ�ȕ ƌɔėrćɑ (transaction per second)!ɬ�ŕͱ

�ėːO�ĈΆȤ1�ŇʋƋ�ɖė³�ɑʽͻ̯ƌɔśʠͨ�ɛ̛̍

éǈɬĈΆʎ¨� 

• Related patterns: 

- Oracle[26]�ͨ�ė Oracle̍éȈʔũ˼ȭơ�Ţ" Event̍é�Ëɷ

Oracleũ˼èƘõ EventÙǈʋƋɞɖʔĿ�{�ɛ�ȭơ�Ţħ�� 
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- Ownership[10]�ȭơ�Ţ͒nǿõßměė;ŭ�ǘ;Ƙõßměǭƺ

ȭơ�Ţ"ʋƋ� 

- Adapter[30]�ǈ
Ŷķ9ʲȵđ0Ƭė'ů͗�THśƂė'ů�HƖ

ư!~ȂΈýĕt#ɔŹƂüƾ͞� 

3.2 On-chain Device-initiated Provision (ODP) 

• Context:  

�ƘõėǒĒ���ʋƋ!äÏǆüý!ˌ̫�ý·ͦ EdgeÖvțơëǐ�D

Deviceɬ�hâŃɞɖʋƋ�Ù̫��ƻɡͨ"��ƌťȈʔ OEI� ß Edge

Ń�ȭơ�ŢȷNʋƋ˰ÌɬΆǐƕɊʋɲ� 

• Problem:  

ɷ!ˌŧ̫�ý·ͦ EdgeėʋƋ˰Ìƌ��¡Ů¨ OEIÿȇ�ėʋɲƕɊ� 

Forces:  

- !T´˄ʽ!T̓Çü�gŝÐˌŧˤħʋƋ!ǼȟɣǱ�=�ɛ̛ʔ

Ⱥ"ʽʔȺĿǭƺ��ˌŧˤħʋƋėɛƪš̢Ǽk�ħ�� 

- DeviceŕEƺ#Ó��nĆ DeviceɬŃɞɖʋƋ�Ňn DeviceEƺ

� EdgeǗƪ�HȲ6 EdgeʋƋ˰Ì#͜�ɛ̛rć�g� 

- ʋƋE͞-ͬ�nĆ Device Tơɞɖ!~ͬĳėʋƋ�ťÿ�ʋƋȈ

ʔȭơ�Ţɛƪƌ�hǈʋƋ-ͬ��ƌ EdgeeɚǑɺ͆�ʏÿ�ʋ

Ƌ�ȇ�ʋɲƕɊ�����ʋƋɛ̛Ĭ�ơǈ!~E͞ǈʋƋ-ͬ�

HȲ6,˾ʋƋ�ʏ� 
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- ͈ƃü��
Ƣ IoTŌʧ"�Device�� EdgeǗƪʋƋƌ�eɚŧx

ëǐɥŧũ˼ʋƋė Edgeý Edge"̯mȺ¿ėśͩȄƧʋƋ (á��

IP address)� ơiˤǈʋƋǗƪ�ȶ��ťˌŧũ˼ʋƋė̯mȺ¿

ːO�ȃʰ=�ɬßǐÑǳė͈ƃüŮ¨� 

• Solution: 

nĆ Device !ˌŧ·ͦʋƋė˰Ìě�ŇTHHǗ˜ė=�ĘǕǈʋƋɛƪɀ

ɥŧũ˼ė Edge�X
=ů��ʜ 11ÿp�ǡˤħʋƋ�ɛƪʔȺ"ė!T̓

Çü�DeviceˌǈʋƋȈʔƻɡͨɺ͆ɛ̛�ÙȈʔƻɡͨ̍éHS"8/=�

ħ��ȒĿ�Device§ŕʋƋ̆�ěTH¯mǆ˥́"͢Ȑė̍éǈʋƋ͢��

Hˤħ!T´˄ü� 

 

ʜ 11�ODPŌʧʜ 

Structure: 

��˟�"�H Observer�Ţ§ŕʋƋɛ̛ėȚ'�ʆ�ŢmHɞɖ DeviceŃ
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ÉɪėʋƋÙǗ˜�ÿ�ɺ͆��ʜ 12 ÿp�ǈ Device ɅŕʋƋėȷ©ě 

(Publisher)�ŪȀEƺ�ƻɡͨȷƪʋƋ�Observer�Ţ�èĿ�Ȉʔ Event̍é

ǈ Event log ̫��ƻɡͨÙǗ˜�ÿ�ɺ͆�Edge ĭ§ŕʋƋėũ˼ě 

(Subscriber)�¯må£Ċ̀ÿȊɾėƻɡͨɺ͆ũ˼ɪƻɡ"ė Event�Ùǈå

�ʏ̫�� 

 

ʜ 12�ODPͬʜ 

Dynamics: 

�ʜ 13ÿp�Ųx Deivceɞɖ¼ʋƋĿ�THȈʔǇ͵ėÏΎǈǡǗ˜ɀ Edge

ėʋƋ͢��{Ȉʔ˲m Observer�Ţė function�ɛƪʋƋ͢ȐʽKĞʋƋė

Topic�X
=ů�Edgeĭɬ�ƻɡͨũ˼śͩ Topicė Event�ɷ Observer�Ţ

ȷƪśͩ Eventƌ�EdgeơǅȈʔ Event"ė͢Ȑ�̳ō�èʋƋė¼̋üʽȷ

©ě� 
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ʜ 13�ODPȞ¿ʜ 

 

• Implementation: 

- Ȋɾ Observer �Ţ�Device ý"qǱ�=eɚǈmHǕ��ŢȊɾ�

ƻɡͨ��ʜ 14ė Observer�Ţ�ŕß EdgeTH͒nƻɡͨɺ͆ũ

˼ƘõE͞ėʋƋ�TH¯mȭơ�Ţ Event̍éǈʋƋ-ͬ�å"�

Solidity ė Event ̍éȤàǈ Event Ý Topic -ͬ#=đ��

dataSubscribedė Eventĵ¶�"�TH¯m�͵üĬO� indexedėͩ

̓��ȭơ�Ţ�rć·ͦĿɬ� Event log "�ąĆ Topic ėƻɡ�

Eventũ˼ěTHYǑƻɡͨɺ͆�ʏƘõ Topicė Event� 

- ÚxŢõʋƋɛƪė Topicʽ͢Ȑ̍é�ŕ�ˤħʋƋė!T´˄ü�

Device�ɛƪʋƋĬˌǈʋƋ͢�����ɛ̛͜=ˌŧÚxŢõʞ§

ʋƋė͢Ȑ̍é�X
=ů�Edge �ˌŧ� Device ëǐǡũ˼ Event

ė=đ (��Eventė Topic)� 

- Edgeũ˼�Ţ"ė Event�Edgeŕ�ũ˼ Observer�Ţ"ė Event�ˌ

Ȉʔƻɡͨˠɵ API�ƻɡͨķ9ʲũ˼Q·Ƙõ Topicė Event� 
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ʜ 14�ODP˨á�Ţ 

• Example: 

Device �ëǐėɴ̴ĺʽ GPS ʋƋƌ�TH~ƌȈʔ Device "ė̯mȺ�·

ͦʋƋŊ´ǭǉ�á��ɴ̴ĺʋƋŊ´ɍʔƬƪ�Ţǽõ�nĆ��Ǝá"�

Device ŕEƺȷƪʋƋ#Ó�����!˷�H OEI ý OFEIʞ§�X
=ů�

nĆǭǉʋƋͩĪèŊ´˔Ţ�eɚˤħʋƋ�ɛ̛ʔȺ"ė�yüʽȈĈü�

�� ODPŕʎ�˷ė̝̈� 

• Known uses: 

- MedRec [42]�ŕ
Ŷƻɡ̷ͨ͘ħƷʋƋʳǨŝÐÿȤNÑǳżĳ�

ʆÑǳȈʔȭơ�Ţȷƪ Event�âͲȷ HER (Electronic Health Records) 

ManagerȄęßměʋƋÉɪ�Ù~ÊʋƋƇ"ƷǌʋƋėš̢� 

• Consequences: 

Benefits: 

- �g�śʎĆ OEI�ODP !ˌŧ Edge Ȉʔͨ�Eƺ˰Ì Device ɞɖ

ʋƋ�Ňƻɡ·ͦ�gśʠŮ¨� 

contract Observer { 
 
    event dataSubscribed (address indexed senderEoA, string indexed topic, string 
  signature, uint timestamp); 
         
    function publishData (string memory _topicName, string memory _data) public { 
        //...access control code 
        emit dataSubscribed(msg.sender,_topicName, _data,now); 
    } 
} 
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- ʋƋ�yü�ʋƋ�ɛ�ƻɡͨÙȈʔƻɡͨħ����
âơǅ�Ɗ

¯mƻɡͨėS"8/#̪ɝ� 

- ʋƋ-ͬ��ͨ�ʋƋėɛ̛ʔȺ"�Ȉʔȭơ�ŢȤàė Event-ͬ

̍é�Edge"ėȺ¿THũ˼èƘõ�̕˵ėʋƋ� 

Drawbacks: 

- Ïǆü�ǃĆƻɡͨė+ɓȈĈü�ɷʋƋɬ̫�Ćƻɡͨ"�ÿ�Ƽ

ʽƻɡͨʸʍėɺ͆řTōŜʋƋÉƺė̎Z� 

• Related patterns: 

- Broker [30]��-Ȩ�Ñǳ"�ƭʠ�Ŷ(týǭ˴üd[�Ȉʔʞ§

"'ȂΈ (broker)ǈƧƉȷ©=ʽũ˼=ėˡǶH3ƌɔʅ˭�ːOÑ

ǳė͈ƃü� 

3.3 OFF-chain Edge-initiated Invocation (OFEI) 

• Context:  

ɷ Edge � Device ȷN�ë˰Ìė̦ǧ!Ʋ�D�ˌŧŃɞɖˏų¨ (ʙɸ)

ýäÏǆüėʋƋ#ǒĒ��ťʋƋȈʔͨ�ɞɖ�ƊǧɬŮ¨�DËȽͨ�ÿ

ȷlėrćǈɬȇ�ļ�ėĠ̡ʽƌɔ�g� 

• Problem:  

� B-IoT"��¡H¨�gDŹͼ�yüė=��� Edgeʽ Device#ɔɛ̛ʋ

Ƌ� 
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Forces: 

- EdgeŕEƺ#Ó��ŕ�ͽƺ Device�ɛɤȳʋƋÙȄęʋƋ˰Ìė

*Ƃ�EdgeˌEƺ� DeviceȷN˰Ì� 

- �g�nĆƻɡͨėƘü�ʋƋťȈʔͨ�ɞɖ (� OEI)�ǈɬƖƟ�

ɑ�g�Q·ʋɲƖƟʽƻɡ·ͦĜɊȻ�ȶ��ťʋƋȈʔͨ�ɛ �̛

ĭTL-¯mƻɡͨ"!T̓ÇüʽTƫ͖üȻ̪ɝ� 

- �yʽÏǆü��ÏǆʋƋɛ̛ėʔȺ"�~ƌˌŧˤħʋƋ�yƪʒ

Ù!Ŕʩɀ Edgeʽ DeviceH^ėǱ�ě�¦�ʞ§�yėʋƋɛ̛Ȅ

ʑƌɬːOÑǳʞ§ė˯͛ĺ� 

- ͈Lü�nƻɡͨėzͥʨʴđėƘü (��Proof-of-Work)�ŀͱɺ͆

ėːOÙ!ɬ̂ŤËȽrćÿˌŧ·ͦǺǨėƌɔ (transaction per 

second)Ȳ6� 

- OǆĠΎėrȧ�� B-IoT"ɺ͆#ɔťˌßmͨ�=đɛ̛ƌ�eɚ

ßm�yėɛ̛̍éɛˊʋƋ���#Ĭ�ɛ̛͜=eɚŧÚxŢõ�

ͨ�ɛ̛̍é (��HTTPS)ÙrȧmâOǆʋƋėǆΎ�ȪʕėOǆ=

đ�ãʰ�Ĥʠʱ�Oǆ=đAʎ˷��+ɓėʸʍ�ƶĠΎėrȧ�

¦ʎʠʱ�Oǆ=đėƊǧ¨� 

• Solution: 

ɷ Edge�� DeviceɞɖʋƋƌ�THȈʔͨ�ɛ̛=��Hˤ˄Ë
ȽʋƋ˰

Ì!Ǽ͍Ç��ʜ 15ÿp�X^�� Device#ʋƋ�ɛėȊ-��˙èʋƋɑ

ė��ʽͨ�rć�g�Ȉʔͨ�ė�yɛ̛̍é��±ĆȤ1Ñǳė͈Lü�
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Ů¨Ñǳɓȷė�g� 

 

ʜ 15�OFEIŌʧʜ 

Structure: 

ŕ�L-¯mƻɡͨė̪ɝ��˟�Hȭơ�ŢâɆMÙǗ˜ EdgeÿȷNėʋ

Ƌ˰Ì (fig. 9)�X^�ŕ�ŭéʋƋ˰Ìė;ŭ�sTȈʔ�Ţǘ;Ƙõƻɡͨ

ǋ9˰Ìė;ŭ���
â�ǈơ�ƊʳǨ�ëǓé�ˤħʋƋɞɖė̍ǆü� 

ͨ�ɛ̛Ȋ-�ŕ�ˤħʋƋɛ̛ʔȺ"ė�yüʽÏǆü�ɛ̛eɚßm

�yėOǆʽ͆ʠ͆ (peer-to-peer)ɛ̛̍é�X^�ŕ�Ļq�yėͨ�ɛ̛Ȅ

ʑ�Edgeˌŧ�ȷNͨ�˰Ìė~ƌ�Ȅę Device�ͨ��ɛʋƋƌėɛ̛=

�ʽƑ��~ƌ��ɛ̛ėʔȺ"�DeviceeɚˤħY� EdgeơǅͥʋƋė

*Ƃ�ǃĆƻɡͨė+ɓȈĈüʽ�ūǨn�ßm+ɓĠΎǆ˥Ñǳ (Public-Key 

Cryptosystem)§ŕɛ̛ʔȺėOǆ=��ɬŊ�ƊėʅÍ=đ� 
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ʜ 16�OFEIͬʜ 

Dynamics: 

�ʜ 17ÿp�Ųx�Edge� DeviceȈʔȭơ�Ţ"ȷN�ë˰Ì�Ù~ƌǈ

Edge# public key§ŕƼ˝ɛƪ�ͨ�̫��ɷ Deviceũ˼è EventĿ�ɬɓ

óɞɖʋƋ�ÙŃßm Event"ė public keyOǆĿ�Ȉʔ Edgeʽ Device#

ɔͨ�ʚxĻqėÏǆȄʑ�ɛ� Edge� 
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ʜ 17�OFEIȞ¿ʜ 

• Implementation: 

- Edgeʽ Device͜=ÚxŢõ�yėͨ�ɛ̛̍é��ʞ§ʽȊɾȭơ

�Ţ#Ĭ�̩ ŧ̝̈ơǅHͨ�ɛ̛¦�ơˤħʋƋɛ̛¼̋üʽÏǆ

üėɛ̛̍é�ųǐ
ȤėŊ�ƻɡͨlʣÑÿȤàė P2P Messaging 

protocol (��Ethereum Whisper, Hyperledger fabric Gossip Protocol[43])�

ħ�ƻɡͨS"8/Ƙ͆Ùơˤħ�ū#ˌÌ� 

- Ȋɾȭơ�Ţ�ȭơ�Ţ (ʜ 18)eɚʞ§�ëǓé̍é�Ùnȭơ�

Ţǈ˰Ì EventǗ˜ɀǺǨ˰Ì# Device���˟�"ėɆM Event̍

é�Tʞ§ǆΎrȧ̍é (�+Ύ)�ß DeviceǐHɛƪOǆƧƉ�X

^�ʋƋɞɖ¼�Ŀ�TH°ư�Ţ"�ɆMėʋƋ˰Ì� 

- Ļqͨ�ʋƋɛ̛Ȅʑ�ŕ�ǈʋƋ�ɛ� Edge�ŪȀɞɖʋƋė Edge

ɺ͆ˌŧî DeviceĻq�yėɛ̛Ȅʑ�DeviceTHȈʔʅĎ EdgeȈ

ʔͨ�ÿȷNė˰Ì Event*Ƃ�âɞɖÙ�ɛʠ̯ėʋƋ� 
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ʜ 18�OFEI˨á�Ţ 

• Example 

�ƽĲƬƪʔȺ"�ŕ�ʯǓɴ̴ĺʽ GPS Ȼ̶ʝƼ˝�reefer "ė Device e

ɚ̣ƌ�ɛɤȳʋƋ�nĆʋƋ�ɛ̦ǧƲDʋƋɑ���ƌ�ť̝̈ OEI ˟

��ɷʋƋˏų¨ƌ�Ȉʔͨ�ɛ̛ǈɬΆǐƕɊ����H�yėͨ^ɛ̛â

�ɛ Deviceÿ�ɖėʋƋ�Ŋʎŕ�˷ė̝̈� 

• Known uses: 

- Status [44]�ȈʔH5¹lʣÑ"ėWhisper Protocol�ĥƉɛ̛ėɺ͆

͜=Ļq
ŶÏǆȄʑ�Ȉʔͨ�ś%ɛ̛ƧƉ (message)� 

- Raiden [45]��H5¹lʣÑ"ėͨ�ʅÍ=Ǝ�Ȉʔɺ͆#ɔ�ͨ�

ĻqȄʑ�ɐ�ÏǆȄĥ�ɷȄʑͩȌ#Ŀ�{ǈɺ͆͜=ˤ˄ėȒǷ

ȾČ�ͨ� 

 

 

contract OFEI{ 
     
    event AccessRequest(uint indexed deviceID,string topic,string publicKey); 
    event Terminal(uint deviceID,string topic); 
 
    function requestRegister(uint _deviceID,string memory _topic,string memory  
       _publicKey) public{ 
        //implement the access control and  the access request registering mechanism 
        emit AccessRequest(_deviceID,_topic, _publicKey); 
    } 
     
    function terminate(uint _deviceID,string memory _topic) public{ 
        //implement the access control and the registred request deleting mechanism 
        emit Terminal(_deviceID, _topic); 
    } 
} 
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• Consequences: 

Benefits： 

- ɛ̛Ïǆüʽ�yü�ʋƋȈʔͨ�S"8/͆ʠ͆ɛ̛Ȅʑɛ̛�ĭ

THˤħɛ̛*Ƃ!�ʸʍ�Ǽ+ɓ�X
=ů�THˤħƧƉ!Ǽȟ

ɣǱ�=ͯʤ� 

- �g�DeviceȈʔͨ�Ïǆɛ̛Ȅʑ��ɛʋƋ�THȲŚȈʔͨ�ɛ

̛ÿƖƟėrćɊm� 

- ͈Lü�nĆͨ�ɛ̛!ˌŧȈʔƻɡͨzͥʨʴđ·ͦ�ŇʋƋɛ̛

#³�ɑɬśʠȤ1� 

Drawbacks: 

- Device#Ö-·ͦ���˟�"�Device¯mͨ��ɛʋƋ� Edge�

���Edgeȵđ�Ɗˤ˄ Device#Ö-�ťˌˤ˄ Device#Ö-�T

ǈ�˟�ʽ˝ ͢ȐýåJ·ͦ̍éǤ�ßm� 

- !T̓Çü�Hͨ�ɛ̛ėʋƋȵđˤħ�Ǖ�=�èʋƋĿ�!̅�

ÉÇʋƋ*Ƃ� 

- Tƫ͖ü�Ȉʔͨ�ɛ̛ėʋƋ�nĆʋƋÎ�ȈʔƻɡͨS"8/ħ

��Ƽʽƻɡͨėɺ͆ȵđ�Ɗƫ͖Ȉʔͨ�ɛ̛ėʋƋ*Ƃ� 

• Related patterns: 

- Off-Chain Signatures[12]��ͨ�ȒǷrćˤ˄Ĭ�͜=ȄĥȈʔͨ�̍

éĻqÏǆrćȄʑʒ�� 
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- Off-Chain Data Storage[11]�ʄɽǈȵđ�ͨ (��ʋƋɑ�)ėʋƋ�

Ȉʔͨ�ɛ �̛{ǈżóʋƋȈʔ reference (��hash)ė=��̫ͨ��

H·ͦͨ�ʋƋėiˤü� 
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第4章 使用者自主管理存取機制與設計樣式 

4.1 設計考量 

�~�
Ȑÿū�� B-IoT" Distributed thingsėŌʧűƑ̶ʝ��ʋɲ˰Ì=

(Request party)Ȉʔ Edge ɞɖ Device #ʋƋʔȺ"�ʋɲ˰Ì=�˰ÌƌŊ´

ˌŧɻʔǘ;ɬŊ̝̈ǿŨ˟�ƌė
ŶŬŧ�Ɯ�ȶ���
Ȑ"÷hƭʠ�

ëǓéɐ�Ǧ�ėʅĎʽǔƦ� 

nĆ�  IoT Ñǳ"�ʋɲ̆�ě  (Resource owner)ŧǈ  IoT ėʋɲ

(Resource)ǘ;ɀʋɲ˰Ì=ƌ�ʋɲ̆�ěˌŧĜɊśɷ�ėƌɔʽ�gǿŨ

�yėǘ;·ͦ̍é�O� IoT ǿȑėʐʴʽ̫�ʋɲėŭé����ȈʔT

ĥuėǱ�=âʞ§�yėǘ;̍éʎŕ�˷�UMA[20] ŕ
Ŷơ¼̋ê±ʋ

ɲ̆�ěɐ�ǘ;�ÙǃĆ OAuth2ė Party-to-Party̍é�D�ǘ;ʔȺ"�ơ

ħ� OAuth2 êͳ"ė�yʽÏǆȻƘü��ǘ;ʔȺ"�ǘ;£Ċ̀ 

(Authorization server)ơǅKǨʋɲ̆�ě�ǈ IoTǿȑėʋɲǘ;ɀʋɲ˰Ì=�

Éʵˤėˆ�ǘ;£Ċ̀ơǅHĤ~Êė=�ǘ;ʋɲ˰Ì��ƌ�ʋɲ̆�ě

!ˌŧ̣ƌ�ˬǘ;ʋɲė˰Ì����ʋɲ˰Ì=ÿƪNė˰Ì�ơ²ƌȈʔ

ǘ;£Ċ̀ëǐǘ;� 

�gȐ"�ǈɬǿŨ̯mĆ Distributed thingsėĕ̽ʸ̶ʝ# UMA̍é�

#Ŀ̋ǨǿŨ Blockchain UMA (B-UMA)#ßmě�EʳǨ̍éƌǉů̾ėƾ͞�

ȤNT�ėȭơ�ŢǿŨ˟�� 
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4.1.1 B-UMA面臨的挑戰 

H�ȝ͆̋Ǩ�ǿŨ B-UMAƌ�ɬů̾ėŅ̄� 

Ųx�nĆƻɡͨä�ė+ɓȈĈü�̈́ǆʋƧƂć˞ͺ�ť UMA"ÿˌ

ŧßmèė̈́ǆʋƋ (��token�claim)�řɻnƻɡͨɛ̛ėʉ��ɛ̛�ˌ

ŧÉĐŬåTmüʽÏǆü� 

Ǳ��nĆƻɡͨä�!T̓Çü�ȭơ�ŢȊɾĿ�Ⱥ�΅̚ȵđ{ŸÇ�

ȭơ�Ţ
ɻȊɾʔĿ�țȵđ{ÉÇå*Ƃ (���õɿė˝ųʽç��ʱȻ)�

ťǘ;ǽĭŧ{˲̋ėʉ�țeɚŬɪȊɾ�Ţ�����ǿŨȭơ�Ţƌ�


=ůˌŧˤħ�Ţ*Ƃä�Ʋĺ˖ü�á��ǈúĿˌŧƺʣÉÇėų�HTȈ

ʔ�ƻɡͨȷƪrćâƺʣÉÇė΄˝ëK�X
=ů�Ɛ̇ Data Segregation 

Pattern [34] �ǈ̫��΅̚�ʽ�ʋƋ�#�Ţ-ɓʞ§�ß̫� �ʋƋ�ė

�Ţ!ɬ�ŕ �΅̚�#΄ƺ�ˌŧŬɪȊɾ��ȇ�ż�ė �ʋƋ�ˌŧŬ

ɪ�ɛ̂ŤƕɊʋɲ�śʠė��ơ�ƊːO�Ţ#˖ü� 

Ǳ��ͨ�ʽͨ�̋�ė˯͛ĺƲ��̋Ŷ B-UMA ė·ͦŐȺ�ʋƋ�(

tɔėɛ̛=�ɬ�ÿ!~�ˌŧS;̗ſÛʔȺˌŧȈʔͨ�ɛ̛�ƻɡͨɜ

ơʠËȽͨ�ėrćƶ·ͦ�ť·ͦȷlĆͨ��ĭƻɡͨ"ė̍éȵđˤħå

�yüʽiˤü�ˌŧȈʔåJ̍éâˤħ� 

ȒĿ�ƻɡͨH5¹ (Ð	Vp2p)ʽ UMA (HTTP)ėȄĥêõ!śƂ�ƻɡͨ

ėɛ̛êõ�Ćɛǳ UMAý OAuth2 �ÙĤȈʔ HTTPêͳɛ̛�����

ʄɽ#ɔ�ŕ�ˤħ·ͦǘ;ʔȺʋƋ#¼̋ħ��Ȉʔƻɡͨ̍éɛ̛ƌ�ˌ

ŧǈɛǳ HTTPƑ�*Ƃ͗ȧŕƻɡͨėɛ̛êõƑ�� 
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4.2 授權機制角色 

B-UMA ėÓ�ʽÓ�#ɔėͩĪ�ʜ 19 ÿp�̋Ŷǘ;̍éHƻɡͨù˓Ä

ǻĻʧ�����̍é"�gŝÐʚǿʋɲ̆�ě (RO)�ʋɲ˰Ì= (RqP)ʽ

Device (TɅŕ UMA"ėʋɲ£Ċ̀)ř̆�Ǉ͵ėƻɡͨÏΎ�H§ŕåÖ-

ͥ�Ğ 5 "ˆĈ�g˳<ÿȤNėǘ;̍éʽ UMA ėÓ�ƅǭ�Eŧėǿ

Ũ�Ćǈ UMA "ėǘ;£Ċ̀ (AS)ėǘ;̍é��ƻɡͨ"Hȭơ�Ţ=�

ʞ§�X
=ů�nĆ�̍é" Device ŕ RqP ŧ�ëėʋɲėʠɉ���Ʌ

ŕ UMA"ėʋɲ£Ċ̀ (RS)��ɛ̛̍é=ů�ĭ-ŕͨ�ʽͨ��ͨ�ɛ̛

ŕ�ˤħʋƋ�ɛ̛ʔȺ"ė�yü�ĭÝɶ UMA#ɛ̛êͳǽƑ�Ȉʔ̯m

˓ʽɛ̛˓ė�yOǆêͳ (á��SSL)̍éɛ̛� 

� UMA"�ASǺǨėuƹEŧ�ã�ů��ʳǨ Resource setʽǃĆ RO

ÿéõ# policy KǨåǘ; RqP ÿȷNėʋɲ�ë˰Ì�¦nĆ policy *ƂT

ơɬƺʣė΄É�DǃĆƻɡͨė!T̓Çü��Ţ��ˌŧŬɪȊɾ��Ŭɪ

Ȋɾƌ�Resource set TơˌŧŬɪɆM�ȇ�ʋɲėƕɊʽɓȷ�ė¸ͪ��

��� B-UMA "gŝÐǈɆMʋɲʽǘ;#�Ţʅ˭�-ǿŨ� Resource 

management (RM)ʽ Authorization (Authz)�Ţ�Edge ơȈʔ RM �ŢâɆMʽ

ʳǨ Device ėʋɲ�Ùëǐʠ̯ėͥ˥ (identifier)�X^ policy ėéõʽǘ

;·ͦ̍éĭn Authz�ŢâǺǨ���
â�ɷ Authz�ŢŬɪȊɾƌ�ț!

ɬ˗ͻè�ɆMė Resource set� 
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ʜ 19�B-UMA ÑǳŌʧʽÓ�ͩĪʜ 

Ğ 5�UMA ʽ B-UMA ėÓ�ʠɶ 

B-UMA 中的角色 UMA中的角色 

Resource Owner Resource Owner (RO) 

Requesting Party Requesting Party (RqP) 

Client (Edge service) Client 

Resource Server (IoT device) Resource Server (RS) 

Resource Management contract Authorization Server (AS) 

Authorization contract Authorization Server (AS) 
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ŕ�ÉǢɮˆĈ B-UMA "#Ó�*Ƃʽåʚǿ#Pơ�åʇū��� 

• Resource Owner (RO)： 

RO ŕ Device #̆�ʽʳǨě�~ƌ�ŕȈʔȭơ�ŢâKǨåǘ;Ǳ�=˰

Ì�RO~ƌ�ŕȭơ�Ţė̆�ě�ơǅéõ�ȊɾʽƺʣʳǨȭơ�Ţ"ė 

policy� 

• Resource Server (IoT device)： 

DeviceTɅŕ UMA"ė RS�Device#�ë̍érnƻɡͨ"ȭơ�ŢʳǨ�

X
=ů�Device Ȉʔƻɡͨˈɺ͆ėķ9ʲʽƻɡͨʸʍ%ƺ�nĆƊơŭ

é�Device!Ƽʽƻɡͨ#ƻɡ·ͦ (mining)�eɚÝ̙åĥuýǘ;ėƬɽy

ɺ͆#£Ċ̀ (á��Edge server)~ÊƻɡʋƋ� 

• Requesting Party (RqP)： 

RqPȈʔ ClientÿȤàĊƹƼʽƻɡͨÙ˰Ì Device ėʋɲ�X^�RqP �ƻ

ɡͨ"H�Ö̆�ėÏΎ§ŕÖ-H˰Ìȭơ�Ţ#ǘ;� 

• Client： 

ʽ UMA"ė ClientÓ�ś~�RqPȈʔ ClientâKǨåÖ-�� Device ˰Ì

ʋɲ�X^�nĆ ClientÙˌŧʽȈʔͨ�ɛ̛â̵ǐȭơ�Ţ#ǘ;����

Clientė£Ċ̀"�ˌŧȈʔƬɽH5¹ķ9ʲâʽƻɡͨɳȄ� 

• Resource management contract (RM合約)： 

RM�ŢŪȀ̫� DeviceʋɲėƼɶ�RM�Ţ"THɆM Device" Resource 

setėśͩƧƉ���ʋɲ�ʱ�TǼ�ë˨Ȗ (scope)Ȼ�
Ǎ�ŢTHɆM�
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Ŷìħʋɲ�DËŶʋɲ�śʠ̯ėͥ˥ (identifier)��ĿėŐȺ"�T

HĘǕȈʔɆMĿÿëǐėͥ˥ẩ§ʋɲ� 

• Authorization contract (Authz合約)： 

Authz�ŢTɅŕ UMA"ėǘ;£Ċ̀�Authz�ŢTHKǨ RO�ÙȈʔʚx

ǿõė policyʽƼɶ RM�Ţ"ėͥ˥â·ͦʽǘ; Requesting PartyÿȷN

ėʋɲ˰Ì� 

4.3 B-UMA授權流程 

̋ŶÑǳǿŨEŧ-ŕ�ŶȊ-�-ŕʋɲħ (Protecting a Resource)�ëǐ

ǘ; (Getting Authorization)ʽʋɲ�ë (Accessing a Resource)��gɺ"�gŝ

ÐǈɬʇūgŝÐÿȤNė B-UMAǘ;ŐȺėǵɺʽ�ɑ� 

4.3.1 第一階段 - 資源保護 

Ɛ̇#Ĭÿ˳ū�DeviceTǼɅŕ UMA"ė RS�RO!ɜŕ Deviceė̆�ě�

�ơéõȭơ�Ţ"ėǘ;KǨ̍é��gŝÐÿȤNė B-UMA ̍é"�RO

Eŧ�H�;ŭ� 

• Ȋɾ RMʽ Authz�Ţ�RO²ŕ�Ţė creatorʽ owner�̆�ŸÇ�Ţ#

ȒƲ;ŭ� 

• � RM�Ţ"ːȲɆM Device�Device�ŸÇýɪː RM�Ţ"ė Resource 

set ėʋƧƌ��Ţɬxͥ Device #Ö- (¯m·ͦ Device �ȷNrć

ƌ�mâ͢�ėÏΎėǋ9)§ŕ��ȷƪrćŊ´�Ɗ#eŧǠt����

ROeɚx�Ȋɾ RM�Ţ~ƌ�Ļq
ŶʋƋȾʧ�ą�ƊėKĞ Device
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ėƻɡͨǋ9� 

• ǿõʽŸÇ policy�RO �Ȋɾ¼ Authz �ŢĿ�TH��Ţ"ƺʣɪːý

ÉÇ policy�ŗ�TH�ŸÇ�Ţ#Ōʧýǘ;ǽĭĿ�Ȋɾ
vɪė�Ţ� 

 

H�ǈ'ǴǱ
ɕŎ�B-UMA ÑǳĻɽėŐȺ�ʜ 20 ŕǱ
ɕŎŐȺė

Ȟ¿ʜ�åʇǵŐȺˆĈ��� 

• Ȋɾ RM �Ţ�� UMA"�ROǈ RS#ˌìħʋɲɆMĆ AS"�#

Ŀ RSˌŧȈʔǊ� Protection API Token (PAT)ė Protection APIâɆMåʋ

ɲ���Ê"�RS�~ OAuth2 "ė ClientÓ��ASeɚȈʔ PATâ

·ͦʋɲɆM˰Ìė�đü�nĆ� B-UMAė̶ʝ��Device�ƻɡͨ"

�ɻ�ÕHKĞåÖ-ėÏΎ����RO�Ȋɾ RM�ŢĿ�ơǈ�ęė

Device�ƻɡͨ"Ǉ͵ėǋ9̫�Ćȭơ�Ţ"���
â�hâ�ǘ;·

ͦėʔȺ"�ȭơ�ŢơH Deviceėǋ9KȮ PAT§·ͦíWȭơ�Ţė

�đü� 

• Ȋɾ Authz�Ţ��Ȋɾ RM�Ţ#Ŀ�ROɬǐè RM�Ţė�º�nĆ

Authz�ŢeɚƼɶ̫�Ć RM�Ţ"#ʋɲͥ˥�Ňeɚŧ7m RM�

Ţ�����Ȋɾ Authz�Ţƌ�eɚ̫�ʚxȊɾ# RM�Ţ�º� 

• ROȈʔ DeviceɆMìħėʋɲ��gŝÐÿȤNė̍é"�DeviceŪȀ

ʳǨȭơ�Ţ"ė Resource set�ɷ ROŧ� RM�ŢɆM Deviceÿ̆�ė

Resource set ƌ�ˌŧͲȷ Device ÙȈʔ Device ėǋ9� RM �Ţ˲m

registerResourceėPơ�ȷƪrćƌˌŧǊ�#Ƽ˝˨á��� 
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- resourceName：Device" Resource setė�ʱ� 

- scope：scopeKĞ RqPÿơʠ resource˰Ì#˨Ȗ�� UMA"�Ùh

Ĉˤǽ˨ scope#ǽƑ�� B-UMA"�scopeė*Ƃ��'scopes': ['view', 

'update']� 

�ƻɡͨrć�PĿ�RM�Ţɬ̣̍l�
Ƕ̏q identifier��ɛÙ

̫�Ć�Ţʽ Device"�hâ�·ͦʔȺ"»Hʆ identifierâKĞ�ɆM

ė Resource set� 

• ɆM policy � Authz �Ţ�� RM �ŢɆM¼ Resource set Ŀ�Resource 

owner TH� Authz �Ţ˲m setPolicy ėPơ�HɆMʠ̯ identifier #

policy�� UMAėǘ;ŐȺ"�ASTHȈʔ policyƶNǘ;Íȼ�ýŊɷ

·ͦʋƧ!Õƌ�� RqPŧÌȤàÉ¼̋ claimH$Hǘ;�� B-UMA"�

gŝÐƭʠ RqPė·ͦȤNãʰ policyėT�=đ� 

- Ȉʔƻɡͨßměǋ9·ͦ�nĆƻɡͨ"�ƻɡͨƼʽěơHÏΎK

Ğå̏qėÖ-����ROTHĘǕĆ Authz�Ţ"ɆMƘõėƻɡ

ͨǋ9�ȷN�ë˰Ì#ǋ9ɻʔȭơ�Ţ·ͦʔĿ�ơǅ!ˌŧȤà

claimțơĘǕȄʔǘ;·ͦ�Éʵˤėˆ�ROơǅǘ;̆�ƘõÏΎ

ėßměĘǕ˰ÌƘõʋɲė;ŭ� 

- � RqP ŧÌȤàÉ�ė claim�ɷȵđˤ˄ RqP #Ö-ƌ�ýŊˌŧ 

RqPȤàÉ��¯·ͦėśͩʋƧƌ���èǘ;˰ÌĿ�Authz�Ţ

ɬ˰Ì RqP EƺȤà claim�á��ŧÌ RqP Ȥàå email ǋʂȻ� 

�ʜ 20"�hintĭŕ Authz� RqP ˰ÌȤà claim ƌÿNpėȤp�



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

DOI:10.6814/NCCU202101738

 

 52 

H¯ RqP®͊ˌŧNpſÛ*Ƃė claim� 

 

ʜ 20�B-UMAėÑǳĻɽŐȺȞ¿ʜ 

4.3.2 第二階段 - 取得授權 

Ǳ�ɕŎ-ŕãŶÊH¼� B-UMA" Request party (RqP)ė˰Ìǘ;ŐȺ�

-ŕ�ëǐ permission ticket�ʽ�ëǐ access token�� 

(一)、 取得 permission ticket 

ʜ 21ˆĈ� RqP� Authz�Ţëǐ permission ticketėŐȺ�nĆˌŧˤħË

�˰ÌŊɻn Deviceȷƪ�ÙȈʔ Device"̫�ė identifierâëǐȭơ�Ţė

ǘ;�����ëǐ access token Ĭ�Client ˌŧxëǐ Authz �Ţÿƍź˰Ì

ė ticket�X
=ů��ŐȺɓó# Clienteɚëǐ� resource server˰Ì resource

# reference�á��ßmĊƹȷǩ̍é�ëǐíW Deviceė API� 

Ųx�RO Ȉʔ Client � Device ȷNʋɲ˰Ì API��ƌ˰Ìė"!ˌŧ

Ȥà access token�HTTP request��� 

GET photo/example HTTP/1.1 

Host: B_UMA.com 
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Device ɬ{̳ōŊ´��Ǽ˰Ìėʋɲ�#Ŀ Device ɬ¯mʠ̯ʋɲė 

identifier� Authz�Ţ˰Ì permission ticket�ŕ�Ø@ȟɣėḚ̀�� Authz�

Ţƍȷ permission ticketĬ��Ţ*Ȋɬx̳ōʠ̯ė resource setŊ´�ɻɆM�

Ùˤ˄rćŊn�đė Deviceƻɡͨǋ9ÿȷN�ˤ˄ʔĿ�Authz�ŢɬȈʔ

Event̍éǗ˜ permission ticketʽxĬROÿǿõė hint�Device�ŕ�ΉClient

��
Êơǅ� Authz�Ţ˰Ì access token�DeviceˌŧX^ǈ Authz�Ţ�

º�ɛ� Client�ȒĿ�Client� RqPNp��èė hint�ÙŧÌåȤàśͩė

claim� 

��Ê"�Deviceė HTTP response��� 

HTTP/1.1 401 Unauthorized WWW-Authenticate: B-UMA 

               realm="example", authz_contract="0xec…", 

               ticket="0x26…", hint="email",  

               idenitifier="0x54…", ... 

 

ʜ 21�ëǐ permission ticketȞ¿ʜ 

(二)、 取得 access token 

�Êmɣŕ¯mǈ�
ŶÊÿëǐė permission ticketʽ RqPÿȤàė claim�

� Authz�Ţrȧơ�Ɗ˰Ì Resource server"ʋɲė access token (ʜ 22)�ɷ

RqPˀɖ¼śͩė claimĿ�ĭ{�Ȉʔ Client�ÿƬɽėƻɡͨɺ �͆� Authz
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�ŢȷNrćHßm permission ticket ȧë access token�ųǐ
ȤėŊ�nĆ

claimʽpermission ticket��ͨėʔȺ�ŊȈʔg�ʲ (local side)ėƻɡͨɺ �͆

���śʠĆ
Ƣ UMA̍é�ʎ!ɬ� claim�ʸʍ�ė^Ŕƾ͞�¦�ȭơ

�Ţ"�ťˌš̢ RqPÿɛƪė claim*Ƃ�ŕ�Ø@ƻɡͨʸʍ"ėƼʽě�

ë claim"ė̈́ÏʋƋ�ĭˌ�ȭơ�Ţ"H�yėOǆ̍éħ�� 

Client˲mȭơ�Ţ" requestToken functionƌ�ɛƪėƼ˝˨áH JSONƑ

�Ğp��� 

{ 

  "ticket": "0x26…", 

  "claim": "...@email.com" 

} 

Authz�Ţ·ͦ claimė*ƂĿ�ť·ͦ�Pǈɬ̣̍Ǫl
Ƕ access token�

� UMAėǽƑ"�access tokenßmėŊ Bearer token [46]ėƑ��¦�Ćo

Ĭȭơ�ŢͩĆ˪˥ʅ˥ȻśͩÄǻ÷h�ˣ�O�ƻɡͨɛ̛̍é!śƂĆ

HTTP����Bearer tokenėƑ�ʎ!˷�̯mĆHƻɡͨŕù˓ėɛ̛̍é�

� B-UMA "�gŝÐȤN� token ėǪl˨á�¦hŭé token ėßmƑ��

� token ä�ƿ
ü�ơǅʠ̯ǘ;ė˰Ì�ÙȈʔȭơ�Ţė̍éǈåʠɶ 

(mapping)èȷƪrćė RqP ėǋ9�º�åoėŕ�#Ŀė*Ȋ̳ōŐȺƌ�

THAʠȭơ�Ţ" RqPėǋ9�ºÿʠɶė access token�Ŋ´ʽ Client˰Ì

ʋɲƌÿNpė access token 
Ť�ȒĿ�Authz �ŢɬȈʔȭơ�Ţė Event

̍é�ǈ access token Ǘ˜� Client�Ù~ƌǊ�śͩǘ;Ƽ˝�ƥ̢Ćƻɡͨ

#rćƧƉ"�śͩǘ;Ƽ˝˨á�Ğ 6 #*Ƃ�X
=ů�ť��Ê"�

access tokenrȧ_ǜƌ�ãʰǉÒė̠˅ƧƉǈ�H�ÿp� 
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• ɷ permission ticketƑ�̠˅ý!��ƌ�ȭơ�Ţɬƴ@rć (rollback)Ù

ȷƪH�̠˅ƧƉ� 

"invalid_grant" 

• ɷ RqPÿȤà# claimýÖ-!ÕHǲ�ǘ;ˌÌƌ�ȭơ�Ţɬƴ@rć 

(rollback)ÙȷƪH�̠˅ƧƉ� 

"request_denied" 

Ğ 6�Authz�ŢÿȷNėǘ; Event˨á*Ƃ 

log屬性 內容 

access token mâ�ë Device" Resource# token 

identifier Ğp�Pǘ; resource set#ͥ˥ 

scope ˰Ìǘ;#˨Ȗ 

address ǘ;ėǋ9 

iat (issued at) access tokenė͢ȷƌɔ (Unix time) 

exp (expires) access tokenėèȯƌɔ (Unix time) 

 

 

ʜ 22�ëǐ access tokenȞ¿ʜ 

4.3.3 第三階段 - 資源存取 

��ɕŎ"�ǃĆ Client�̵ǐ access tokenėǒĒ��RqPTH��Ȉʔ Client

� Resource server˰Ìʋɲ���ɕŎ"�DeviceėʋƋėɞɖTHƼ�Ǳ 3Ȑ



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

DOI:10.6814/NCCU202101738

 

 56 

ÿȤNė B-IoTʋƋɞɖǿŨ˟�"ė OEIʽ OFEIˡ�ǿŨ� 

RqP�Ŭɪ˰Ì DeviceʋɲėʔȺ"�nĆ ClientÿȷNė request"�ɬ

� HTTPė header"�Ǌ� access token�Device��è requestĿ�ǈH UMA

"ÿȤàė�*Ȋ̳ō token (introspect token)�̍é�·ͦÿ�èė access token

#iˤü�H�ǈʇū� B-UMA"ƭʠ �*Ȋ̳ō token (introspect token)�̍

éėǿŨ� 

� UMA "�ɷ Client �Pëǐ Authz�ŢÿȷƬ# access tokenĿ�TH

� DeviceNp access tokenH�ë Device#ʋɲ�nĆ Device!Ƽʽ UMA"

·ͦ̍éėͩĪ�access tokeneɚŧ͗rn Authz�Ţɐ�̳·�¦ access token

�ǪlʔȺɬš̢Ćƻɡͨ�ÙǃĆƻɡͨ#+ɓȈĈüė�Ɯ�Ƽʽƻɡͨ#

ɺ͆ļƂćțëǐ access token#*Ƃ��˙èȟɣɺ͆TơȈʔ access tokenī

L RqPėÖ-����� B-UMA"̳ō access tokenƌ�RqPeɚȈʔ�Öė

ÏΎǈ token͢��{Ȉʔ ClientíW Authz�Ţ"̳ō access tokenėPơ�

#Ŀ¯mȭơ�Ţ"͢Ȑė�º͂ż̍é[47]�ˤ˄ access tokenŊ´n RqPė

ÏΎ͢��ť·ͦ�P�Authz�Ţɬ�ɛ true�ť·ͦ_ǜ�ȭơ�Ţǈɬ�

ɛ falseýǷ@rć (rollback)Ùȷƪ·ͦ_ǜƧƉ� 
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ʜ 23�B-UMA introspect tokenȞ¿ʜ 

� introspect token Ê" HTTP request ʽȭơ�Ţ function ė˲m˨á�

�� 

• Client �ëǐ access tokenĿŬɪ� Device ˰Ìʋɲė HTTP request Ƒ� 

(Authorization: access token, tokenSignature: access token#͢Ȑ)� 

GET /photo/example HTTP/1.1 

Host: B_UMA.com 

tokenSignature: 0x22b... 

Authorization: 0x52... 

• Resource server�ȭơ�Ţ˲m introspect functionƌ�ÿǊ�ėƼ˝ (JSON

Ƒ�)� 

{ 

    "signature":"0x22b...", 

    "token":"0x52..." 

} 

• introspect function·ͦ access token_ǜƌ�ȷNė̠˅ƧƉ*Ƃ� 

"invalid_token" 
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ȒĿ��*Ȋ̳ō tokenÊ¼�Ŀ�Device²Tǘ; EdgeÿȷN#ʋɲ

˰Ì�Ù� EdgeȤàśͩʋɲ�RqPTH� access token#ǘ;ȯŭ*���Ȉ

ʔ Client� Device�ëʋɲ�ɷ access tokenʔȯƌ�ĭT{�Ȉʔ B-UMA̍

éëǐɪė access token� 

4.4 B-UMA的智能合約設計樣式 

�ɺƭʠg˳<ÿȤNė B-UMA��ǿŨśͩȭơ�ŢƌTơů̾ėƾ͞Ǧ�

ʅĎʽƦ �˳ÙƐ̇ȭơ�Ţėɓȷɻ·�ȤàǃĆ B-UMA̍é�ėʅÍ=Ǝ�

ȒĿ�ǈǒʝ�ƾ͞ʽʅÍ=ƎHǿŨ˟�À�µǩ�ɓȷž�ǿŨýʞ§ B-

UMAýåJǃĆƻɡͨė·ͦ̍éƌ�TƼ�gɺÿ̋Ǩ#ǿŨ˟��-ŕ

�ǘ;ʽʋɲʳǨ̍é-͚  (Authorization and Resource Management 

Segregation)���Ǽǘ;m9ɆM (Authorized User Registry)�ʽ�Tokenė*Ȋ

̳ō (Token introspection)�� 

4.4.1 授權與資源管理機制分離 

• Context: 

�ǿŨ B-UMAýǃĆƻɡͨėǘ;̍éƌ�ʋɲ̆�ěťŧ~ƌȈʔȭơ�Ţ

ɆMʽʳǨåʋɲ��ˌŧȈʔȭơ�Ţ"ǿɽė policy ɐ� access request #

·ͦʽǘ;ėǒĒ��ťȊɾ�ŢĿȷǩǿŨʩő�ýŊ�Ţ*Ƃˌŧƺʣ˲ �̋

ȇ��Ȋɾ#�Ţ!ȗßmƌ�ĭˌŧŬɪȊɾ�Ţ�ȶ��ż̫�Ćȭơ�Ţ

"ėŉ�̥ʣʋƋ (��m9ʋƧ�Ǽ�ëʋɲȻȻ)�eɚ˹ǰèɪĔgė�Ţ�

��
âǈƟɊ͝^ėʋɲʽ�g� 
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• Problem: 

� B-UMAýŊǃĆƻɡͨėǘ;̍é���¡ʅÍɷȭơ�Ţ�ÉɪˌÌƌ�

ˌŧ˹ǰýŬ˯ǈ�ɑ̥ʣʋƋ�ͨėŭé� 

Forces: 

- ȂΈ-˓ǿŨ��ȂΈ�Ⱥˍǂ"�-˓ (layers)ǿŨŊ
ŶŬŧėɰ

û�ȂΈÑǳė-˓ǿŨ!ɜ�±Ćʗ͚!~ėǇĐ͆ (Concern Point)�

Ȳˈ!~˓�#ɔėśÝü�É�±ĆŮ¨Ñǳė˯͛ĺ�HȤ1Ñǳ

Ĳ˴� 

- !~ͬĳʋƋėŸÇ̦ǧ!~�� UMAŐȺ"�EŧˌŧȊɾėʋƋ

Eŧŕã�ͬ�-ŕì Protected resourceʽ policy�ãʰʋƋėÉɪ̦

ǧ�̯mȘȬ�ǭ� 

- ̎Zǘ;š̢ėʳǨ�ť�ŢˌŧŬɪȊɾƌ�ˌŧ�
ƀʳǨ͐��

Ţė=đ�ßǐʔSėǘ;ǐHk�ƫ͖� 

• Solution: 

�ȂΈ-˓ǿŨ˟� (Software Layered Architecture Pattern)"�ǈƽɭ΅̚ʽʋ

ƋƇėĊƹ-ŕɭƹ˓ (Business Layer)ʽʋƋ˓ (Data Layer)�ǈƽɭ΅̚ʽʋ

Ƌ�̫Ċƹ-˓ǺǨ��g˟�"�ǈ�ū UMA"ėãͬʋƋ-ŕã˓ʳǨ�

�ʜ 24�gŝÐǈȭơ�Ţ-ŕ�˓�ʋɲʳǨ�Ţ� (Resource Management 

contract, RM�Ţ)ʽ�˓�ǘ;�Ţ� (Authorization contract, Authz�Ţ)�RM

�ŢŪȀʳǨʋɲ£Ċ̀"ìħėʋɲ�Authz�Ţĭ7mRM�Ţ"ėʋƧ�

ǇĐĆ·ͦ (authentication)ʽǘ; (authorization)ŐȺ� 
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ʜ 24�B-UMAȭơ�Ţ-˓ͬʜ 

�ǈ�Ţ-Ȋɾ#Ŀ�ťŋ
�Ţ�ŕĔgÉɪˌŧŬɪȊɾ�͐ė�Ţ

"ėʋƋeɚŧǼħ�ƌ�ĭeɚŧƥ̢��Ţėƻɡͨ�º��ʜ 25#˨á

Ⱥ�˥�ǈƼ� RM�Ţ#΄˝ (RM_address)ń�ȒɪĔ�Ţ address�Ùǈ͐

Ĕg�Ţ º�ɐ̫�̎Z�Ţ�ºėƯ| (previous_RM_addres)�X
=ů�

nĆ Authz�Ţʽ RM�Ţ#Éɪ̦ǧ!~�Éʵˤėˆ�ŋȊ-ėʋƋTơŊ

̥ʣʋƋ (!ɬ�ĔgÉɪėƾ͞)����ɓȷžTH�ɑŊ´ŧʞ§�ŢĔ

gʳǨė̍é� 
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ʜ 25�Authorization�ŢėĔgʳǨ̍é˨áȺ�˥ 

• Consequence: 

Benefits: 

- Ȳ6ʋƋ˹ǰė�g�ǈʋɲʳǨʽǘ;̍é-ŕãŶ�ŢǿŨʽȊɾ�

�±ĆȲ6ɷY�Ȋ-ė�Ţ΅̚ˌŧÉÇƌ�!ˌŧŬɪȊɾÿ��

Ţ΅̚ʽ˹ǰ��ͨė̥ʣʋƋ����ơ�ȜȲ6ƻɡͨ̍éßm#

�g� 

- TÉɪü (Upgradability)�ǈŪȀ̫�̥ʣʋƋ (m9�Ǽǘ;ʋɲė

ʋƋ)ʽƺʣǘ;΅̚ė�Ţ-ɓǿŨ�TH�±Ćʋɲ̆�ě�!ˌ

ŧ˗ͻè̥ʣʋƋėĬȤ��ȊɾɪĔgėǘ;�Ţ�                      

Drawbacks: 

- ͈ƃü�nĆ� B-UMAǘ;ʔȺ"�
=ůŧ Authz�Ţš̢ RM�

Ţ#Ƽ�ʋƧ���RM�Ţė�ºʽRM�ŢėABI (Application Binary 

contract AuthorizationContract { 
     
    address public resourceOwner; 
    address public RM_Address; 
    address[] previous_RM_address; 
     
    constructor(address _RM_Address) public{ 
        resourceOwner=msg.sender; 
        RM_Address = _RM_Address; 
    } 
     
    function changeRM(address _RM_Address, address _new_RM_address) public { 
        require(resourceOwner == msg.sender, "Access deny, not resourceOwner"); 
        require(_RM_Address == RM_Address,"invaild RM_Address"); 
        RM_Address = _new_RM_address; 
        previous_RM_address.push(_RM_Address); 
        //... emit update event including array index 
    } 
} 
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Interface)Ȼ�X
=ů�RqP�ŧëǐśͩ˲m�ŢėƼ�ʋƧ�ǃĆ

�ūǨn�ǘ;̍é"Ñǳė͈ƃüǈɬ�ÿŭé� 

- �Ţ#ɔė˲m�g�nĆgǿŨ˟�ǈ Authz�Ţʽ RM�Ţ-˓ǿ

Ũ����ǘ;ŐȺ"�ˌŧȈʔãŶ�Ţėś%�ëâ¼����


â�ǈːOȈʔȭơ�Ţɔ˲mė�g (��ethereum"ėrćƖƟė

gas�ƌɔʽ̫�Ěɔ)� 

• Related patterns: 

- Contract Register [34]�ʳǨ�ȭơ�Ţ"ɆMė˲m�ŢĔg�ßȭơ

�Ţơˤħ˲mèė�ŢŕȒɪĔgė�Ţ� 

- Layers [8]�ǈÑǳHɕ˓/ė=�õɿ�āɉ�!~˓�ėʀǶ�ËŶ

ʀǶɬÝɶÿŘõėŘˬƻ-åŪȀė�§���˓ʀǶǈÝ̙Ć�˓

ʀǶÿȤàėĊƹ� 

- Data Segregation[34]�ŕ�Ů¨ȭơ�Ţ"��΅̚�ʽ�ʋƋ�ė˭�

ĺ�́«hâÿ�̥ʣʋƋǈ̣ɃĔgÉɪŬɪȊɾ����ǈȭơ�

Ţ-��ʋƋ�ʽ�΅̚�ãʰů�ǿŨ�Ù-Ȋɾ�ƻɡͨ"� 

4.4.2 被授權用戶註冊 

• Context: 

�Ȫʕėǘ;·ͦ̍é"�͒ n˄ͦʋɲ˰Ì=#Ö-â$Hǘ;ŊļǉÒė=

��� UMA"�ŋÛǒĒ�ʋɲ̆�ěTHƭʠƘõßměɐ�ǘ;�� UMA

ėÑǳȊɾɕŎ�ʋɲ̆�ěTH� policy"ɆMǼ)Ǿ�ëƘõìħʋɲė

ʋɲ˰Ì=#Ƽ�ʋƋ (reference)�ɷʆʋɲ˰Ì=�ǘ;£Ċ̀ȷN access 
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requestƌ�ǘ;£Ċ̀T�·ͦʋɲ˰Ì=#Ö-Ŀ�ǘ;śͩė access request� 

• Problem: 

� UMA "�ʋɲ̆�ěȋɬʚx� policy "ǿõTH�ëʋɲėǱ�=�ȶ

��nĆǼǘ;ėǱ�=TơɬƺʣːȲ�O�� B-UMA"�ťȭơ�Ţ�ɻ

Ȋɾț!ơ{ǼÉÇ�����¡�ȭơ�Ţ"ĻqƺʣʳǨǼǘ;Ǳ�=Ƽ�

ʋƋė̍é�ɬŊ
�ͳ͞� 

Forces: 

- ̍ǆü�nĆƻɡͨ+ɓȈĈėƘü�u¡ȋTH˲mƘõȭơ�Ţ�

¦�ȭơ�Ţ"�ťŋÛPơYŭõʆ�Ţ̆�ěýuƹTH�ë��

ƌeɚʠƘõPơǿŨ�ëʳǨ̍é� 

- ǘ;�ëƘõʋɲ�� UMA"�ìħėʋɲTơ�ļ�Ŷ�ʋɲ̆

�ě�Ƙõǒʝ�¾ǟǘ;!~ėm9�ëƘõėʋɲ� 

- ƺʣʳǨ�nĆȭơ�Ţ#Ⱥ�˥ʽ΅̚
ɻȊɾĿ�țȵđ{ɐ�Ÿ

Ç���ťơǿŨƺʣʳǨ�ëǓéėȭơ�Ţ˟��ǈơ�ƊɺŚŬ

ɪȊɾȭơ�Ţė�g� 

• Solution: 

nĆƻɡͨÑǳ"ä�å+ÏΎ̍é���ǈ�±Ć§ŕ�ȭơ�Ţ"ǿŨ�ë

Ǔé̍éƌė·ͦ=đ�ʋɲ̆�ě�ǿŨ policyƌ�TH¯m̳ōƻɡͨǋ9

ė=�â˄ͦʋɲ˰Ì=ėÖ-���ūÿū#�yüƾ͞��ƺʣːOǘ;ß

měƌ�eɚˤħrćȷƪěėÖ-��ʜ 26"�gŝÐǿŨǘ;Ǳ�=ė�
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ë̍é�ÙY��Ţė̆�ěTH˲mʆ̍é� 

ŕ�ǈƘõʋɲǘ;ɀƘõǱ�=�eɚǈƘõßměʽ�ɆMʋɲƶ˭��

ʋɲ̆�ěơǅȈʔȭơ�Ţ�ˤ˄ŋʋɲơǅǘ;$ƘõǱ�=��ʜ 26ė

setParticipantOfResource function"�gŝÐxǈìħʋɲėͥ˥ (identifier)

ʽǘ;Ǳ�=ƻɡͨǋ9͛ȱ�ëǐ͛ȱų�ÙȈʔȭơ�Ţ" mapping̍éǈ

ʆ͛ȱųʠ̯ŕ true (KĞǘ;ǾT)�� B-UMAėǘ;ŐȺ"�
=ůTH¯

m�ȭơ�ŢƺʣɪːǼǘ;m9 (˲m setParticipantOfResource function)TH

¯mȭơ�Ţ"ė modifier ėʚx̳ō̍é  (checkParticipantOfResource 

modifier)�̳ōƘõ�ëʋɲŊ´ǘ;$ƘõǱ�=� 

 

ʜ 26�ʋɲ˰Ì=Ö-˄ͦėǿŨ˟�˨áȺ�˥ 

 

contract AuthorizationContract { 
     
    address public resourceOwner; 
    mapping(bytes32 => bool) isParticipantOfIdentifier; 
     
    modifier checkParticipantOfResource(bytes32 _identifier, address _rqpAddress) { 
        bytes32 hash = keccak256(abi.encodePacked(_identifier, _rqpAddress)); 
        require(isParticipantOfIdentifier[hash] == true, "not vaild account"); 
        _; 
    } 
     
    constructor() public{ 
        resourceOwner=msg.sender; 
    } 
     
    function setParticipantOfResource(bytes32 _identifier,address _address) public{ 
        require(msg.sender == resourceOwner,"Access deny, not resourceOwner"); 
        bytes32 _hash= (keccak256(abi.encodePacked(_identifier, _address))) ; 
        isParticipantOfIdentifier[_hash]= true; 
    } 
     
    function deleteParticipantOfResource(bytes32 _identifier,address _address) public{ 
        require(msg.sender == resourceOwner,"Access deny, not resourceOwner"); 
        bytes32 _hash= (keccak256(abi.encodePacked(_identifier, _address))) ; 
        delete isParticipantOfIdentifier[_hash]; 
    } 
} 
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• Consequence: 

Benefits: 

- ̍ǆü�Ȉʔ�ȭơ�Ţ"ǿŨǼǘ;m9ǋ9ėɆM̍é�â·ͦ˲

mȭơ�ŢėƻɡͨƼʽě#Ö-�ÙH�âˤħȭơ�Ţ"�Ƙõ

functionYơǼƘõm9ÿ�ë� 

- ƺʣʳǨ��ʜ 26 ė˨áȺ�˥"�¯mȭơ�Ţ"ėʋƋȾʧ 

(mapping)��Ţ̆�ěTHǘ$Ƙõƻɡͨǋ9�ëʋɲė;ŭ��T

Hǰưʆǋ9ė;ŭ�śͩ�ë;ŭɪːʽ°ưʔȺTHȄʔ˲mȭơ

�Ţė functionƺʣŸÇ� 

Drawbacks: 

- �g�ț̻̌ė˲mȭơ�ŢâːȲɆMėǼǘ;ǋ9�ĭˌŧINś

ʠ̯ėrć�g� 

• Related patterns: 

- Ownership [34]�͒nǿõȭơ�Ţė̆�ě�HˤħƘõė fucntionY

�ȭơ�Ţė̆�ěTH�ë�H�âːǎȭơ�Ţ�ëė�yü� 

- Multiple Authorization [11]��ȭơ�Ţ"Úxõɿǘ;m9#ɖ� 

(set)�Ń�ǘ;m9#ÏΎėßmě�THȈʔ M-of-N multi-signature

ė͢Ȑ̍é�ǘ;ƘõrćŊ´ơ�đɐ�� 
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4.4.3 Token內部檢查 

• Context: 

� UMA̍é"�ʋɲ£Ċ̀��èʋɲ˰Ì=ÿȷNėǊ� access token#˰

ÌĿ�ɬrnǘ;£Ċ̳̀ō access token#�đü��̍é�g˳<ÿȤNė

B-UMA"�access tokenŊnȭơ�Ţÿȷc�nĆƻɡͨ̍é�+ɓȈĈ#Ƙ

ü��^�access token�ͨ�ɛ̛ƌTơǼȟɣǱ�=ëǐ����RPTTơ

ɬů̾˞ͺėṳ̋� 

• Problem: 

ȭơ�Ţ�Ǖ�̍ǆʋƧ (� B-UMA "# access token)ƌ��¡ˤħ̍ǆʋƧ

#¼̋üʽȷƪâɲ� 

Forces: 

- ¼̋ü�nĆ access tokenÕHĞp
Ŷ˰Ì�Ȅʔǘ;̍éėǘ;�

ÿH access tokenŃ�ěTH�ʋɲ£Ċ̀�ëʋɲ�¦nĆ� B-UMA

"�access token ɬ̫�Ćƻɡͨ�ÿ�ƻɡͨƼʽěǈơ�ëʆ�Ţ

*Ƃ�Ň access tokenTơìèȟɣǱ�=ÿǓé�ɐ�Ĥđ�ëǼǘ

;ėʋɲ��Ḛ̀ě¯mŬąḚ̀ (replay attack)�ĤđŸÇý�ëì

ħėʋɲ� 

- ̍ǆü�ǃĆƻɡͨė+ɓȈĈü�ȭơ�Ţˌŧˤħ˰ÌÿNp#

access token ŕǼǘ;ėʋɲ˰Ì=ÿȷN�HØ@Ḛ̀ěīmǼǘ;

ėʋɲ˰Ì=�ɿëǐʋɲ� 
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• Solution: 

�ʜ 27�ŕ�ˤħǘ;·ͦʔȺė¼̋ü��ȷc access token ƌ�ǈ access 

token"O�ƌɔ͇ʽ̣̍˝�Hˤħ access tokenėƿ
ü�X^�ơ͒nǿõ

access token#ƌƊ�Ø@ access token˞ͺÿ̂ŤėŬƪḚ̀ýŬ˯˰Ì� 

X
=ů�ŕ�Ø@ access tokennĤǼǘ;=ȷN�THmH5¹"ė͢

Ȑ̍é�ˤ˄ access tokenŊnǼǘ;ėʋɲ˰Ì=ÿNp��ʜ 27ʽʜ 28�

Ųx�ëǐ access token (releaseToken)ėɕŎ�ǈ access tokenʠ̯ (mapping)è

ȷ N r ć # ʋ ɲ ˰ Ì = # ƻ ɡ ͨ ǋ 9 � # Ŀ � * Ȋ ̳ ō token 

(introspectAccessToken)ėɕŎ�ʋɲ˰Ì=ˌŧǈ token ȈʔåǇ͵ÏΎ͢�

access tokenĿ�ǈ͢Ȑî access tokenNpɀʋɲ£Ċ̀�ȒĿ�ʋɲ£Ċ̀Ȉ

ʔȭơ�Ţ̳ō�èė access token�ɷ̳ō�PĿ�Ȉʔȭơ�Ţ#͢Ȑ·ͦ

̍é (ecrecover)͂żN͢Ȑ#͢�ě[48]���
âTH�Ɗˤ˄ access token

Npě#Ö-�ˤħʋɲ�ëė̍ǆü� 

 

ʜ 27�Authorization�Ţė΄˝õɿʽȷ© access token˨áȺ�˥ 

mapping(address => bytes32) access_token; 
mapping(bytes32 => uint)token_vaildTime; 
event tokenReleased(address msg_sender,bytes32 access_token,uint iat, uint exp); 
 
function releaseToken() public { 
    // ...implement the code of validate the ticket and the claim  
    uint random_number = uint(keccak256(abi.encodePacked(block.timestamp)))%100 +1; 
         
    access_token[msg.sender] = (keccak256(abi.encodePacked( 
        now, msg.sender, random_number))) ; 
         
    token_vaildTime[access_token[msg.sender]] = now+ 1 days; 
     
    emit tokenReleased( 
        msg.sender, 
        access_token[msg.sender],   
        now,  //issued at 
        token_vaildTime[access_token[msg.sender]]);  //expire time 
} 
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ʜ 28�Authorization�Ţ introspect token˨áȺ�˥ 

• Consequence: 

Benefits: 

- T·ͦü (Authenticity)�� B-UMA"�ʋɲ£Ċ̀ÿ�èėǆ<�n

ʋɲ˰Ì=ėÏΎOǆʽ͢�����ʋɲ£Ċ̀� introspect tokenɕ

ŎTHȈʔȭơ�Ţ̍éǈ͢�͂żŕ͢Ȑėǋ9H·ͦʋɲ˰Ì=

ėÖ-� 

- ̍ǆü�TokenĈ<�ʋɲ˰Ì=g�ʲ (local)OǆʔĿ�{Ȉʔ off-

chainɛ̛�ʋɲ£Ċ̀����ʋɲ˰Ì=!ˌŧ̊8 token�ɛ̛ė

ʔȺŔͺ�ʸʍ"� 

- �g��ŕȈʔͨ�̍é·ͦ͢Ȑ!ˌŧÉƺ΄˝ýĆƻɡͨƥ̢ʋƋ�

function introspectAccessToken( 
bytes32 _token, 
uint8 _v, 
bytes32 _r, 
bytes32 _s 
) public view returns(bool) { 
    require(_token != 0, "invaildToken"); 
    if(now > token_vaildTime[_token]){ 
        require(1 == 0, "exceeded the expiration date"); 
        return false; 
    } 
     
    bytes memory prefix = "\x19Ethereum Signed Message:\n32"; 
    address signer = ecrecover( 
        (keccak256(abi.encodePacked(prefix,_token))), 
        _v, _r, _s 
    ); 
     
    if(access_token[signer] != 0 && access_token[signer] == _token){ 
        return true; 
    }else{ 
        require(1 == 0, "invaild signer"); 
        return false; 
    } 
} 
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��!eƖƟƻɡͨrćė:ɊʽȻĽƻɡ·ͦƌɔ� 

Drawbacks: 

- Ĉ<Oǆė�g���˟�"�ÿ�ǡOǆ access tokenėßměȋe

ɚ̆�śͩƻɡͨėÏΎÙDʞ§Oǆ̍é����ɬȇ�Oǆßmě

ėŨʴʽɓȷ�gȤƲ� 

- ȭơ�Ţ#˖ü�ťǡßm�ǿŨ˟��ɓȷžeɚ�ǿŨȭơ�Ţ

ƌ�ǈśͩėͨ� access token ̳ōʽ access token ė̫�̍éʞ§Ć

ȭơ�Ţ"�ť�Ţ�ɻȊɾ�śͩǿŨĭȵđ{ÉÇ���
â��

Ţė˖ü�ɬśʠŮ¨� 

• Related patterns: 

- Delegated Computation[12]�ßměǈĈ<OǆĿėǆ<�Ȉʔǈǆ<Ȥ

àɀKǨ (�Ǳ�=ė£Ċ̀)�ʆKǨȈʔƻɡͨȭơ�Ţ"ė

̍é·ͦǆ<*Ƃėiˤü�X
=ů�ßměTH�KǨͦĈʆǆ

<ˤʞnßměÿ̆� (ǆ<�ɻʔßměėÏΎ͢�)� 
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第5章 系統實作 

gȐɺŕ�ˆĈg˳<ÿ̋ǨʽȤN B-IoT ǒʝ"ėʋƋɞɖ˟�ʽßmě�

EʳǨ�ë̍é�¡ʐ§�ǈHǱ 2Ȑ"ÿ'Ǵė�ȭ˘Ɨʐ�Ǝá�Ļɽ
Ŷ

ǃĆ B-IoT ǒʝ��ʞͦ�ßmě�EʳǨ�ë̍é (B-UMA)�ʽ�ͧŘ£Ċ

̀îĕ̽ʸʄɽ#ɔʋƋɞɖ�ãͬǿŨ˟�ėÑǳ�gȐ�ʇūʆʞͦÑǳė

Ōʧ�ȹΈ�y ʍǿňʽ£Ċ̀ȂΈÿßm#ƏŌîˡǶʽƻɡͨśͩʞ§�ä� 

5.1 區塊鏈與智能合約 

�gʞͦÑǳ"�ƻɡͨßmH5¹ (Ethereum)ʞ§�H5¹lʣÑȤà¼̋ė

ȭơ�ŢɓȷʽȊɾd[���Ȥàßm!~Ⱥ�˃Ôɓȷ DApp ƌ�ʠǕė

API (Application Programming Interface)�á��;ȦĆ JavaScriptėWeb3.jsý

;ȦĆ Java ė Web3J��!~ė B-IoT ʄɽ��gŝÐřȈʔH5¹ö=ÿȤ

à�H Go˃ÔɓȷėH5¹ķ9ʲ (go-ethereum)�͎ʱ geth�âĻqÏ�ͨ�

ŕ�ĻqÏ�ͨ�eɚxǿõȓCƻɡ̲Ǝ (genesis.json)�åʇǵǿõ�ʜ 29

ÿp�å"ųǐ
ȤėŊ�ŕ�Ȳ6Ï�ͨ"ƻɡ·ͦėͪĺ�gŝÐǈ difficulty

ǿŕʎ¨ėų�chainId KĞƻɡͨėʸʍͥ˥�ÿ�Ï�ͨėɺ͆ˌŧßm

ś~ė chainId�gasLimitĭŊ�ËȽrć"�ÿ)Ǿėrć:Ɋ (gas)ė�ŭ� 
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ʜ 29�H5¹ȓCƻɡǿõ̲Ǝ (genesis.json) 

ȭơ�Ţ=ů�gŝÐǙmH5¹ö=ÿȤàėʜΊ¼ȑėȭơ�Ţ˃Ô - 

Solidity˛˒�nĆ Solidityė˃đʽ JavaScriptʎŕś¥��H5¹lʣÑ"�

�Ȥàʎ�mĆɓȷʽȳʈė�äʽˡǶ�́ ʽĔgėÉɪ̦ǧ�ʎƲ����

ʠĆH5¹ɓȷěâˆ�śʎĆåJȭơ�Ţ˃Ô (��Vyper, Bamboo)Ƃć�

:ʽʞ§�X
=ů��ɓȷėʔȺ"�gŝÐȈʔƭʠɓȷ SolidityÿȤàė

ˬ� IDE - Remix [49]�ɐ�ȭơ�Ţė˪ʹ�ư̠ʽȕ(ȳʈ��¯mɓȷȳ

ʈmėÏ�ƻɡͨķ9ʲ - Ganache [27]�ê±ɓȷ"ė̯mȺ�ơǅiˤ˲m

ȊɾĆƻɡͨ"ėȭơ�ŢPơ�ȒĿ�{Åȳʈ¼�ėȭơ�ŢȊɾ�Ï�ͨ

"� 

5.2 實證系統 

5.2.1 系統架構 

gʞͦÑǳǈÝɶ B-IoTŌʧ"�ɗʲ (Cloud side)ʽͧŘʲ (Edge side)-ɐ

�ʞ§��ʜ 30ÿp�ɗʲEŧŕȁK+V (ʋɲ̆�ě)�ɗʲŌǿ#£Ċ̀

{ 
  "config": { 
    "chainId": 33, 
    "homesteadBlock": 0, 
    "eip155Block": 0, 
    "eip158Block": 0, 
    "ByzantiumBlock": 0 
  }, 
  "nonce": "0x0000000000000033", 
  "timestamp": "0x0", 
  "parentHash": "0x0000000000000000000000000000000000000000000000000000000000000000", 
  "gasLimit": "0x8000000", 
  "difficulty": "0x1", 
  "mixhash": "0x0000000000000000000000000000000000000000000000000000000000000000", 
  "coinbase": "0x3333333333333333333333333333333333333333", 
} 
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ʽƻɡͨʸʍ"#ɺ͆�ƻɡͨʸʍ"ȊɾʽʞͦÑǳśͩėȭơ�Ţ�ÙȈʔ

ȁK+VȊɾ�ͧ ŘʲƐ̇g˳<"ÿßm#Ǝáǒʝ�ǿõŕȁ͋Ǹ�ė̶ʝ�

Ǹ�ƬɽQ·ͧŘ£Ċ̀ʽŌǿĆ reefer *ė Device (B-UMA "ė resource 

server)�Ǹž (ʋɲ˰Ì=)TȈʔǸ�ė Edge (B-UMA"ė client)�ë reefer*

ė Device#Ċƹ� 

ƻɡͨɺ͆ȊɾĆ Device�Edge ʽ Cloud "�nĆǸ�ėʸʍƧʂʎƈʽ

Device#ȹΈŭéė˫Ň�Device�Ȋɾėƻɡͨˈɺ͆ˌŧÝ̙Ć Edge�Ȋ

ɾėyɺ͆~ÊƻɡʋƋ�Ǹ�ė EdgeĭȈʔƻɡͨʸʍʽåJƻɡͨɺ͆~

ÊʋƋ�ÙƼʽƻɡͨ"ėƻɡ·ͦ�§�ʞͦÑǳ"Ǹž�ȁK+Vʽ Device

ř̆��ƻɡͨʸʍ"�̏qėH5¹ÏΎHKĞåÖ-� 

 

ʜ 30�B-IoTʞͦÑǳŌʧʜ 

5.2.2 軟硬體架構 

�ʞͦÑǳ"�gŝÐ¯mã[£Ċ̀ (Ğ 7"ė PC1ʽ PC2)§ŕƻɡͨɺ �͆
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�Ōǿ
ŶH5¹ėyɺ͆��ƭʠ B-IoTʋƋɞɖʽ B-UMAė!~˓ů�ŕ

��¯ĆÑǳɇ¢ʽʞ·ėɐ��gŝÐǈ-ɓʞ§ʽƦ˳�H�ǈ-'Ǵã

Ŷ˓ůėȂȹΈƬɽ� 

B-IoT ʋƋɞɖ=ů�ʞͦÑǳȈʔĞ 7 "ė̌ǹœ (Raspberry Pi)ʽ PC1

Ƕ��å"�PC1 Æʨ Edge Ó��Ȥà API àíW Edge ėʋƋ˰ÌȻĊƹ�

X^�{¯m̌ǹœÆʨ DeviceÓ��EŧŪȀȤàɤȳʋƋ (��ɴ̴ĺ�õ

 ʋƧʽɶBȻ)ėʋƋɞɖĊƹ�̌ǹœ�§ŕƻɡͨɺ͆ÙȊɾH5¹ˈɺ

͆� 

B-UMA =ů�ĭȈʔĞ 7 "ė PC2 ʞ§ãŶ process�âˡ̱ʜ 30 "ė

fregiht forwarder’s serverʽ ship edge server��ʜ 30"ė reefer’s IoT devicesĭ

ȈʔĞ 7"ė̌ǹœ (Raspberry Pi)âˡ̱� 

Ğ 7�ʞͦÑǳȂȹΈǽƑ 

設備名稱 作業系統 CPUs RAM geth同步模式 

Raspberry Pi B3+ Raspbian 

GNU/Linux 
9.4 

ARMv7  

1.2GHz CPUs 

1GB 

RAM 

light client 

PC1  Ubuntu 

18.04.2 

Intel 4GHz 64bit 16GB 

RAM 

full node 

PC2 
 

macOS 
10.15.2 

Intel 2.5GHz 64bit 16GB 
RAM 

full node 

 

5.3 實證系統介面設計 

ʞͦÑǳǙm JavaScript˃Ôɐ�ɓȷ�ÙH Node.js§ŕ JavaScript#ėǄ�̶
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ʝ�£Ċ̀ŌǿĭßmKoa2ĿʲƏŌ�ǈĿ[ÑǳĊƹˡǶȈʔHTTP" Restful

˟�ėAPIĸʄ�Ĭʲ̯mȺ�ýåJȺ¿THȈʔKoa2ÿȤà#Restful API�

͒n Koa2ˡǶÿȤàėʍn"'ȂΈ�˲mśͩĊƹ� 

gʞͦÑǳƭʠ!~̯mʰͬʽʰͬ"ė'ůǿŨ�śͩė Restful API�h

ͬEŧ-ŕ�B-IoT ėʋƋɞɖ˟��ʽ�B-UMA��gɺǈƭʠ�Ŷʰͬ-

̋Ǩʽ'Ǵśͩė APIʽßmėˡǶ� 

5.3.1 B-IoT的資料匯集設計樣式介面設計 

ƭʠ Edgeʽ Device#ɔėʋƋɞɖ˟�ėʰͬ�ŕ��¯ʞ·ȳʈ�gÑǳƭ

ʠ OEI�ODPʽ OFEI�ŶǿŨ˟�ė'ů�ǿŨ� Restful API�APIĸʄ#Ŀ

ʲĊƹȈʔ web3.js˲m gethėĊƹ�Ğ 8�Ğ 9ʽĞ 10�ƭʠśͩ API#'

Ǵ�å"�ofei/whisperSubscribe ʽ ofei/dataCallbackByWhisper Ȉʔ web.js ˡǶ

Ȥà# API˲m geth"# whisperPơ�Ȉʔ whisperêͳĻqͨ�ƧƉɛ̛Ȅ

ʑ ɛ ˊ Ƨ Ɖ � oei/deployRequestRegistry � odp/deployObserver ʽ ofei/ 

deployRequestRegistry APIĭƼ�Ǳ 3ȐǿŨ˟�Ȥàė˨á�Ţʞ§� 

Ğ 8�ƭʠ OEI'ůė APIǿŨ 

HTTP method API路徑 功能簡介 

POST oei/deployRequestRegistry ʋɲ̆�ěýě"qǱ�=Ȋ

ɾȭơ�Ţ 

POST oei/deployConsumer ʋɲ̆�ěýě"qǱ�=Ȋ

ɾȭơ�Ţ 

GET oei/listenCallbackEvent Edge �ȭơ�ŢʯͿŊ´

Device��ɛ callbackʋƋ 

GET oei/listenAccessRequestEvent Device �ȭơ�ŢʯͿ Edge
Ŋ´�ȷNʋƋ˰Ì 
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POST oei/callback Device ǈɞɖ¼�ėʋƋȈʔ
ȭơ�Ţ�ɛ� Edge 

 

Ğ 9�ƭʠ ODP'ůė APIǿŨ 

HTTP method API路徑 功能簡介 

POST odp/deployObserver ʋɲ̆�ěýě"qǱ�=Ȋɾȭơ�
Ţ 

GET odp/dataSubscribed Edge�ƻɡͨũ˼ʋƋȷ©ė Event 

POST odp/publishData Device �ȭơ�Ţȷ©ʋƋ�ÙȈʔ
Event̍éȄę Device 

 

 

Ğ 10�ƭʠ OFEI'ůė APIǿŨ 

HTTP method API路徑 功能簡介 

POST ofei/deployRequestRegistry ʋɲ̆�ěýě"qǱ�=Ȋ

ɾȭơ�Ţ 

GET ofei/whisperSubscribe Ȉ ʔ web3.js Ǫ l whisper 

keypair�ÙɓóʯͿ whisperĥ
Ɖ 

POST ofei/requestRegister Edge�DeviceȷNʋƋíW˰

Ì�Ùǈwhisper +Ύ~ƌƪ�
�Ţ̫� 

GET ofei/listenAccessRequestEvent ʯͿȭơ�Ţ AccessRequest 

Event�ť�ʯͿè Event ĭɓ
ó ɞ ɖ ʋ Ƌ � Ù í W

dataCallbackByWhisper API Ȉ

ʔ whisper�ɛʋƋ 

GET ofei/listenTerminalEvent Device ʯͿȭơ�Ţ Terminal 
Event�ť�ʯͿè Event ĭƴ

@ɞɖʽ�ɛʋƋ 
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POST ofei/dataCallbackByWhisper Ȉʔ web3.js íW whisperAPI
�ɛʋƋ 

POST ofei/terminate Edge ˲mȭơ�Ţ teminate 
function�� Deviceȷƪƴ@ɞ

ɖʋƋ Event 

 

5.3.2 B-UMA的介面設計 

� B-UMAʰͬ"�'ů-ƭʠǱ 4Ȑ"ȤNė B-UMA·ͦŐȺ"ÿßmè

ė RM�Ţ�Authz�ŢH3ͨ�ĊƹƶǿŨ�Ğ 11�Ğ 12ʽĞ 13ƭʠśͩ

APIƶ'Ǵ�API"H rsɓ̧ėKĞ B-UMA" Resource serverȤàėĊƹ�rqp

ɓ̧ėĭKĞ ClientÿȤàėĊƹ�å"�rqp/encryptToken APIÿĸʄėĊƹɬ

˲m npm (Node Package Manager)Ȥà# eth-crypto [50]ˡǶ�ǈ access tokenĈ

<Ȉʔʋɲ˰Ì=ÿȤàėH5¹ÏΎ͢��X^ auth/introspectAccessToken API

ÿĸʄ#Ċƹĭ�˲m eth-crypto ˡǶ�ǈʋɲ£Ċ̀ÿ�è# access token #

͢ȐĄʅ�HǪl Authz�Ţ� introspect tokenɕŎˌŧ#Ƽ˝ (ʜ 28"#_v, 

_r, _sƼ˝)��ʞͦÑǳ"�ƭʠȭơ�Ţ'ůÿǿŨ#Ċƹ�řȈʔ web.jsˡ

Ƕ# API ʽȭơ�ŢɳȄ�blockchain/deployAuth ʽ resourceManage/deployRM 

APIĭŪȀ Authzʽ RM�ŢėȊɾ�śͩ�ŢƼ� 4.4ÿȤàė˨áȺ�˥ʞ

§�ÙȈʔ npm ÿȤàė solc ˡǶ˪ʹĿ�{¯m web3.js ˡǶȤà# API Ȋ

ɾ�ƻɡͨ� 

Ğ 11�ƭʠ Authz�Ţ'ůė APIǿŨ 

HTTP method API路徑 功能簡介 

POST rs/blockchain/deployAuth Ȉʔʋɲ̆�ěý"qǱ�

=Ȋɾ Authz�Ţ 
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POST rs/auth/setPolicy Ȉʔʠ̯ identifier ǿõ
UMA # policy�� claim�

hint� 

POST rs/auth/setParticipantOfIdentifier ǿõǼǘ;ơǅ�ëƘõʋ

ɲėßměǋ9 

POST rs/auth/generateTicket ʋ ɲ £ Ċ ̀ · ͦ access 
request Ŀ��ȭơ�Ţ˰Ì

permission ticket 

POST rs/auth/releaseToken RqP � ȭ ơ � Ţ H

permission ticket rȧ access 

token 

GET rs/auth/introspectAccessToken � B-UMAǘ;ŐȺ"�ʋɲ
£Ċ̀Ȉʔȭơ�Ţ·ͦ�

èė token#͢Ȑ 

 

Ğ 12�ƭʠ RM�Ţ'ůė APIǿŨ 

HTTP method API路徑 功能簡介 

POST rs/resourceManage/deployRM Ȉʔʋɲ̆�ěý"

qǱ�=ȊɾAuthz�

Ţ 

POST rs/resourceManage/registerResourceSet ʋɲ̆�ěǈìħ
ɆMʋɲ� RM�Ţ 

GET rs/resourceManage/checkIdentifier �ȭơ�ŢōŜ�Ɇ

Mʋɲėͥ˥ 

GET rs/resourceManage/checkScope �ȭơ�ŢōŜ�Ɇ

Mʋɲė Scope 
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Ğ 13�ͨ�Ċƹ'ůė APIǿŨ 

HTTP method API路徑 功能簡介 
GET rs/db/getResourceSet 

rqp/db/getResourceSet 

Resource owner �g�ʲÿĻɽ
ėʋƋƇōʊ Reource setėśͩ
ʋƧ 

GET rs/db/getPolicy Resource owner �g�ʲÿĻɽ
ėʋƋƇōʊ�ɆMėƘõ

identifierė policyėśͩʋƧ 
GET rs/offchain/requestResource RqPȈʔ client� resource server

˰Ììħėʋɲ 
POST rqp/encryptToken RqP Ȉʔ client g�ʲėĊƹǈ

access tokenƶOǆ͢Ȑ 
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第6章 系統評估 

gȐɺǈǃĆǱ 5ȐėʞͦÑǳ�͒ Hɇ¢g˳<ȤNėǿŨŊ´ơǅʅÍg˳

<ÿ̋ǨͩĆ B-IoT#ƾ͞ʽŅ �̄·ͦǱ 3ȐʽǱ 4Ȑÿ̋ǨʽȤNė˟�ʽ

̍é#T�ü�ÙŬ˯̳·Ñǳ#ƞ_ʽǮʩ�Ųx�ƭʠʋƋɞɖǿŨ˟��

ŕ�ͦĈËŶ˟�ė Solution ơ´ʅÍƘõ Context �ÿů̾ė Problem�ǈƭ

ʠʆ˟�ÿ�˙# Force"Tɑ/ėńˠ (��ʋɲƖƟ�ͻ̯ƌɔʽ�g)ɐ�

ɇ¢ʽʞ·ȳʈ� 

Ǳ��ƭʠg˳<ÿȤNė B-UMA ʽåȭơ�ŢǿŨ˟��Ɛ̇ B-UMA

!~ɕŎ"ė̯mȘȬ�ɐ�ƎáŝƦ�Q·Pơüȳʈʽ�yü-Ď�å"�

PơüȳʈǈƭʠʞͦÑǳ"ÿǿŨė API'ů�ɐ�ȕ(ȳʈ�·ͦȾČŊ´

ʽʚȯ
Ť��yü-Ď=ů�ǈƭʠȭơ�Ţɐ��yüȳʈʽ̥ʣȳʈ��

yüȳʈHʋ��ŧƜ" (̍ǆü�¼̋üʽTmü)��ŶŧƜǉÒėȝʰḚ̀

:Ŏ�H˴ü=�˳ͦ B-UMAơǅ�ƊØ̑Ḛ̀�̥ʣȳʈĭ¯mȳʈ�ä�

̳ō B-UMA"ėȭơ�ŢȺ�żó˥Ŋ´��yüʩő� 

6.1 B-IoT的資料匯集設計樣式 

6.1.1 實驗設計 

ǃĆǱ 5Ȑÿ'ǴėʞͦÑǳ�g˳<ǈƭʠ 5.3.1ÿȤNėǿŨɐ�
Ñ|ė

ʞ·�H·ͦʽɇ¢�Ǳ 3Ȑ"ÿ̋ǨėǿŨ˟��gȐɺʞ·ƭʠ OEI�ODP

ʽ OFEI ɐ��N ȽʋƋɞɖ¼�ƌɔ���d»ƥ̃Έßmɑ���d» CPU ß
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mǧ��H3�GasƖƟɑ�ɐ�ʞ·ȳʈ�Ùƭʠʞ·˝̇ɐ�#r�Aʠ�ʇ

ǵʞ·ǿŨ�Ğ 14ÿp� 

ųǐ
ȤėŊ��ʞ·ʔȺ"��ɛė˝̇ǈH Device ÿǪlẹ̇̍ʋƋ

ˡ �̱ÿHʞ·˝̇!ˌŧ�˙ɤȳ̀ý I/OʋƋɞɖʔȺÿƖƟėƌɔ����

gʞ·ɑȳėEŧŊ Edge ʽ Device �ͨ�ʽͨ�ėʋƋɞɖʔȺÿƖƟėƌ

ɔ�X^�gʞ·HǱ 5Ȑ"ÿ'Ǵė Edge£Ċ̀�¯m gethǝƺãŶǄ�ʺ

ɐ�ŀͱ�ÙȈʔƻɡͨʸʍʽ Device"ėˈɺ͆~ÊƻɡʋƋ� 

Ğ 14�B-IoTʋƋɞɖ˟�ʞ·ǿŨ 

實驗名稱 實驗設計 

N 筆資料匯集完成時
間 

• OEI�OFEI�EdgeȷN
ȽʋƋ˰Ì��è nȽʋ
Ƌė̹�̯ƌɔ (n = 200, 400, 600, 800) 

• Ëʰʞ·ėʋƋřȳʈ 5 �ÙÌåd»ųʽˠɵ

ƅ 
平均記憶體使用量 • 
�ɞɖ 10ȽʋƋ (ȷƪ˰Ìʽ�è�ɛėʋƋ)

#ƥ̃Έßmɑ�Rşë˟
��Ìßmɑėd» 
平均 CPU使用率 • 
�ɞɖ 10ȽʋƋ (ȷƪ˰Ìʽ�è�ɛėʋƋ)

# CPUßmǧd»�Rşë˟
� 
gas消耗量 • �Ŷ˟�ėȭơ�Ţ"�!~̉§ (operation)ė

gasƖƟɑ 

 

6.1.2 N筆資料匯集完成時間比較 

�Ǳ 3 Ȑ"��̯ƌɔŊɓȷžɇ¢̝̈¡ʰ˟�âɞɖʋƋėŬŧńˠ#


��ś~ʸʍʽȹΈė̶ʝ��B-IoTÑǳ"ʄɽ#ɔėʋƋɛ̛ƌɔɬ�ŕ

ƻɡͨzͥʨʴđʽȓCƻɡ"ǿõėŀͱͪĺ��ΆɃė!~��gʞ·"�

gŝÐȳʈãʰ˟� (OEIʽ OFEI)ė!~ʋƋ˝ɑɞɖƌɔ�EŧŊƭʠͨ�
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ʽͨ� (ȈʔH5¹ė whisper̍é)ɛ̛=đėƅǭƶAʎ�nĆ OEIʽ OFEI

ŕ Edge�Eƺ�� DeviceȷNʋƋ˰Ìė˟��ÿH�ʋƋɞɖ#Ĭ�ɬx�

ȭơ�Ţȷƪ
ȽʋƋ˰Ìėrć�ÙȈʔȭơ�Ţ"ė Event̍éȄę Device

ˌŧɞɖėʋƋ*Ƃʽ˝ɑ�HͲȷ Device �ɛɤȳʋƋ�X
=ů�nĆ�

ODP " Edge ŕ�Ǽƺ�� Device ũ˼ʋƋ�DʋƋɛ̛=đʽ OEI 
Ť (ř

ɻnͨ�ɛ̛)����ODP"ė Solution�gʞ·"ʎ!˷�ʽåJãěƶA

ʎ� 

 ʞ·ǈ n ȽʋƋɞɖ-ŕ
Ƕ�ËǶ-ȳʈ 5 ��Ìåd»ƌɔʽˠɵ

ƅ�Ȉʔʞ·ȾČʋƋ�H xɏ (number of data responses) 50ȕ ƻɔƶBŎ�

��*ȣ (Matlab" pchipė*ȣ=đ)Ŀ�ͣˁ�ʜ 31ėʞ·ȾČ�X^�Ğ 

15ʋƋΆpËǶʞ·d»ȾČėˠɵƅ�Ǒʜ 31ėʞ·ȾČTǗ͊�OFEI�

ŕßmͨ�ɛ̛̍é��ʋƋɞɖėȆĺĞǩ�ȒÁ�żĭ��nĆ OFEI"�

Deviceɛ̛ʋƋˌŧÚxȈʔ whisperêͳɐ�Oǆʽ͢Ȑ̍é�Ňȵđƶè3

ƌͨ�ʋƋɛ̛�OEIʋƋnĆȈʔͨ�ɛ̛���ˌŧȻĽƻɡ·ͦėƌɔ�

���śʎĆ OFEIͨ�ɛ̛̍é�ɷ OEIrćėȽ˝Ɍ��ʋƋɞɖ¼�ÿˌ

ėƌɔƅɌ��ʜ 31 "ƩóƌɔĞp Edge � Device ȷN˰Ìė API � Edge

ũ˼èǱ
Ƚ�ɛėʋƋėƌɔ�THǗ͊ OFEInĆ�ȭơ�Ţ"�˰ÌėɆ

Mʽ EventėǗƪ΅̚ʎ OEI˯͛����˰Ìė·ͦėƌɔTơʎ OEI�� 

 Ğ 15THŜNȈʔͨ�ɛ̛ʋƋė˟� (OEI)ėˠɵƅȪʕ�Ćßmͨ�

(OFEI)ɛ̛ė=��H B-IoTɓȷɻ·âǗ͊�ƻɡͨËŶƻɡǪlėƌɔɬ�

zͥ̍éėͪĺ��ÿƅǭ�ŇśʎĆͨ�ɛ̛�ͨ�ɛ̛ėʋƋɞɖƌɔƸƅ

ʎ��D�ƸƅTơɬ�ŕˌŧɞɖėʋƋɑ�ːO� 
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ʜ 31�ĕ̽ʸʄɽėʋƋɞɖ¼�ƌɔAʎ 

 

Ğ 15�ʋƋɞɖƌɔėˠɵƅ (ȕ �MS) 

樣式/資料數量 200 400 600 800 

OEI 1638.31  2387.26 2848.16  2786.17  

OFEI 1377.85 716.01 1076.39  1697.14  

 

6.1.3 記憶體使用量比較 

ƥ̃ΈȊ-Ȉʔ npmÿȤàė pidusage [51]ˡǶɐ�ȳɑ�nĞ 16THŜNƻ

ɡͨķ9ʲśʎĆĿʲ processÿßmėƥ̃Έɑ�NǾ��X
=ů�Edgeʽ

Device ėƻɡͨķ9ʲÿ¤̇ėƥ̃ΈɑƅɎɯ��THǗ͊ŊnĆˈɺ͆ɜ

ˌ~Êƻɡėˠ̧�̂Ť Edge�ÿȊɾėƻɡͨyɺ͆ÿßmėƥ̃Έˉ�Ć

Device �ėˈɺ͆�X^�THʟè Device �ʐ�!~˟�ƌ�ƻɡͨķ9
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ʲėƥ̃Έßmɑ�ĈΆƅ�gŝÐTHƶNȝŶǗȳ� (1)ƻɡͨˈɺ͆ˌ

ŧ�ʏĿʲ processÿũ˼ė EventʋƋ� (2)ƻɡėʋƋɑɬ�ŕƻɡ˝ɑ΄�

�ːO����ËŶ!~ƌɔÿȳɑèėƥ̃ΈßmɑTơ�ÿ!~�ǃĆH�

ã͆�THǗȳ Device ʐ� OFEI ƌ�ƻɡͨķ9ʲÿßmƥ̃Έɑʎ�ėż

�̯Ŋƻɡͨķ9ʲ!eũ˼ȭơ�Ţ"ėʋƋÉɪė Event�ÿHƥ̃Έßm

ɑśʠʎ��ʶƥ̃Έėʞ·ȾČ�OEIÿßmėƥ̃ΈĈΆśʠåJ˟�â

ė��� OFEIĭśʠßmʎ6ƥ̃Έ� 

 

Ğ 16��ʋƋɞɖ˟�ƥ̃ΈßmɑAʎ (ȕ �MB) 

樣式/測試

標地名稱 

Edge Backend 

Process 

Edge Blockchain 

Endpoint 

Device Backend 

Process 

Device Blockchain 

Endpoint (light) 

OEI 56.62 2063.30 44.80 380.07 

ODP 55.08 1637.91 43.40 157.66 

OFEI 55.01 1597.66 41.37 79.54 

 

6.1.4 CPU使用率比較 

CPU~˟ßm�ūÿȤèė pidusageˡǶɐ�ȳɑ��Ğ 17"THʟèʎΆ

ɃėȊ-ŕƻɡͨķ9ʲė CPU ßmǧ�śʎĆ Device �ÿȊɾėˈɺ͆�

Edge�Ȋɾėyɺ͆nĆ�ʐ�ŀͱ̍é���¤ǖė�Ȋ- CPUėßmɑ�

ȶ��ˈɺ͆nĆ!äŀͱPơ�ŇY¤ Device" CPUė 2Ŷ�-AaU��

ʶCPUėʞ·ȾČ��˟�ėƅĭư�ƻɡͨķ9ʲÿĞǩėɯ�ƅǭ �̂

å˾ƅǭĭʎ!ĈΆ� 
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Ğ 17��ʋƋɞɖ˟� CPUßmǧAʎ (ȕ �100%*CPUƍ8Ŷ˝) 

樣式 /測試

標地名稱 
Edge Backend 

Process (4 core) 

Edge Blockchain 

Endpoint (4 core) 

Device Backend 

Process (1 core) 

Device Blockchain 

Endpoint (1 core) 

OEI 0.31 206.65 2.83 2.06 

ODP 0.31 206.47 4.01 2.71 

OFEI 0.26 206.69 1.99 2.93 

 

6.1.5 Gas消耗量比較 

ƻɡͨɓȷž�ɓȷ B-IoT~ƌ�ťÿßmėƻɡͨŕ+�ͨ�ǈɬƖƟƚʞ

ėĠ̡�Ň�Ǳ 3Ȑ"ǈƻɡͨėrć:Ɋ (gas)Ʌŕɓȷžˌŧ�ɑėŬ

ŧ Force#
�ŕ�ȳɑ gasƖƟɑ�gŝÐȈʔȭơ�Ţˬ�ɓȷ IDE – Remix

ɑȳ��Ŷ˟�"!~̉§ÿƖƟė gas ɑ��Ŷ˟�ėȳɑȾČ�ʜ 32�ʜ 

33ʽʜ 34ÿp�H�ǈƭʠȳʈȾČƭʠ!~̉§˓ůɐ�˳ū� (1)��Ţ

Ȋɾ (deploy)=ů�THŜN�ÿ�˟�"�Ȋɾ�ŢÿƖƟė gasȒ���å

" OEInĆˌŧȊɾãŶ!~ė�Ţ�ŇˌŧƖƟȒ� gas� (2)� Deviceėʋ

Ƌɛ̛=ů�nĆ OFEIȈʔͨ�ɛ̛�Ň!ˌŧ͝^ƖƟ gas�ĜɊ��Ȓ¨�

OEIʽ ODPĭ�ʋƋɛ̛ (callback/updateData)Ȋ-Ğǩśğ�THǗ͊Ȉʔͨ

�ɛ̛ʋƋÿƖƟė gas śğ� (3)�ʋƋ˰Ìȷƪ=ů�nĆ ODP ŕ Device

EƺǗ˜ʋƋ���!ˌŧƖƟ gas�OFEI (offchainQueryRegistry)nĆˌŧ¯m

ȭơ�Ţ̫�ʋƋɑʎ�ėͨ�ɛ̛ÿßmė+Ύ (whisper public key)ʽɐ�

ʎ˯͛ėŨʴ�ÿHˌŧƖƟśʠ OEI (queryData)�ė gas� 
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ʜ 32�OEIėȭơ�Ţ̉§ gasƖƟɑ 

 

 

ʜ 33�ODPėȭơ�Ţ̉§ gasƖƟɑ 
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ʜ 34�OFEIėȭơ�Ţ̉§ gasƖƟɑ 

 

6.1.6 實驗結果 

gɺėʞ·Ý̇Ǳ 3ȐÿȤNė ForceǿŨʞ·ėˠė�ÙȈʔʞ·ȾČ·ͦ�

Ŷ˟�ÿȤNė SolutionėT�ü�å"�ʞ·Q·ʋƋɞɖėƌɔ�ƥ̃Έʽ

CPU ėßmH3ƻɡͨ:ɊėƖƟ�åȾČŕɓȷž�ɓȷǿŨ B-IoT Ŋ

Ŭŧė�ɑÝ̇�ʞ·ȾČ�Άp�!~ǿŨ˟�˷mĆ!~ėǒʝ�OEI˷m

Ć·ͦʽš̢ʋƋ˰Ì�D Device Ċƹʽÿ�ɛėʋƋˌäTƫ͖üʽ!T̓

Çü�ODP ˷mĆʋƋTHŕ+ɓȈĈ�!TǼ͍ÇʽɞɖʔȺ!ˌŧȷN·

ͦʋƋ˰Ìɺ͆ėǒʝ�OFEI ė˷mǒʝ"��ʋƋ˰Ìü˴~ OEI��ɞɖ

ʔȺ"ˌŧˤħʋƋėÏǆü�ɛ̛ė²ƌüʽ�gėɺŚ� 
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6.2 使用者自主管理存取機制案例分析 

gɺǑ B-UMA"ʋɲ̆�ěîʋɲ˰Ì=ėÓĺ�HǱ 5ȐÿȤNėƎáŕǒ

ʝ�ˆĈßmě�¡ßmǃĆ B-UMA̍éÿʞ§ėʞͦÑǳ� 

6.2.1 案例說明 

��ȭ˘Ɨʐ�ʞͦÑǳė"�Ƶǿÿ� B-IoT"ė(t��ȅˬʸʍ�ɷǸ˽

øƌ�ȁK+VŪȀȊɾ reeferÙƬɽå"ė Device�~ƌ�Deviceˌŧǈåƻ

ɡͨˈɺ͆~ÊĆǸ�ė Edge yɺ͆���#Ĭ�ŕ�ˤħǸ�ė Edge Ĥȟ

ɣ£Ċ̀�ȁK+VˌŧÚxʠ Edge ɐ�ǘ; (ÝɶȁK+Vÿßmėͨ�ǘ

;̍éǘ;�!�g˳<Ʀ˳ė˨Ȗ)�ǘ;¼�Ŀ�{Ή Device�ėˈɺ͆ʽ

Ǹ�ė Edge#yɺ͆~Ê�X
=ů�ʞͦÑǳeɚˤħÿ�Ǹž�ȁK+V�

̆�åǇ͵ėH5¹ÏΎ�Ľÿ�ʄɽȅ�ƻɡͨʸʍ�ǈɓóɐ� B-UMAė

ǘ;ŐȺ�åʇū��� 

• 資源保護階段  

gʞͦÑǳƭʠßmě (��ɕŎKĞȁK+V)ėɗʲ£Ċ̀ʞ§� resource 

ownerÑǳ�ÙȤà�Ȋɾȭơ�Ţ�ɆMōʊìħʋɲʽśͩ policyėŰů�

åßmŐȺ�ʜ 37ÿp�Ųxɷßmě÷hȊɾ RM�Ţʽ Authz�Ţƌ�T

HȈʔ̝̈åH5¹ǋ9âȊɾ�Ţ��mâȊɾ�Ţėǋ9ǈ̆�̉§ȭơ�

ŢėȒƲ;ŭ�Ȋɾ¼�Ŀ�ßměTH.ȧ�ɆMˌìħėʋɲėŰů (�

ʜ 35)� 

Ǳ���ɆMìħʋɲƌ�ßměeɚŕìħʋɲï�ʽǿõT�ë˨

Ȗ (scope)�ųǐ
ȤėŊ�nĆ�ʱ§ŕʋɲėͥ˥#
�Ňìħʋɲ�
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ʱ!ơʽėʋɲ�ʱŬ �˯Űů�=ȤàĞƑàßměōŜʋƋƇ"�ɆMė

ʋƧ�ɷßměŁ�Űů"ė add resourceŁɒ�Ŀ[ÑǳǈɬÅʋƋɆM�ƻ

ɡͨ"ė RM �Ţ�Ù~ƌ�ɗʲʋƋƇ"�ǈɆMʽ RM �Ţ�ɛėʋƧ̫

��X
=ů�ßmě�THŬ˯ßm�ŰůɆMˌìħėʋɲ� 

Ǳ��ɷ¼��
ÊĿ�ßměTHÉɪ�=ĞƑâōʊ�ɆMėʋƧ��

Ƙõėìħʋɲͷ"Ł� set policy ŁɒĿ�ɬ.ȧ�ǿõ policy #Űů (�

ʜ 36)�ßměTHȈʔʆŰůǿõìħʋɲė policy�å"Q·ɆMʋɲ˰

Ì=ˌ�˰Ìǘ;ɕŎȤàė claim�ÙTH� hintͷ ̛�śͩȤp�å"�

claim THɅßměėˌÌ�õɿ�á��ɻʔ˪˥ý͛ȱĿėOǆƧƉýŊH

Ĉ<ΆpėßměʋƧ�X^�claim�TH¯m�ȭơ�Ţ"ʞ§ JWT (JSON 

Web Token) [52]Hʽͨ�ėǘ;̍é̋��{ě�ßmě�THȈʔ Add request 

party ͷ ��ȭơ�ŢǿõTH�ëìħʋɲėßměėH5¹ǋ9�H�

ãŶPơǄ�Ŀ�Ŀ[Ñǳřɬ˲m Authz�Ţ"ėśͩPơÙȑvś~ė̛�

ėʋƧĆɗʲʋƋƇ"� 
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ʜ 35�ʋɲ̆�ěɆMˌìħʋɲŰů  

 

 

ʜ 36�ʋɲ̆�ěǿõ policyʽǼǘ;ėǱ�=ǋ9Űů 
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ʜ 37�resource ownerÑǳßmŐȺʜ 

• 請求授權與資源存取階段 

�ĆȁK+V�ɗʲ£Ċ̀ÿŌǿė resource owener Ñǳ�gʞͦÑǳƭʠ

Ǹ�ė Edgeʞ§� clientÑǳ�ßmě (�ȃŶɕŎńǸž)THȈʔʆÑǳ�

ȭơ�Ţ˰Ìǘ;Ù�ë reefer" Deviceėìħʋɲ�åŐȺ�ʜ 41ÿp� 

Ųx�clientÑǳȤà�ßmě�ëDevice"ìħʋɲėŰů (�ʜ 38)�

�ʆŰů"�ßměˌŧx̝ëå̫�Ćƻɡͨķ9ʲėǇ͵ǋ9�#Ŀ�̝ë

ȁK+V�ɆM�ȭơ�Ţ"ėìħʋɲ�ȒĿ�ßměȈʔʆŰů�ͽƺÑ

ǳĿ[� DeviceȷNʋɲ˰Ì�Ùɓó B-UMA̍é"ė˰Ìǘ;ɕŎŐȺ� 

Ľ Device�P� Authz�Ţëǐ permission ticketĿ�ɬǈ ticket�Authz�
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Ţ�ºʽŧÌßměȤà claim ėƧƉ (hint)�ɛ� client Ŀ[Ñǳ�#Ŀ�Ĭ

ʲŰůɬŧÌßmě̛� claim (�ʜ 39)�ɷßměƪN claimĿ�clientĿ[Ñ

ǳɬȈʔƻɡͨķ9ʲ˲m Authz�Ţ"ëǐ access tokenė fucntion� 

ȒĿ�ɷ˰Ìǘ;�Pƌ�ȭơ�ŢɬȷƪǊ� access token ėǘ;�P

Event�Ŀ[Ñǳ�èśͩ EventĿ�ɬȈʔĬʲŰůȄęßměǘ;�PƧƉ�

� resource owener Ñǳ"�ßměTH� access token ė�Ɗȯɔ*����

Device�ëʋɲ�ť access tokenʔȯ�ĬʲŰůɬNǩ tokenʔȯȤ̟��ƌ

ßměˌŧŬɪɓó�ɕŎėǘ;ŐȺ (�ʜ 40)� 

 

ʜ 38�ʋɲ˰Ì=˰ÌìħʋɲėŰů 
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ʜ 39�ʋɲ˰Ì=� Authz�ŢȤàśͩ claimėȤp 

 

ʜ 40�·ͦ˰Ì�PÙ̵ëìħʋƋŰů 
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ʜ 41�clientÑǳßmŐȺʜ 

6.2.2 安全性分析 

Ųx���yüȳʈ"�gŝÐǈƻ-�̍ǆü�¼̋üʽTmü�ʰͬĳėÈ

̰�ÙˆĈg˳<ÿȤNė B-UMA̍é�¡ă̑śͩḚ̀� 

• 機密性： 

- ȟɣėǱ�=˰Ì��Ñǳhǿ��yė�ëǓé̍éėǒĒ��ȟɣ

ßměTHļƂćė�ë Device Ċƹ�¦Ȉʔ B-UMA ħėʋɲ�

THØ@hɻʔǘ;ėǱ�=�ë� 

- ͿĈ<��
Ƣė UMAý OAuthǘ;̍é"�ʋƋ�ɛƪʔȺȈʔ

TLSOǆÄǻOǆ�HØ@ǞɤƧƉ^Ŕ�� B-UMA"�Ƽʽėɺ͆
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THȈʔƻɡͨżl+ÏΎ̍éOǆʋƋ�HØ@ʋƋǼȟɣḚ̀ěͥ

� 

• 完整性： 

- ŬąḚ̀ (Replay attack)��ȷc access tokenƌ�ǿõ tokenėȯŭ�

Ùɷ token
ʔȯ�țǈåɆ˺�HØ@ȟɣėŬɪ˰Ì�X^�ǈȭ

ơ�Ţ"�permission ticket� access tokenȷcĿțǈå°ư (ŭõY

ơßm
�)��ơ�ƊʚØȟɣėŬąḚ̀� 

- ̓Çǘ;ƧƉ�ÝɶǱ 4Ȑ"ÿȤNė token*Ȋ̳ōėǿŨ˟��ɷ

access tokenɻʔ͢�ʔĿ�²ß̓Ç tokenĈ<��ơǅȈʔ token͢

�ʽƻɡͨėǘ;š̢â·ͦ tokenė¼̋ü� 

- "ɔḚ̀ (Man-In-The-Middle)�Ǳ
�ClientĘǕǑg�ʲ�ȭơ�

ŢȷƪrćƧƉ�TH�ƊØ@ʋƋ�ʸʍɛ̛ʔȺǼʤë�Ǳ��²

ĦḚ̀"¯m"ɔḚ̀ëǐśͩǘ;ʋƋ�nĆ�ƻɡͨ"�ȷƪr

ćřˌŧȈʔǼǘ;ě͢�����YŧǼǘ;ěėƻɡͨÏΎ!^Ŕ�

Ḛ̀ěțȵđH͢�ěÖ-�ëìħėʋɲ� 

- Ƴʄ� client H�ëĊƹ�� OAuth2 ʽ UMA "�Tơů̾ȟɣßm

ěƳʄ� client��ʋɲ£Ċ̀�ëĊƹ�� B-UMA "�nĆTH͒

nƻɡͨǋ9âͥ clientėÖ-�țʴƳʄěëǐǘ;ʋƧ��ƻɡ

ͨȷƪʋɲ˰Ìrć��ȵđȄʔȭơ�Ţėǋ9˄ͦ̍é� 

• 可用性 

- DDoSḚ̀�ìŭĆƻɡͨėS"8/̍é�Denial-of-Service (DoS)È

̰ÿȇ�ėȕ
ɺ͆_ǜ�ɷƻɡͨʸʍ"ŀͱɺ͆˝ɑɌ��ĭʠ

DDoSėăÃĭɌ�Ɗ�X^�nĆʠƻɡͨȷƪ�ƊėrćˌŧIN
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śɷƲėKˏ�ÿHḚ̀ě�ƻɡͨȷƪ DDoSḚ̀ėɣͭśʠŮ¨� 

Ǳ���̥ʣȳʈ"�ŕ�ˤ˄ȭơ�Ţ"!��ˢ�ė�yüʭ˙�gŝ

Ð¯m MythX [53]Ȥàė�yü-Ď�äˇ±-Ďȭơ�Ţ"ė�yüͳ͞�

MythX �Ȥḁ̀ʣʽƺʣ-Ď�¦nĆgȐɺEŧȳʈoˠŊƭʠȭơ�ŢȺ

�˥ƶ�yüė-Ď����gŝÐßmMythXȤàė Remixˬ��Ţ̥ʣ-

Ď�ä�-ĎʞͦÑǳ"ÿßmėȭơ�Ţ���yüėͳ͞ɻʔʞ§ėŸiʔ

Ŀ�Ùh{�ș�yüėͳ͞� 

6.2.3 結果與討論 

gʞͦÑǳ� B-UMAėȊ-ˡ̱�Ǳ 5Ȑ"ÿȢūėƎá�ȈʔƎáŝƦƃp

�Ǝá"ȁK+V�¡Ȉʔ B-UMA̍éKǨʞ§�ëǓé̍é��ƃp�Ǹž

�¡ȈʔB-UMAÑǳ˰Ììħʋɲ�gŝÐTHǑƎáŝƦ"ʟèB-UMA

ėȝ̪͆ɝ� 

• ǘ;ÑǳėS"8/�ǃĆʞͦÑǳ"ė B-UMA̍é�B-IoTĕtơǅĘ

ǕȈʔ�g�ʲėƻɡͨķ9ʲǈǘ;ʋƋ� �ͨ́ «ǘ;ʋƋìèǱ�=

ͯʤý͍Çėṳ̋� 

• Hȭơ�Ţʞ§ėĤ~Êǘ;�śʎĆ UMA̍é"ßmǘ;£Ċ̀ɐ�˰

Ìė·ͦʽǘ;�ʞͦÑǳĘǕȈʔƻɡͨ"ėȭơ�Ţɐ�S"8/DĤ

~Êė·ͦʽǘ;���
â�̋ŶʞͦÑǳTH́«ǘ;£Ċ̀ů̾ȕ


ɺ͆_ǜű �̤ťƼʽƻɡͨʸʍėyɺ͆ːO�ÑǳėTmü (availability)

ʽT˽üȤ1� 

• ßmƻɡͨżl+ÏΎ̍é��ʞƹ��UMAƼʽěˌŧȈʔǘ;£Ċ̀
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ƍȷė token (PAT�AAT)âͦĈåÖ-�¦� B-UMA"�Ö-THĘǕȈ

ʔƻɡͨŉ�ė+ÏΎ̍é·ͦ���
â�Ȳˈ�ǘ;Ñǳʞ§ tokenʽ

ʳǨ tokenė�yü#¸ͪĺî˯͛ĺ� 

• ˌŧ͡õėȹΈʽʸʍ�� B-UMAÑǳ"�ÿ�Ó�řˌƼʽƻɡͨʸʍ�

ȃˌŧĻq�ʸʍ͡õʽʄɽÕǅ̯IȊɾƻɡͨɺ͆ėÿˌėȂȹΈǽ

Ƒ (á��ßm̌ǹœʽ 4GH�ʸʍ)� 

Aʎʽɇ¢ B-UMA ʽåJ�ëǓé̍é�Ŋ̗ɑg˳<ÿȤNė B-UMA

̍éėƨͰėŬŧńˠ�Ğ 18|N�g˳<ÿȤNė B-UMA̍éʽǱ 2Ȑ"

ÿȤèėåJ�ëǓé̍é�ÙHǱ 1ȐʽǱ 4Ȑ�˳ū�ëǓé̍éƌ��ɑ

èė�Ŷů�ƶʶ�üAʎ�AvailabilityĞpơªĊÑǳ�ʐ�ƌȷlȕ͆_ǜ�

̂ŤȵđßmėȺĺ�B-UMAśʎĆåJ�ëǓé̍é�ǃĆƻɡͨS"8/

ėƘü�ȕ͆_ǜʠƻɡͨÑǳė˗ͻɢGåɢ� MaintainabilityĞpɷƘõǘ

;ʋƋýŐȺˌŧǭƺƌ�ÑǳʠÉɪėΊŒĺʽ˖ü�å"�nĆ OAuth2ʽ

UMAĊƹ�Ȫʕė̯m��řȈʔ"8/Ƕ͏Ȥàʞ§�ɷʋɲ̆�ěˌŧÉ

Ç"8/Ñǳėǘ;ǽĭýǘ;ŐȺƌ�̩ ŧ�ɑèåJǼħʋɲýʋɲ£Ċ

̀ʠʆǘ;ĊƹėÝ̙�� OAuth2 śʎĆ UMA�ƞFʠƘõǼħʋɲėǘ

;ǽĭŸÇė˖ü�X
=ů�B-UMAĭTHĘǕȈʔŬɪȊɾȭơ�Ţ�â

ʒ�ŸÇǘ;ǽĭʽŐȺėoė����åTʹüÉȔĆ"8/ė UMAĊƹ� 

Transparency ĞpÑǳėǘ;ņȼʽǘ;ʔȺėȈĈʽTƫ͖ėȺĺ�UMA ś

ʎĆ OAuth2�ßměʎơȡȥǘ;ǽĭ�� B-UMA "ƻɡͨė̂��Éßǘ

;ŐȺėȈĈĺȤ1�Scalability Ğp�
õƌɔ*ÑǳǺǨ�ɑǘ;˰Ìėơ

��B-UMAìŭĆƻɡͨzͥ̍éėƊǧ��ǺǨ�ɑǘ;˰Ìơ��ėĞǩ



‧
國

立
政 治

大

學
‧

N
a

t io
na l  Chengch i  U

niv

ers
i t

y

DOI:10.6814/NCCU202101738

 

 97 

ʎƅ�˯͛ĺ Complexity Ğp�ǿŨýɓȷÑǳƌėͪĺ�TơɬƖƟėƌɔ

ʽĚɔ�g�å"�B-UMA nĆˌŧ�˙ƻɡͨ̍éʽ;̗åƘü (ʽ
Ƣǘ

;ǽƑ�ɛ̛̍éėƅǭ)���ɓȷͪĺśʎĆåJ�ëǓé̍éƲ� 

Ğ 18��ëǓé̍é�ů�ėĞǩAʎĞ 

 Basic OAuth2 UMA B-UMA 

Availability + ++ ++ ++++ 

Maintainability + ++ +++ ++++ 

Transparency + ++ +++ ++++ 

Scalability ++++ +++ ++ + 

Complexity ++++ +++ ++ + 

++++=Ȓ��+++=��++=ƅ�+=Ȓƅ 
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第7章 結論 

�ĆƻɡͨėS"8/̍é̂��±ĆʅÍĕ̽ʸÿů̾�yüʽʄɽ#ɔ

ėTĥuüȻŅ̄�B-IoT Äǻ>ƙìŬɅ�X
=ů�̣Ƀ 5G ʸȿė�ˣʽ

ȹΈ�gėŮ¨�ĕ̽ʸʄɽO�ƻɡͨʸʍėT�üȤƲ�ŕ�ʞǩƲĲ˴ė 

B-IoT�ɓȷžeɚ͕ɧėɇ¢ǿŨÍȼ�ȶ��oĬŕ@&ƞF�Ñǳėƭ

ʠ B-IoT ˟�Ǧ�ʅĎƦ˳ė<Ͱ�g˳<ƭʠ B-IoT "ͧŘ£Ċ̀ʽȊɾƻ

ɡͨˈɺ͆ėĕ̽ʸʄɽŌʧ�ÙǃĆͨ�ʽͨ�ėɛ̛=�ʽͧŘ£Ċ̀ėE

ǼƺÓ�Ȼ�ɑ�Ʀ˳�ʰT�ėʋƋɞɖǿŨ˟��ɓȷžTHƭʠʋƋɞ

ɖʔȺ"ė�yü��g�ÏǆüʽʋɲƖƟȻ!~ʧůâɇ¢�˷ėǿŨ˟�� 

X
=ů�g˳<ÿȤNėǃĆƻɡͨßmě�EʳǨ�ë̍é (B-UMA)

ǿŨ˟�ėEŧƨͰ�Ć� (1)ːO�æĳ UMAėS"8/ėƘü�Ȳ6Ý̙

"8/̍éÿů̾#¸ʝ� (2)nĆʄɽO�ƻɡͨÑǳʽ̺̉ȭơ�ŢėT�

üȤ1�B-UMA ÑǳėTʹü�̣#Ȥ1� (3)ʋɲǘ;ʔȺė+ɓȈĈʽ

�yüːO�ȒĿ�gŝÐȤàė�ȭ˘Ɨʐ�ƎáʽʞͦÑǳėˆĈH3ɇ¢�

THȤàɀhâŝÐž�ɓȷͬ¥ėÑǳý̍éƌ�ÉĈˤėń7� 

ȒĿ�gŝÐ"ÿƦ˳ėǿŨͳ͞řƭʠƻɡͨǩ�ė̍éʽÄǻƶƦ˳�

hâ¾ǟƭʠÉ�ͬĳėB-IoT(t (Cloud, Edge, Device)ƶÉyůėʅĎƦ �˳

Ùȯǟơ�É˷� B-IoTėƻɡͨÄǻȤNHʅÍƌɔʽĚɔėǿŨͳ͞�  
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