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Abstract

Since various accidents of Information Security emerge in an endless stream, organizations
are gradually aware that Information Security may threaten the existence of enterprises.
Information Security is therefore gaining growing attention universally. Products and
technologies of Information Security are widely discussed and usually regarded as the only
solution to information security problems, but lack of integrated strategies and comprehensive
management mechanisms. To solve information security problems, scholars reached different
theory in light of Information Security Policy, Risk Management, Internal Control or
Information Auditing. Basing on the Information Security “Integrated System Theory”, this
Study integrated different views and moreover forms the “Architecture of Factors Affecting
Information Security”. It extracts eight constructs through factor analysis and after amending,
models the “Architecture of Key Factors Affecting Information Security of an Organization”. It
offers a reference for the organization to standardize the resolutions of Information Security.
The Study is also an inception to conduct empirical research on key factors affecting
Information Security after the announcement “ISO/IEC 17799. It is believed to be an important
barometer of the empirical study for Information Security Management, and will be the
reference for related studies later on.

Keyword: information security, information security management theory, integrated system
theory, factors affecting information security, key factors.
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Scale Mean | Scale Variance Corrected Alpha
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A356 .630 .397 219 247 252 .164 8.826E-02 5.477E-02
A349 .609 .341 167 115 -8.093E-03 201 315 .192
A341 .604 .320 333 2.301E-02 7.066E-02 1.481E-02 .370 .200
A355 .597 .363 353 268 242 .180 6.450E-02 8.049E-02
A42 .586 .186 215 400 .280 118 241 .106
A352 .578 .339 .392 .343 234 9.361E-02 3.599E-02 9.054E-02
A367 575 298 .106 222 134 392 141 8.716E-03
A44 567 264 211 367 297 .196 294 4.928E-02
A41 .566 185 138 433 299 167 287 137
A351 .565 256 373 .200 .192 6.186E-02 246 267
A47 .559 328 .308 277 7.856E-02 177 314 253
A366 .537 .186 437 .163 7.249E-02 255 -1.443E-02 179
A339 516 400 .300 9.124E-02 337 2.608E-02 451 2.117E-02
A357 .507 429 339 .207 .183 .164 .182 259
A331 .493 275 373 384 234 137 129 116
A348 317 756 8.360E-02 197 6.886E-02 .184 8.460E-02 8.696E-02

A336  9.854E-02 724 171 8.895E-02 353 201 210 6.012E-02
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A347 .356 724 191 214 7.481E-02 2.833E-02 112 157
A335  9.737E-02 .685 .340 228 293 .189 .146 6.758E-02
A346 377 .662 272 253 .145 -8.885E-03 119 229
A343 296 .651 325 276 116 231 8.840E-02 6.781E-02
A342 455 .605 .220 7.712E-02 .106 .194 .199 6.561E-02
A345 .343 598 401 266 4.744E-02 220 130 6.835E-02
A344 277 581 413 353 7.348E-02 .185 6.334E-02  7.043E-02
A333 273 421 .300 376 137 112 235 .345
A327 341 .336 715 .116 5.909E-02 .163 .169 .154
A326 268 .260 712 176 135 .190 .106 .188
A323 318 .240 .694 256 .140 126 247 176
A322 .290 272 .595 .203 233 254 .250 9.965E-02
A325 325 278 .592 347 .255 173 167 .142
A328 .289 235 .586 .309 173 156 182 191
A324 176 362 .581 .368 332 .156 156 7.801E-02
A321 354 191 .536 243 .181 276 244 -5.545E-03
A337 313 .388 .525 115 .385 .109 .306 -5.425E-03
A334 193 442 445 284 122 258 .289 2.176E-02
A363 .303 .194 314 .667 .180 .106 217 4.546E-02
A362 .288 333 .248 .654 117 121 5.420E-02 191
A364 152 372 .186 .640 218 322 8.407E-02  9.392E-02
A361 491 261 .245 .595 .245 5.698E-02 132 150
A46 361 226 215 .537 252 156 267 .104
A43 .399 371 147 519 226 258 312 2.109E-03
A332 .266 .335 251 466 2.169E-02 .138 .130 157
A45 426 2.929E-02 .255 460 276 172 292 -.165
A25 8.817E-02 133 5.561E-02 .198 812 .165 178 231
A24 .303 5.513E-02 .194 187 .677 318 173 141
A26 .243 .103 227 273 .644 .329 132 .185
A21 186 .286 .181 9.647E-02 .633 .356 264 113
A23 319 283 .289 .158 .605 .342 2.850E-02 .153
A22 .305 355 173 .109 482 .303 193 .200
Al6 213 .134 .295 5.994E-02 .345 .720 4.289E-02 1.288E-02
Al4 150 .106 9.368E-02 325 .285 .690 6.154E-02 253
AlS .246 135 218 126 232 .672 190 .296
Al7 219 .259 231 139 271 .592 294 6.943E-02
Al3 9.857E-02 202 7.858E-02  6.662E-02 254 .564 195 .542
A365  3.691E-02 414 257 440 8.516E-02 465 7.122E-02 126
Al .348 251 122 .168 201 462 419 120
A314 274 .246 253 227 323 271 .580 153
A311 .255 .196 .329 197 .265 271 527 -2.310E-04
A313 .249 232 403 314 .193 .248 514 129
A315 .192 5.535E-02 314 276 258 252 .509 316
A338 319 467 219 228 .320 -2.643E-02 .501 8.978E-02
A312 .289 .256 .390 268 .189 316 431 .143
All 187 128 .200 158 334 224 7.402E-02 .678
Al2 195 216 285 126 .280 319 9.234E-02 .656

Kaiser
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