
��


����

���ÅÆYAAA~����±����kC�l�M�n¦j
�#$���� "ijl����\�^_;��9�«'(�
#$e�£¤¥¦kCly��no)�?x�CF?¼¯°��F
M��^_���~��é¯°��~��k�;i´e?¯°«
����nD)

3.1 �������

�� �� �� �� � � � � � �� � � 	 � � 


� � � 
� � 
 
 � �  � ��

� �� � � � 
� � � � 
� � 
�

� �� � � � 
 � � � � �� �

� 3.1:l�Ù��UV��}~� (Mostéfaoui and Brézillon, 2003 )
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Mostéfaoui and Brézillon (2003, 2004)p��l�M���UV��
(context-based security policy)�²� 3.1ýA�Y	
�����x (perva-

sive environment)���PQX�"�����T����uK�çl�
��� (context trigger)¤Ká�����UV�� (security policy)xPQ
X�"¡¢�k@PQÖBQ����UVWl� (security context))

�� � ��� �� �� �	 


��  �� � �� �� � �� 

� � � �� � � �	 �� � � � �	 � �� �� 
�� � � �� � �� � �� � ��	 � � � �� � �

� � � �� � ��� � � � 	 �
� � � �   � � � �	 � �� � � � � �

� 3.2:}~~��

� 3.2M����}~~��5OG{|� 3.1�n{�¢zY
AAA~�x�UVae��)æ�g���G"�Y� E����
�±�£�¨½����UV��¼
�)/K��jW¨��!ª
«·�W�kW�½�����M��� u= (Schilit, 1995)�Y��
�x�Éð� u=ÃµG¼��l�)%&p �l�%Í"�½
���/KMhHI���k�K� (®²ì�Z^_;aers )�
678Z¨QR�^_;ae��J«@äUV��i´�l�9
��.Éð«UV��i´�l��½��!���4PÏX�"Ò
Qrsae���¡¢9�#$����k�ÑPQijkC�«�
�K¹K �ç�Ñ4�WÑ !��B)
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3.1.1 ����� (mobile network)

��E�����x���¨ij£��l���O¦��U
V��)/Kij� 3.2¼A�� ����çcÐl�9�T��
��uf<�%&�#$���������xI&9�#$��
�;�h���§�yç{��2�����)

3.1.2 ������ (system dynamics)

YZ²E;�·�E�����xí¨#Y�W�������
É�®²ì� ¡v�%&�¨ïÀ%&���;©�¢£§�k�
��G� Kì¤ %��).�����Y·�!�%�MG"ß
T��¯�� ¡v;kCç�«L:��dÃ¨Ù½���uf�
ç%&�l�)���� u=�ZM���;���«"ß�B�
�Õ (Schilit, 1995)ì

• ��K ��� (communication dynamics)

<¥4��;kCç�;UVW�hÄD£;��!ª§)u�
ÉðkW�%&���Ãµ[\kC%&�f�;¦�%&§¨
�UV��JG��BC�����K )

• ��K ��� (environmental dynamics)

��K 5Oî�G��¼l���9��²ìL:��;Cv
K  (¦§;È¨ )§)

• "ß��� (location dynamics)

�������"ß��·��ç���� IPè�;��©ª
(network topology)����«@äø��ë�ª�«´���É
§).&�·�W (mobility)�kW�kC�¨�!"�{���
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����"��·�*+{��"��¬�: (wireless cell)�u
fµÙ½��'(�hÄ;�Z^_;�«´��R}
9�#
$e� !)

3.1.3 ������� !"#$% (AAA Attributes)

.&���� W��çkC�l�9����)ij¹�¼&
%����J���� u=4%&�Ðy�ºGYAAA~�x�x
[\67«UVW;#$��§i´�9�)UVW�l�9�Gî
{d�kC�JBC��¼l���x¼67�{�«UV��JG
UVèé��"�i´�9� (Mostéfaoui and Brézillon, 2003))

����AAA-RADIUS)'m¼[\á®4´^_;ae
nh
�jW (²ý 3.1)�M«UVWi´l�9�����)
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G 3.1:^_;ae
nh�jW
jWyz #$xÄ #$�B nh ¯°
User-Name V V V

User-Password V

NAS-IP-Address V V

Service-Type V V V

Class V V

Framed-Protocol V V V

Framed-IP-Address V V V

Called-Station-Id V V

NAS-Identifier V V

Port-Limit V

Session-Timeout V

Idle-Timeout V

Acct-Status-Type V

Acct-Delay-Time V

Acct-Session-Id V V

Acct-Authentic V

Event-Timestamp V

Acct-Input-Gigawords V

Acct-Output-Gigawords V

HI%J�RADIUS6+7KL	MN

XNT%¼&%�jW+�YUVW�l�9�x�g[h<z
��K ;�w9����W;#$!ª;kC��UV§¨«@K
¹�����

3.1.4 &'()*+,-.(context-aware access control policy)

�����J'(pr�%PQá��±¼4�P#$���Z
íî«�ï�uf��æ¢°R"����{d9��¼4#$²
])Y���x�ã,x�l��M#$����n|¬)uf�
MO.¼67��l�$ò�\^_«#$�?���!�µ¨<�
Öz�#$���9W9�J'(�kC)
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.�����·�@��"ßJ+Y@ä��u8��!���
l�9�Ã¨iI"�½��)f!��¨OÄÒQ^�kC���
Z�éij��¤�l���%&�aeJ9�;'(�#$�<�
%&�nh��)

3.2 ����

AAA~�«i´f�5OGÅÆPQ��YZ²E;ÿÈ���
x4´}_;ae«nh� !)��#$·¸�b¸�£|K�O
P$ò���UVWhÄ�;¸kC����«N�)/K.&��
E�������kW�Y^_«ae§ !T�%P�����¤
 �9:J³{�jWç|¬)ufY�nae��JG#$·¸
��!�g[hPTcÐl�;kC�JG�������§9��
k���PQijK¹����4�"¡¢UV���þ�4��U
Vèéb¸)�± &%�f}~M�n���AAA~��kßì

1. ��E�����

yzcÐ��T���«�����#$'(�AAA~�GY{
���E�����x���)kC� (��C� )Ãuf��
·�W�kW)

2. ��´ÙW

.&¢���8aG"ÖY·�E��±���x�cd� Û
¨Ú�Jª�QR���C�«��'(6��ª����D)
��K ¨uM���%&K���K���UV��Ãu�É
ð� �¡¢���ae���þ� !�¡¢«j� (run-time

configuration)�k@��!ª´ÙW (time-sensitive);"ß´ÙW
(location-sensitive)§)
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3. X�W

��¹wÙBm (sensor);µ·m (monitor)«¤w�l�M�n�
��#$·¸��yz�PQX�"��l�����¦l��
%&�X�W"<�Ö.�#$����  !"¡¢'(#
$��)

4. Ö�W

PQijK¹�����;"�è�;kC�kW;UV§¨§
� � !"rsae����prÖ�«Ö"���#$'
(�$ò��«��¶¬UVW�hÄ)

3.3 ����

ijT%�F«������2�Ó{�"ÖY��wAAA~�
(Inter-domain AAA Architecture)x�l�Ù�����XNl��Ù��
�«l��+�éÑ¡é�l��M9�#$����n·x�Å
ÆP��{��W�n�l�Ù�UV�����������x
9�#$���W)*+�gPåC��É�l�9�$ò��#
$·¸x�kCíî«�ï���Z^_�%ò)

� 3.3M���5O���¸a)Y����������x�¨
4��=�w#Y�@x<z{�kC���¼°¹�5�w (home

domain)«@A���w (visted domain, romaing domain)).kC�º#$
��9�!���¨�R}@��è�GWY5�w7){;��è
�bo5�w��:!�kC�[\�Õ@ä���'(6� (Visted

ISP)»x���'(�f!º�%&���ªØ¨op��{©¼�
^_«aeDc�éij5�w½���w�ª�f����GW
4���#$e)
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� �� �� � �� �	 �

� �

� � �� �� � ��

�� � � �� �	 � 


� � �� �� � ��

� � � � �� � ��

Network

� 3.3:��w��

%FGY5�wJG���wx�ÛG"ÖYAAA~�±�uf
¨<z{���^_;ae«no'(�AAA)'m«@äe?)K
Y���¼�Ó��� (�ì 3.4)¾px�XNT%AAA~�x���
e?�*+�n�l���'(
l�l�m)��Éðl�Ù��
BC�����4�"��;�J;��;kC��C��l�9
��£¤HIl�ç�Ö."�B�przÖ�'(�$ò�¹¼&
%���kW)

3.4 ��� 

Y�@x¨^_Cl�l��i´e?)ufYæ¢�AAA~
���±���ce?ª�f¡«z���W !"�B��C�
'(xÄ;S�����UV)
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� ��� �� � � �� � � � � �	 �
 �

� �� �� �� �� � �� � �� �� � � �� �� � � � � �� � �

! 	 �� �" 
 � � � #	 $� � � �

�% % � � �& � � 	 
 ' % � � �( �� )	 *+ ��

� % % � �� & � � 	 
 ' % � � �( � � )	 * + ��
,-. /01 / 23. 45 06

7 
 (� �� 
 � � 8
 " �
 �

� 	 � � �9 :� % 	 � � �	 �9

�� � �<;� 	 � � � 9
�; = ;� 	 � � �9

, -. /0 1 / > 0 / 0? / @-. A 06 B @? 0

= 	 
 �� C � �� 	D � *� �

= 	 
 �� C � E % *& �� = 	 
 �� C � )	 
 � �	 � �
 "

= 	 
 �� C � )& 
 � % + �& � � 	 


= 	 
 �� C � F� �� � � � 	 
 '� �D � � �

GHI JKL JMI HN O K PQ K RST K

UV KI J W XT JKI KYUV KI J W XT JKI K Y UV KI J W XT JKI K Y UV KI J W XT JKI KY

AAA Architecture

� 3.4:"�YAAA~�±�l�Ù�ae��

3.4.1 &'/012

l���'( (context detection service)5OK�GC�� (detect);
�z (identify)¼4���C�«9��67kC��l�)£¤gO
P4�"��l����«µ¿)l���'( (� 3.5<z±{`�
=e?ì

O�&' (Context Provider)

��ÙBmJ@äCB¬)'m§$�4´��C��l�9
�)®²ìåCGSM;GPRS§'(�$�4´kC��"�9�¤
/.��Uv�ÙBkC�K¹��6��§)Y���x�MN$
ò#$��9�T�hÄ�[\674´��C�«9� ('( )�l
�ì
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Context Detection Service

�� � �� � � �� � � 	
 � �

� � � � � � � �� 
  � � �� � � � � � �� � 	 �� � 	 ��

�� � � � � � �  � 	 �� �  � 	� ��� � ��� �� � �� �� �� ��
� �� � �� ��  � !
� �� � � � � � " � � "  � # �
�� � " � #�$ ��

� �� � �� ��&%

� 3.5:l���'(

1. ��C�

.��C�op«����#$ß��Iü!�Øop���Z
T��z�5Opr�9�4ì

• !ª)

• K¹C�"�è�«���� IPèÀ)

• ^_;ae«nh��x¼OÄ�9�)

• �����K )

• &{vw7@ä��C��i´�r)

• ��C�J����K¹��6��)

2. ¼pr�9� ('( )

��l�Y�"w9�l���� (² :kCK  )�5Opr�
9�<zì

• 9����W (availability))
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• K¹9��kCK  (�Y#$�� § ))

• 9�¼OÄ�UV§¨)

• 9�¼Y"ß
@äkW)

T%¼����l��j&C{¨9�)C{¨9�éÁ4kC
°��ýþ¬E�ºMN$ò����xZ²E)'m�hÄ�u
f[h¥-�l�«ÂÃÉ�yç��vFçMýþ¬E�q�l
�d? (ontology-based context)�j&CF¨9�)Éyp�l�d?¨
©&��C�¼pr����Z9� (íî /�ï );xÄ�'(yz
(service type)§yç#$xÄ�r (access request message)��K¹��#
$ß¼j�AAA)'m (Foreign AAA)�xÄ^_«ae)

O�PQ (context manipulation)

l����K�Gij{��E�l�op (context model)x¼"
Ö�yzâ¨«´��&%��x�l�9�)uf���{U�
l����pr�E;q��l�9��ÉÃµG�¹¼&%�CF
¨l�9�)�����vF (ontology)�¬EMop"����éi
j���k�K��²ì#$·¸��n%&�l�yz;jW«
l�ª�´�§)YC`?x�#¨GH"^_HI#$·¸��¼
�n�l�op)

ufYl���;��«67¤���¨ij�����l�o
p��OWL(ontology web language)1&%��x�l�9�«jW)k
�l�PQ�q��¬Eçi��&!$òYZ²E��±�*
�W (interoperability);Ä�ýþ (semantic representation)«ÅÆwF (logic

reasoning)�hÄ)
1http://www.w3.org/2004/OWL/
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� : 3.6M���¼��4´��C��8ZÄ�)��C�5O
G�ae���aeIÃ�u����hÄ�éh���kC��¼
Yè�½@º�á��M§)

<o w l : C l a s s  r d f : I D = "#U s e r ">
<r d f s : s u b C l a s s O f >

<o w l : R e s t r i c t i o n >
<o w l : o n P r o p e r t y  r d f : r e s o u r c e = "#l o c a t e d  i n "/>

</o w l : R e s t r i c t i o n >
</r d f s : s u b C l a s s O f >
<r d f s : s u b C l a s s O f >

<o w l : R e s t r i c t i o n >
<o w l : o n P r o p e r t y  r d f : r e s o u r c e = "#e n g a g e d  i n "/>

</o w l : R e s t r i c t i o n >
</r d f s : s u b C l a s s O f >

</o w l : C l a s s >

� 3.6:��C� ontology�®

O�RS (context monitoring)

.��C����Z^_¤�Øop����'(�#$��«
@ä9�§)Y¢�Iü«9:����Dx�4´���;���
J"ß����� u=¨�!"�½���uf[\��l�µ·
e?��µ·£��l�9�GW�½��)

O�TU (context update)

{;l��½��¤�l�ÑQ'(µ¨]��)ij¼67
�£Q�9��Ç�kC�È#vx�9:�é¦{��!ªªÉ (

¶¬¼Ê��9:�-�Í )�#ÑQ¤�l����AAA)'m)
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Foreign AAAx����Éð9��Öz�Home AAA�xÄ�Z�¥[
^_)

YAAA)'mT¨4k��á?µËm��k���C��I
ü.�s�4´��C�l����á?¤��Þ�9�#$�?%
¥]$ò�%&�ae��Jnh��op]<��¢v�UV��
Ãuf>�¡¢)£¤ij£Q�^_rsy����GWOÌ2
9W9��#$JG3Í�Þ¼�b�W�e�=>kC��#$)

3.4.2 &'345

l�l�m (context handler)5OG��YHome AAA�{de?�
��l�Y�"wl���� (² :9��kCK  );wÎ«;l�
ÑQcÐ4´#$·¸����#«��)l�l�m (� refctx2)�
P^_²±ì

VWRX7

.��C�op«AAA)'m��Iü«#$'(!���¨X
�"HI�{�©�x�C��°¹j&���á?µËm (event

listener)�C��l�á?�7=)Y¢�IüVª�.AAA)'m
�s�C�l�����r!�¨Ú�ÏÉ����l�9��Ãµ
Gá?� (event source)��-�k��á?µËm���@A¤2�
�)

YZ[\

MNOPij��C��l���9��#$e;����Ð
C
xE�wFÑÒ (rule-based inference engine)�wï�zÖ�UVa
e��)ufåC%&�wFPÏ�k������+¦ (explicit)�
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� 3.7:l�l�m

l�Ñï����ÙBm����7Ó (implicit)l��/�$òw
F��ÔW)*+ÃP��Ö.�wFb¸�Õ�l�9:��{
ÀW;��cÐÚÖ�lm�½)

Y����FFÑÒx�5OZMºÐwFPÏì
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G 3.2:�vFx�wF
x
wF
x &%
subClassOf yz�ª�Ì×´�
subPropertyOf jW�ª�Ì×´�
inverseOf ùjW´�
TransitiveProperty jWª�-·W
SymmetricProperty jWª�I�W
]^_W3C: OWL Web Ontology Overview

1. �vFx¼Ø½��Ä�
x (Ontology reasoning rules)

�� ontolgy7"�Ä�
x���ýþ���yz�ª�´�;
jWª�´�J�  (cardinality)T�;¸§)ufwFÑÒ��
ijÉð
xç�U�wF)ufY�n#$·¸��!���
åCÉð7ª�´�ýþC�l�yzª�´©)ý 3.2M{|
W3C¼����vF¼¢���wF
x)®²-� (Manager)«
��C� (User)ºyzª#Y�Ì× (owl:subClassOf)�´��uf
{�-��Cv (instance)&�Ã¨G��C��Cv)

2. kC����wF
x (User-defined reasoning rules)

¹�&%�G¥���Ä�
x¤NhOý�Ñ���Ä�´
��x[hX������¼hO�wF
x)uf����i
jkC�l�;��hÄJG��UV§¨§wF�%&�UV
��J9�#$T�;¸�µG{��W�wF
x�ý�)
ý 3.4.2M���¼�n�8\wF
x)

Ù
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G 3.3:#$·¸���wF
x
wF
x Ù wFy�
if (P�hÄMÃÑ£P� ) ⇒ kC 3DESP� (kCL2TP/IPSec VPN©�¬E )

if (Á�)'mè�M proxy.nccu ⇒ 9WkC��Úýb (kCvw���©�¬E )

if (©�è�ìvw�� ) ⇒ 9WkC�Û
 (#$KqM<=>?�� ) ;¸©�!ªM 25ZÜ

O�HI`

C�#��¼kC�l�9��pr���Q§;Ç�;ÝX
«�Þ��P)

;F89

"ÖYkC�·p°¹��w7�AAA)'m�5OG����
^_�\;��ae��«'(so)Y���x�5OG"Ö{�
4´��9�#$�UVae���k�AAA)'m����l�
l�m (CH)x����#v (policy repository)�#�����#$�
��é¥ij���ae#$��«7"�wF�����¼BO
���UVêë)

���¼�n�#$�� (�ì 3.8).B�8Z¼dçìKq
(target);rsW� (effect);���� (configuration))).#$��x��
?V8]$ò!���¨abkC�9�#$e�éHI%&���
C�"Ök��©���)GH7=¨YC`? -#$���nx�
^_)
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" #$ %&' ($ %) * + +, $ - *. $ % # $
* . -/' 0 & % * / . % / ) # *1 # % # $
2 / + *13 *4 *. %$ . , $ , % / & 2 2 +3

5 % *4 & +4 / % # $ ! � � �� � � � � 2 & ' %
/ - % # $ ' 6 +$ % # & %) * + +7 $
$8 & + 6 & %$ , 7 3 % #$ *. -$' $ . 1 $
$ . ( *. $:9

" #$ $ - -$ 1 % & . , 1 / . - * ( 6' & % * / .
- /' 0 % #$ ;! � � � � 2 &' % / - % # $
2 / + *13 9
5 % *4 , $' *8 $ , -' / 0 1 / . , * % * / .

& . , ) * + +7 $ * 0 2 / 4 $ , / . % # $
6 4 $' 9

� 3.8:#$·¸����n}~

3.5 !"#�

yzT%¼¯°�e?«��� AAA~�����~�x²
� 3.9¼A�l�Ù��UV��«AAA)'m§e?ª���nD
²±ì

1. ��C�Õ����#$ßOÄ#$��'()

2. .��#$ß�s�kC��xÄ¤�

2.1. l���'( (context detection service)¨��ÙBm (sensor)Ù
B4´kC��l� (context))

2.2. #��C��l� (#$!ª;"ß;�w§ );^_9�
«��#$�zï (Network Access Identifier, NAI)�-���w
AAA)'m (Foreign AAA))
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3. Foreign AAA¨ijNAI�#^_9��-��R��wAAA)'
m (Home AAA))

4. kC�°¹w�AAA)'m (Home AAA)x¥#kC��l�9�
�-�l�l�m (Context Handler, CH))

5. CHx�wFÑÒ (inference engine)xij¼�s��l��<�%
&�#$��)

6. Home AAA#rs¤�y� (�½ /=>xÄ )«i´���9�
(service configuration)��Foreign AAA
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7. Froeign AAAijrs¤�y��½J=>kC��xÄ (access

accept/access reject)�é��k�BC��od (Application Specific

Module, ASM)��«kC�i´�'({ )

8. ��#$ßx����C�£¤�rsy�){;���Z^_
¤�Ø�op��9:� §���'()

9. Y©���Dx�CDS¨�2��µSkC�l�T���)

10. {;l���!�®²ì©�¬E.WLAN�¯ 3G� �
Foreign AAA¨¦Ê��ÑQ�Í#��¤�l���� Home

AAA�xÄ�Z�¥[^_é��GWPQÌ2#$m9�'
()

11. ��á?µËm (event listener)���sl����á?�éÒQ
¥<�%&�ae���rs9�#$��)

12. Home AAA#��¤��©������Foreign AAA�uf���
�ijQ����l��ÒQ¡¢��UV���ÖBQ��
�)

*+AAA)'mx¨¥HI%&��C��kCly���'(
�no«so (accounting)§���x%Y����:7)
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