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The law embodies the story of a nation's development through many centuries, and it
cannot be dealt with as if it contained only the axioms and corollaries of a book of
mathematics. In order to know what it is, we must know what it has been, and what it

tends to become.--- Justice Oliver Wendell Holmes
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! "Recent inventions and business methods call attention to the next step which must be taken for the

protection of the person, and for securing to the individual . . . the right 'to be let alone.™

"modern enterprise and invention have, through invasions upon his privacy, subjected him to
mental pain and distress, far greater than could be inflicted by mere bodily injury.”

...and numerous mechanical devices threaten to make good the prediction that "what is whispered
in the closet shall be proclaimed from the house-tops."

United States Department of Commerce, Economics and Statistics Administration & National
Telecommunications and Information Administration, A Nation Online: Entering the Broadband Age
9 (2004), available at

152 m

153

69



AE > 2000 o FyPHT ST SLRE00E 2B -
gy PRI RIS RS - WS EREEVE] (double-edged sword ) ¢
P EDF B L AR B S F AR o
USSR i 07 (American Management Association, AMA ) fIUgfi il » 5
B 5 ASO0PY B pRREE FI T ORI~ F MR TS
MG T 1998 4 2 2000 5 1> R W7y o Hl F S0 AL
[ TR ) e UE 2001 £ o S SRS EIT AR B P T e SR B
7% > =R LT T PO o BT AMA e s h B o <Rl
T8GR ST AR S SRS YR o H IR
639617 BT FY T AR 479600 s KBRS
"o e B9t ST Tl SurfControl S SR 4 | IO -
PR 2001 = F G TS0V R A S R I RLE P
FEF T FFY T T FITARAS O PR -
T N A IREOR & o S SR T S S TR
FOEPRTE - E P RO EERR - R G S R R 8
PR > R = et RS T B S E“@Pwa 'irF frot
HE - T QR TIO SN ARLE ~ PORRE. - DAL TR U]
B o 2 (AT PO S0 R SRR MY R - I
R )RR B R B ) T S 4;@ )
Fops= 20 - 7oL (R R STRVEE IR - TS BRIE TSRS -

%MU

Lt

http://www.ntia.doc.gov/reports/anol/NationOnlineBroadband04.htm ( f& & B 11 2007 &+ 11
FIITED)
Jay P. Kesan » Cyber-Working OR Cyber-Shirking?: A First Principles Examination of Electronic
Privacy in the Workplace » 54 FLA. L. REV. 289,290 (2002 )
E E%Ei Employers Read Workers’ Email, http://www.wired.com/news/business/story/19152.html.
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' Gail Lasprogata, Nancy J. King, Sukanya Pillay - Regulation of Electronic Employee Monitoring:
Identifying Fundamental Principles of Employee Privacy through a Comparative Study of Data Privacy
Legislation in the European Union, United States and Canada, 2004 STAN. TECH. L. REv. 4 (2004)
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(=) O'Connor v. Ortega & [V R ™ e F~ 2R 2
A FE= SR B OTfIIE - O'Connor v. Ortega 2 e EHILK R R e~
BRI M BT TE IR RV v M R ST AR B7Y 4 PR 1IR3
#& - 7 O'Connor v. Ortega % > Ffﬁﬁﬂrlﬂﬁfjgﬁj TP (B R R ST AYRRR
SR = PRI FIRL QLRI - AR ORI R o M R el | s
T LAV R IR AF ) (access ) » A £ IR A EIRE - WL - RIIRE
RLPVE] A RIORSE TR S o P S RPN TR RRLICERL Ay E IR

18 U.S. v. Anderson, 154 F.3d 1225, 1229 (10th Cir. 1998)

190 “what is a reasonable search depends on the context within which the search takes place, and
requires balancing the employee's legitimate expectation of privacy against the government's need
for supervision, control, and the efficient operation of the workplace”. O'Connor, 480 U.S.at
719-20
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ﬁﬂ’rﬁﬁ?‘iﬁfjgﬁlﬁfgéﬁ%ﬁo 7+ U.S. v. Slanina”' %" » 3 rj:”tn , ';WFTH& FE
1%15?% 15y 3&? L= lﬁﬂim ERHiERL S WS A 1 rﬂﬁiﬁ%& FI# ’g i hd
T MR A P R - W
1| fUT“A Fldéﬁﬂﬂ RIS EERE o S r‘jﬁ‘*?%#'l* el I}JJV = b
I Y A SRR ARy B R e 35 o RIS S02 f) T R IR
ﬂﬂ?ﬁ | (reasonable expectation of privacy ) ° ,@ﬁF rij FYRRA. 15! Ry ﬁﬁf{%li yilgs
(= BHIFRA- 1 (actual (subjective) expectation of privacy ) %prirﬁ FillRnRL

[V (the expectation be one that society is prepared to recognize as reasonable ) ©

VR = RESH RO JETHY (ERU B 4 M | = ST 1T AR poRes ™ - i b
EAE fﬁ??ﬁ%?&?@’“fﬁ@; B A Tanl T R IRE L UG e
Uy T (7 (reasonableness) 1 £ LRI -

S LS A T LR R 9 IR 2™

191 U.S. v. Slanina, 283 F.3d 670, 676 (5th Cir. 2002).
192" |_ee Nolan Jacobs, Is What's Yours Really Mine?: Shmueli v. Corcoran Group and Penumbral

Property Rights, 14 J.L. & Pol'y 837,867 (2006 )

193 See, e.g., Lukas v. Triborough Bridge & Tunnel Auth., No. CV-92-3680 (CPS), 1993 WL 597132,
at *5-*7 (E.D.N.Y. Aug. 18, 1993) (holding that employees have reasonable expectation of privacy
against having their conversations monitored in workplace, even when that workplace is tollbooth);
United States v. Maxwell, 42 M.J. 568, 575 (C.A.A.F. 1995) (recognizing that individual can have
objectively reasonable expectation of privacy in electronic mail messages transmitted on on-line
computer service while those messages were stored on service's computers). The Maxwell court's
reasoning further suggests that public-sector employees would also have objectively reasonable
expectations of privacy that their electronic mail messages will not be routinely accessed. According to
the court, [A]ppellant clearly had an objective expectation of privacy in those messages stored in
computers which he alone could retrieve through use of his own assigned password. Similarly, he had
an objective expectation of privacy with regard to messages he transmitted electronically to other
subscribers of the service who also had individually assigned passwords. Unlike transmissions by
cordless telephones, or calls made to a telephone with six extensions, or telephone calls which may be
answered by anyone at the other end of the line, there was virtually no risk that appellant's computer
transmissions would be received by anyone other than the intended recipients. Maxwell, 42 M.J. at 576.
But see David E. Steinberg, Making Sense of Sense-Enhanced Searches, 74 Minn. L. Rev. 563, 583-88
(discussing "cultural criticism™ of Fourth Amendment jurisprudence which places primary emphasis on
physical trespasses in determining reasonable expectations of privacy).

194" See Varnado v. Department of Employment and Training, 687 So. 2d 1013, 1024-30 (La. Ct. App.
1996) (holding that state employer illegally read and copied employee's computer files because
employee had reasonable expectation of privacy in his computer and its files, and employer had no
justification for search). But see Williams v. Philadelphia Hous. Auth., 826 F. Supp. 952, 954 (E.D. Pa.
1993) (holding that municipal employee had not stated Fourth Amendment violation when his
employer reviewed diskette, containing work and personal material, that he had left on his desk); Star
Publ'g Co. v. Pima County Attorney's Office, 891 P.2d 899, 901 (Ariz. Ct. App. 1994) (doubting that
"public employees have any legitimate expectation of privacy in personal documents that they have
chosen to lodge in public computer files").
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(extraordinarily intrusive method of searchingl%) °
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1. United States v. Maxwell

R FCRLE T TRERTFR R SRR~ W R T SR FRLAEE " s

P k- X L (America On-Line > AOL™) §i4H « 4 Hisi * James A.

Maxwell L5 6L FAYE[FT > E | 4 IFEJJ HIpRR EREIRSE (Screen Name) f5) 73
> FBI M Z[155  Maxwell ffl = 93 Rs o s S0P B0 b 2 < R A -

FBIACRL iR sk TR i SS9 [l | IR e SFFRRY (B0 5

Maxwell [zt FREFIRPE) -

FHITE i—r%?i % (The Air Force Criminal Court of Appeals ) VR & 7% 7Y EF

FEIEHU T 4 (RGO IEER™ «

Mawell [  B1 75 SEIFOREA" JU] ) — PR RR DA s v PR RO LR UF 7 P

Fre TS Y =12 o MRy » Bl P A T S psiet 1 i e S

| IRE | ,J?gﬁﬁrﬁ PREREL (B 5T *F[LU%FM

1% state v. Bonnell, 856 P.2d 1265, 1273 n.5 (Haw. 1993). The Bonnell court held that intrusive video
surveillance violated postal employees' reasonable expectation of privacy in their break room; see also
Vega-Rodriquez v. Puerto Rico Tel. Co., 110 F.3d 174, 180 n.5, 184 (1st Cir. 1997) (upholding
videotaping of public work area, but cautioning that cases involving covert use of clandestine cameras
or electronically- assisted eavesdropping require different analysis); United States v. Taketa, 923 F.2d
665, 675-76 (9th Cir. 1991) (finding that video surveillance is Fourth Amendment search requiring
warrant and noting its intrusive character (citing United States v. Cuevas-Sanchez, 821 F.2d 248, 251
(5th Cir. 1987).See S. Elizabeth Wilborn, Revisiting the Public/Private Distinction: Employee
Monitoring in The Workplace - 32 GA. L. Rev. 825,873 (1998)
9 AOL ERIHH 2 SR IR STORIEREE IR (ISP) -
7 AOL FS,ITEIE'H%F%P'J Screen Name T'F [ ﬁE’i‘, |°T§'3V§F/71J My AOL ~ FI*% SNEF R FHFRE .
AOL “e 7= {fIRFTp I e~ [ttt FI?J&[[J;@F( Screen Name ) --1 {fi= folabd | '_‘Fu«ﬁﬂmj‘iﬁl:[ 6 ft k!
PO E7EL 5 22 R RUGEIRIERL e <k » ([ 6 [ R AR R -
¥ http://www.dummies.com/WileyCDA/DummiesAvrticle/id-1335.html
1% United States v. Maxwell, 42 M.J. 568 (A.F. Ct. Crim. App. 1995).
199 See Max Guirguis, Electronic Mail Surveillance and the Reasonable Expectation of Privacy, 8 J.

Tech. L. & Pol'y 135,147-149. (2003)
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Maxwell FEE- USR5 o Job i FmiRleRarn » o bep A Py RIast R i)

j
R 2P Rl T A e R PORRA T -
bAgt > bR et IS e I T R AR R BB R
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20 SRt g SRS R o SURBBL P ] P PP 20
R %'E“ﬁ = e Lllﬁlmw T S B OHREEL o b
(TS 2 5 (B IR B o ED PR Gl RV R 1) PRkl R i
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rﬂj ° [(NESEIREIRT > T SREF AV R B RS R R (R IR
o P URLIFIC K W) 2 SRIRER A 5 A -

2. Bohach v. City of Reno™
AR PP T o I P R RLE FT;J Wk TR (R 2T 4 [P
= SR
HREE Maxwell FHW 2 E N ORHPUERSTRF TR 4 R PRSI Y
F;‘*‘TF’J[ A= 5 ‘TFJ, [“AYE 238 (The computerized paging system,Alphapage ) © & TJD
e 'Fﬂ B > TR ISR TR S uﬁgﬁa@;ﬁf}i‘é‘.é
AR P

200 United States v. Maxwell, 45 M.J. 406 (C.A.A.F. 1996).

201 Rebecca Ebert,Mailer Daemon: Unable to Deliver Message Judicial Confusion in the Domain of
E-Mail Monitoring in the Private Workplace - 1 J. HIGH TECH. L.67-69 (2002 )

202 Bohach v. City of Reno,932 F. Supp. 1232 (D. Nevada 1996).
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(computers ) ~ fi{# (software ) AI1HPE4S (pagers) > bl- [WEIRIBHH > hLFARRL
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3. Haynes v. Office of the Attorney General™
“t Haynes v. Office of the Attorney General % > — ] [ e [F Eﬁﬂiﬂfﬁ' Carlus

Haynes ° %T‘W?E 2 J (injunctive relief ) » I'J[=" (-Fapvp el = FE a9 (=T

2% Haynes v. Attorney General of Kansas, 2005 WL 2704956 (D. Kan. Aug. 26, 2005)
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F R YR Haynes BUf ! | W R A HERRVRI PO S 2V -

U1 Haynes Py PSRRI g fatltg e —7% * HIF1Z A (private and

public) » 447 I B~ FELRE TR M BICR R 0 1) N VR -
SR i S PR P IO L — B 6 s o

PR T R

rﬁ?ﬁéﬁ'%’fféﬁ@@“ Tf/_\ﬁlmjiﬁ . FL{ F;’Ilﬁ:tﬁ; WES 5 y;@@n IE' s
e Jet [V PO AR 2 T S I o R m\ B Y S
ORI L[’srﬁri:{fl&iiyfff A TAY o - [E[FI % R {f s (EI2E -

A FEE T P B 0 RN R
TORHCR T » B TR T e T A 0 e T vl i
BLELS -

FRIFTSt » TRUp et p PR ed = S i (B PSR i = o g o A g e -

Haynes 7 LA FOR]for o [yl s RLARliv Il - = PPl e o kﬁ?‘lﬂ’i
‘T:ﬁ,’i l-waﬁ“U Haynes ﬁ HTF“'?F‘E Uty TUMESL > TGS E B Y JF’;CJFEJQJ F[I Haynes
VIR TR 2 Bl RS I i S AR AT (R A Py PRS2 i A e peY

R SR P %> Haynes SR8 P9 T-HIGI PO~ AR = a9 1] [ Haynes

204 Haynes v. Attorney General of Kansas, 2005 WL 2704956, 2 (D. Kan. Aug. 26, 2005). The full
policy read as follows:
Office computer use shall be in compliance with computer use procedures. Obtain full procedures
from your deputy or supervisor. Computer use for non-official business is authorized only if kept to
minimum duration & frequency & if it does not interfere with state business. This system shall not
be used unlawfully nor for any purpose which could embarrass the user, recipient or Attorney
General. There shall be no expectation of privacy in using this system; however, intentional access
to another user's e-mail without permission shall be prohibited, except as authorized by computer
use procedures. Despite deletion, files may remain available in storage. Personal data on the system
may be subject to removal. Data may be subject to state public records and records preservation
laws. User software installation is prohibited unless specifically authorized. Software may not be
copied for use outside this office unless authorized.
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L vs R
TUPR] Clark Sk Py R - R EEESR |- SR~ A > (1 3 ELERIERR T
AUFEAL - "
Harlan ““yR B0 Katz O PH | e SCBIREGHR TR (50R0 2T 4 R IWNGERVRL ©

(people ) [ T L places o HE87 1+ TRIACPUZRI [ Z R 5 7 (trespass or”physical
penetrations™ ) fi* Jg”—*ﬂﬁw I R SETH ORU Y 4 PRPOIRZ AR dalalyl — = Pl
IS S EEI=E N

205 |_ee Nolan Jacobs, Is What's Yours Really Mine?: Shmueli v. Corcoran Group and Penumbral
Property Rights,, 14 J.L.. & Pol'y 837,868 (2006 )
% «“the law, though jealous of individual privacy, has not kept pace with these advances in scientific

knowledge”,See Berger v. New York, 388 U.S. 41, 49 (1967).

207 Katz overruled an earlier case, Olmstead v. United States, 277 U.S. 438 (1928), in which the Court
held that a physical penetration or trespass was necessary in order to invoke the Fourth Amendment.
see also Katz, 389 U.S. at 353 (""We conclude that the underpinnings of Olmstead ... can no longer
be regarded as controlling.").

208 Katz, 389 U.S. at 353 (Harlan, J., concurring) ("Once it is recognized that the Fourth Amendment
protects people - and not simply ‘areas' - against unreasonable searches and seizures, it becomes
clear that the reach of that Amendment cannot turn upon the presence or absence of a physical
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intrusion into any given enclosure.”).
209 117 S. Ct. 1295 (1997).
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FHF -
DVRLZ IR B e A 53 2 IR S AR A RLER A (free enterprise) A1
HETY (public policy ) » I'f W P AR * hd £ -
BRI O] » 2222 53 DS LR (TG 53 £ 2+ fise A sl (“public” and
“private” sectors) = HITHFSSFEARAT » g B ~ RSB IR Al
B o ARG WRL TSI, R IEES o D Rl
;jgwﬁf; B ﬁm ™| o FIAERL > PP T ,E{ﬁj* o FTJ)F/TEL% ES1 T Al ]
P BRI ISR R I SRIBER R o T TR R
TPE VPRI o R [ o PERRS EE ST R BRI - s R
B (0B 3 je= R YT (R pop s
TBE SRR H 2 DR A BT SRYR - T e Rl
T H T ORI T P SV I E T E R R
SR 3 2 o S NI ISR ) Cequal treatment) 9138 > - 2™ -

1

210 gee generally Morton J. Horwitz, The History of the Public/Private Distinction, 130 U. PA. L. REV.
1423 (1982) (discussing origins of public/private distinction).

21 See Ronald J. Krotoszynski, Jr., Back to the Briarpatch: An Argument in Favor of Constitutional
Meta-Analysis in State Action Determinations, 94 MicH. L. REv. 302 (1995). at 305-06 (explaining
that government cannot necessarily use private companies to execute public policy that has effect
of burdening constitutional rights).

2 3. Elizabeth Wilborn, Revisiting the Public/Private Distinction: Employee Monitoring in the
Workplace, 32 Ga. L. Rev. 825,873-876 (1998 )
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e

(- ) ?{iﬁ_ﬁi K Fﬁ M| {5 Al = RS
(1) Fiafg

A (SR RV (L2 1890 F Warren {1 Brandeis 54 S A AN AURF]
(The Right to Privacy ) — ¥ EH hLH —,Bﬂ* (A= B R AU i o B > William
Prosser 554 1960 & §E#fY T[@A. | (Privacy) *~ ¥ - T‘ﬁﬁ“‘.ﬁ%?ﬁt L AL
Z5- FE MRS L > [ EDREREE] - (1) Frsq;} TELA [Hr[d: t] (intrusion upon the

seclusion or solitude of another ) (2) * Fi[fei&=%" * 1555 (public disclosure of

213 Rachel Sweeney Green, Privacy in The Government Workplace: Employees' Fourth Amendment
and Statutory Rights to Privacy, 35 CumB. L. REv. 639,668-669 (2004 / 2005 )

214 William L. Prosser, Privacy, 48 Calif. L. Rev. 383 (1960)
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2> Ray Lewis,Employee E-mail Privacy Still Unemployed: What the United States Can Learn from the
United Kingdom, 67 La. L. REv. 959,964-965 (2007 )
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ik BT LD - 1986 = [T 5plR REA A% (Electronic Communication Privacy
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for Consumers and Workers Act > PCWA ) ~ 2000 = $f! Ve B A (Notice of

Electronic Monitoring Act > NEMA ) ’Ijip S AT

1. %@?]@i%iﬁf (Electronic Communication Privacy Act * 7% ECPA )

27 Benjamin F. Sidbury > You got mail...and your boss knows it - Rethinking the scope of the employer

E-mail monitoring exceptions to the Electronic Communications Privacy Act » UCLAJ. L. TECH. 5
(2001) - Ira David, Privacy Concerns Regarding the Monitoring of Instant Messaging In the

Workplace: Is it Big Brother or Just Business? 5 NEv. L.J. 332-333 (2004 )

POEES S ¥ B [CPUEP — M T IRE AR Y iﬁ?ﬁfﬂi » FIENERERET 85 1
(2002 F 6 %) F197 -

219 National Workrights Institute, Privacy Under Siege: Electronic Monitoring in the Workplace 14
(2005), available at http://www.workrights.org/issue_electronic/NWI_EM_Report.pdf ( f& i B} |

8102007 F 12 5] 17 F1)
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communications )Y F A1 AL SR F A A (Electronic Communication Privacy
Act » BCPA) -

£ [fVjEs 1968 = i Katz v. United States™ > Berger v. New York™%’ > %;[aszl[aszlﬁ
~ R splsh ECPA BT = ;ir.}( Title 111 of the Omnibus Crime Control and Safe Streets Act
Of 1968 ) 3™ |l L4 i U | 56002 | IS -

1985 & f£T’ %Lﬁf Jﬁ[fﬁg SR UNRSE St N SEF B
IR P & l'ﬂ*}"}[‘ﬁ AU IS H = 9= (i ?iiﬁﬁ' [l i 20 b ECPA
Eﬂgu F-I; ﬂéi« - ECPA " il | Utz &) F'l# fﬁ, Jn&b fF-I_T—Q'Ey[ lggfmnaxgam
ﬁ[ (the “aural or other acquisition of the contents of any wire, electronic, or oral
communication.”) * o

ECPA fﬁ“@ﬁw FIPURLELH] A 1968 & > #a80% % (anti-wiretapping act) F¥ehl > F!
[R 1960 = [ e RIS FIFERUETE F - tq"f’ﬁﬂfﬁﬁ‘ﬁ\ E'}’EW%T%K ° ik ’T%"U;!F FufEL
WJEP‘”{]‘*@‘F TV B BRI 3 IS T oA A il Hfg%‘%ﬁﬁﬁp@iﬁlﬁ:ﬁ
P« T 1986 & ] » RT3 WIS ECPA [y [ifel » sl i e

SEHOT B

220 arry O. Natt Gantt, 11, An affront to human dignity: electronic mail monitoring in the private

sector workplace, 8 HARV. J. LAW & TEc,351 (1995)
221 389 U.S. 347 (1967). The Supreme Court set the threshold for Fourth Amendment protections at
whether a reasonable expectation of privacy existed in the area searched by officials.
388 U.S. 41 (1967) (extending the ruling in Katz to electronic eavesdropping on oral
communications).
See Laurie Thomas Lee, Watch Your E-Mail! Employee E-Mail Monitoring and Privacy Law in the
Age of the "Electronic Sweatshop," 28 J. Marshall L. Rev. 139, 151 n.62 (1994).
224 See 18 U.S.C. 2510(1), (4), (12), (17) (1994).
225 18 U.S.C.2510(4) (1994); see Steve Jackson Games, Inc. v. United States  Secret Serv., 36 F.3d
457, 461 (5th Cir. 1994).
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ECPA & a9t g™ -

28 2 ‘Eﬁﬂwf Hf%‘ﬂ I PR AL P » ST TR &l
E 5k Frose
22 ECPA » 18..U.S.C.2520 (1988) -
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FARRLEF T S AR T ST ERRPE PIfRE 2 7 ECPA 1 gt

TIRARY -

(2) HH#EHLVFHI9 (service provider exception )

ECPA 95 BI9H USSR B9 - AR I T i L Bk ol (=g -

ﬁ%ﬁlr[ R IR o S R [F%F?Eﬂﬁlﬁif rf &

SO 5 R T o R P R R AR W@EFW‘FTJBJ?

S ST SR TR S R IR

PRI el = PR e R SRR AR I P

7 T 57 ( in the normal course of employment) 2 £ 7%t = HEF[5 1 %

FvFRH IP*‘“ﬁl;p;?F’?ﬁ'FTJ (necessary incident) FVH- > JJ[ B o @ p1 2 oy

T

(3) [ I9 Cprior consent exception)
ECPA 7 @3 Sy fr — Wyl ™ o e il @ ipo s 20
R R (R SDRR T - e B 2 R 2R R T
Pl R T TR DR R I - (L
S T P P 0 B9 BREYT AT I (T I RO
SIS [ KL OB SRR I K - e

FI@BI o

228 vjt shall not be unlawful . . . for . . . an officer, employee, or agent of a provider of wire or electronic

communication service . . . to intercept . . . that communication in the normal course of his
employment..."
9 18U.S.C. 2511 (2) (a) (i)~
230 vjt shall not be unlawful under this chapter for a person . . . to intercept a wire, oral, or electronic
communication . . . where one of the parties to the communication has given prior consent to such
interception.” » 2511 (2) (d) -
See Meir S.Hornung , Think before you type: a look at email privacy in the workplace,11
FORDHAM J.CORP.&FIN.L.138-139 (2005) -
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(4) ECPA pufs i[9t RLik BeBToIpy T IR 5 (contemporaneity ) fo2f* = & Steve
Jackson Games, Inc. v. United States Secret Service — Ffl 1> 577 ¥R Bl » =
MR FE R T ISRV E > T AE R RS BCPA pUIE o S
87 YR L

(EI7% 2005 F United States v.Councilman™ 4 fl1 » 57— 330k 2 et J[ES‘“FA 1R R

FE

F @ (electronic storage ) |12 PR{IFFETH T e (temporary storage)
[OMTE [ ECPA FUIEgt » Tr = AV T 9, R ok
FLEES o

b3 ECPA fIf<"
ECPA [ B85 7 HElE (lack of clarity ) 91 » BB RIL I * g {FOMHEA

Bt 1 B F&ﬁf - ﬂ—ﬁf P TETAYET9E Cordinary course of business exception ) » [<

22 P ECPA faitsfli A ﬂ?" HfH &L FA (el iy l@‘?’[ PO ESE 97420 (other acquisition ) fiY
TEH o PP - R TRAERR ) S T E‘:ﬁﬁﬂfemaﬂ IHFF“'T o [ e IR e-mail A £
YRR R R R ER SR

23 See  Meir S.Hornung , Think before you type: a look at email privacy in the workplace,11
FORDHAM J.CORP.&FIN.L.139 (2005) -

234 United States v. Councilman,418 F.3d 67,72-77 ( 1st Cir.2005)

2 ?’T%ﬁ“?} RNV A O A RS i N R N
AR SRR T BRSO BEE Y RS R U B o B
*  Bradford C. Councilman )E_ f“ QI % FJ = 'ﬁ’#?i i 1[ﬁ oE ?FH[ SIS qu 5
1 Interloc Inc. pJFH A a2 wjgl % E 1nterloc com" Ffﬁii&
R A R e h i L m PJ g\{ i > o0 = TET fit i/ =20 [ g 55 4
MK vqbaﬂﬁr F R E PR 199 Bradford *F'j *f, fil e EY S

(o 20 fF $ g% A T 2 P R P A IR S D P R A S

Fo o3 A 5 3 (Amazon com) [HlfY Fla [ ﬁcﬂﬁk N g,rr»gj j\ F"
Amazon Com F[J |FI 2] = || Ej]y e Eﬁ RS 28 pusEr (= > 3 l,ﬁ ERA [[J IEI
?Mjfp o A W B [l Interloc ? flEd T ) BEE - 1 ]??i[ii‘a A
ffﬁ=4 [ [ py R i‘\ %ﬂ‘#ﬁ*?—%ﬁ FI'Fr‘rJf fﬂzdkﬁl%‘
(electromc communication) I fld = Eb kL f' ﬁé TP E ’ﬁ &Ry
ﬁéw%@’ﬁﬂﬁiﬂﬁﬁﬁﬁﬁf@VM g - e

# > http://stlc.iii.org.tw/ContentPage. aspx?|—683
http://w2.eff.org/legal/cases/US v_Councilman/councilman_ decision.pdf
http://www.out-law.com/page-6009 ( & & B [ [ ] : 2007 & 12 ] 30 [!)

%6 The court stating” we note ,however, that even were we prepared  to recognize a contemporaneity
or real-time requirement-a step that we do not take today-we think it highly unlikely that
Councilman could generate a winning argument in the circumstances of this case.” See Meir
S.Hornung , Think before you type: a look at email privacy in the workplace,11 FORDHAM
J.COoRP.&FIN.L.140-141 (2005) -
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Iﬁj (Rl = I E P fpUGEE  [EL e 5P (R S0P SRIR  RIE ee e f
[FAEEIpY ™ fr T -
1990 # = 1993 & RIS 53 £ Paul Simon | e [RGRIF B £ <1l oot
NS F“H’h "+ e (electronic sweatshop ) » ‘ﬁ%ﬁﬂ:ﬁ?%iﬁﬁﬂ%u )
A3 (the Privacy for Consumers and Workers Act » 7 PCWA ) e
RS IS RLED S = R P A R T R T AR -
PCWA 57 AU ) - b RS PR (7 8904 » 2051 g ariofy
PSRRI o R R e 2 R A T B A £
Fg’fd? R qu’a‘*@ CPE AR e B G PER -
1= ’?}ﬁiﬁﬂ*@? WERAOREALES 17 P (signal - light ) ~
B i (beeping  tone) - | ‘Eﬁiﬁﬁiﬂﬁ‘?iﬂ PSRRI A o SEFT PCWA > Aflfjlrd =
= E g AR R Ik F'/ o o B Y T FUR RO TR R8T
“r%“ ‘ Eifl,sfmﬁ AR - % rib«lﬁ’*%ﬁf 234 Paul Simon 7 i
fpelt > SBAI 2B SR EY T 2 MR ARE B % -
A PCWA ﬁl’ﬁi@*@f’?t el v A NE AT i R

237 Benjamin F. Sidbury » You got mail...and your boss knows it - Rethinking the scope of the employer
E-mail monitoring exceptions to the Electronic Communications Privacy Act - UCLAJ. L. TECH. 5
(2001) -

%8 |_ee Nolan Jacobs, Is What's Yours Really Mine?: Shmueli v. Corcoran Group and Penumbral
Property Rights,, 14 J.L.. & Pol'y 837,863-864 (2006 )
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3. ?&ﬁ&ﬁ;@ﬂipﬁ (Notice of Electronic Monitoring Act » % NEMA )
7 PCWA {5 Fe 10 & & > 23 [ Charles Schumer = 5 Bk f1 Charles
Candy ¥ 2000 = {4’ ?tﬁq—w Ew5p] %1% (Notice of Electronic Monitoring Act »
P78 NEMA) » Sk R el = il | i =05~ Sy Bef I st - [IpHES
H R %E&itiﬁﬁlgﬁj AP AT AR BRI S 7 e PEEE Y
RN e o 2 R 2 R R ATV IR (R FTJ ey
Al I REF A R Ejﬁ > 1 [ A T R IR0 9 o o dd il A
F £ 500,000 7+ * ‘l‘%ﬂﬁﬁiﬂﬂ"‘%ﬁtiﬁ'ﬁ[ﬂ} |

(=) i
ECPA 7 fIF 150 1 5 LA AT O ) > U1/ ECPA ot (9
o G ECPA P =Sy » LD HLH i ECPA R~ fiial s 25 [

239 = @ylggjjﬁx[%?}ﬂ{[' PCWA IJ’{@Z{: j:iifjlgﬂﬁ‘ijj/\gl Yk 2 rﬂﬁ'J—’*”’J e |I3J{E‘EEJLarry
O. Natt Gantt, IT ”Y?y#‘“:r picl o SRR SN PG (7 ] Rl %’E‘R’J[r CER o @
SO 9§ A% ECPA FTW}—% S i 2B & e v
PR ECPA] (i) it et o P IR ) £ AL
PSS £ F [ S REAL O I PR L e 572 Wil i
FIFIPURL » 32 | 2 AU A o el = BEE | SBOSRATA ) ) E'H (' monitoring practices ) ’
(f 7 ie[i;glaﬂﬁ¢ B:j‘jf/\ by;ﬁi 25 #Fpug I”Jp EIE[I%—?@L[J SN ['p* TJ fa A FREL o
S A A H & TF’?‘ Fi lﬁipug,lj\ " H Jpgl@ﬂ o El[ ]aHj = > iPN ‘[‘J§ A
’;EJ%#%‘@EJZ;]E TUR G o F=9) > ol = Erde (AR [Jlﬁg—l gl”‘:ﬁi ECPA H g,[ﬂ ;f;‘,zgufﬁfgg_
~PRERE 2 TIRE AT R JFLI LR i7 Ve [EE Fﬁ frflt * (business or
personal ) o 3k [+ '“‘?E%#%?%%Pﬂﬁﬁfﬂlﬁﬂ@ﬁ = F*E TIEFF o FEIAYEL - PCWA R
ISRy R 2 S T R R R EIJ|;J7F@W FEFFH: - See Larry O. Natt Gantt,
11, An affront to human dignity: electronic mail monitoring in the private sector workplace ,8
HARV. J. LAW & TEC 345,409-410 (1995)

240 |ee Nolan Jacobs, IS WHAT'S YOURS REALLY MINE?: SHMUELI V. CORCORAN GROUP AND
PENUMBRAL PROPERTY RIGHTS, 14 J.L. & Pol'y 837,865 (2006 )
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2003 = > Connecticut "M3pji "= [FHAE[HEAFWE | (the Communications
Technology in the Workplace Act) *® o RUIFEE 41 | 170 20l = i G syl £ W14 77
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Tl W WO B » R AR Y B 2 A
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1 Jay P. Kesan, Cyber-Working OR Cyber-Shirking?: A First Principles Examination of Electronic
Privacy in the Workplace, 54 FLA. L. REV. 289,301 (2002)

242 19 Del. C. 705 (2005).

243 19 Del. C. 705(b) (2005).

24419 Del. C. 705(b) (2005).

245 19 Del. C. 705(b)(1)(2) (2005).

246 Conn. Gen. Stat. Ann. 31-48d (2005).

47 Conn. Gen. Stat. Ann. 31-48d(a)(3) (2005). Conn. Gen. Stat. Ann. 31-48d(a)(3) (2005).

8 Conn. Gen. Stat. Ann. 31-48d(a)(1) (2005).

9 Conn. Gen. Stat. Ann. 31-48d(b)(1) (2005).

%0 Jay P. Kesan, Cyber-Working OR Cyber-Shirking?: A First Principles Examination of Electronic
Privacy in the Workplace, 54 FLA. L. REV. 289,302 (2002)
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%ﬁt‘ﬁ%ﬂ 1 (Promissory Estoppel ) = | ST A [RGEHTVEGH » =
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%?iﬁ%”Jﬁ,%%IEFFu*IJ?%@’H B [ T AT TROPT R A RS - E
DR RO e 2 ART - ST RR - fYT R TR
EoRi é‘ FrCENARRRE T H o RAT (RIEIA s PRIV -
KRR ﬁ%i—ﬁm’mkﬁ%ﬂqﬁﬁ:ﬁ%’ﬁﬁﬁﬁﬁ@ﬁjﬁimo
(F s FROUSEERT Tw%«r F SR AR (S R R BT )
LYLE PSR o A B 0 Smydh v. Pillsbury Co, 3™ > 2 » A

2RI AR R LT R SRAN Y R

i

() Sk
SR HIAES [y
agreements ) B I i A H b9 OB ABINGE - H0F) e i

mﬂﬂ?ﬁ HF gk By [i%“ﬂ‘ﬁ?;%ﬁ:ﬂ (collective bargaining

_”Hll

BBk g, SRS PRE, VAL, 2007 4E 8 A, Fr 152-153.
*2 Smyth v. Pillsbury Co., 914 F. Supp. 97, 100 (E.D. Pa. 1996).
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(i S5 R (7% (National Labor Relations Act > "NLRA")™ It »

e r?;g& BYTABRI T (R el (P PURL I g AR Y

NLRA 877 (™41 » 17 s fBE 1253058 ~ s%b ~ up @S o gnic i o A

FFIETe DESEV R 3 o Redv i s g o H P9 £ 2 200 R

By o P B2 UES (W (For purposes of mutual aid or protection ) =A% kL - E"II?’J

T Fﬁ’i’l’?‘ﬁ? SIS *EJEFEJEI@Q&TEJO I%%JE?‘L%E{—WL o ISR ﬁﬂy
TSR IR R SRR T@‘]‘Tufq_ ERT T ’é[ 5 2% _(unfair labor

practice ) o

SR T ﬁiﬁé'::‘%ﬁ?J {HNLRA T RUFE - HiEh s~ Rl

FROEERE™ < A2 NLRA B FJBRIE (in good faith) RUIESRY™ - (H-

253 Edward Lieber, Picketing The Information Superhighway: Must Employers Bargain With A Union
Over Their E-Mail Policy?, 1998 ANN. SURV. AM. L., 517, 530 (1998) (concluding if email
policy is germane to the work environment and not at the core of entrepreneurial control it is the
subject of mandatory bargaining).

#1935 £ BB 0 1947 F {1

2% FLE EL ¢ Sec. 7. [§ 157.] Employees shall have the right to self-organization, to form, join, or assist labor
organizations, to bargain collectively through representatives of their own choosing, and to engage in
other concerted activities for the purpose of collective bargaining or other mutual aid or protection, and
shall also have the right to refrain from any or all such activities except to the extent that such right may
be affected by an agreement requiring membership in a labor organization as a condition of employment

as authorized in section 8(a)(3) [section 158(a)(3) of this title].

%6 William R. Corbett, The Need for a Revitalized Common Law of the Workplace » 69 BROOKLYN
L.ReV.91, Fall, 2003

257 =SSR [ l—pl?ﬂﬁ, Fp = F;lji @.ﬁlﬁil\] L RA%‘I/‘ fi% ng,*[/#ﬁl*{ gg,tflal;gnj;@j;gz
?ﬁﬁﬁw%ﬁ%@(ﬁﬁ&%ﬁ%’rﬁi U 2 T )
'%%}“%l A E \%[ =t ,)E‘g E‘#g@}ﬂjﬁﬁéj rj F I[E&,tn%ﬁﬁﬁuﬁ,r&?ﬁﬁ V- F[J
PHARSIR A - A=t F@ﬂ SNELTE AN Fﬂ LR ) b 1%
N L e R R RSO
National Labor Relatlons Act (NLRA) eflnes the duty to bargain as the obligation to "confer in
good faith with respect to wages, hours, and the terms and conditions of employment.”

28 [J'FE‘T‘} AN Fﬁj&*ﬂf[ G i«[ﬁﬁ«'iiﬁu [ VRS I/ﬁfuﬁf' Bl %‘?i ' ‘Eif:[—fﬂ?%ﬁ%#
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1. Flanagan v. Epson America, Inc.”
Flanagan v. Epson America, Inc.% > kL0 = fkI/HE %+ Fi i CES e
2 IR RV o R B Flanagan FLEIEY S pIELT SRE NSRRI
flJIQFIJE' PR A RUE 2 IR A A IR R SO R R

PR ERAVERA MY 1R ( the expectation for workplace privacy ) > 1
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2. Shoars v. Epson America,Inc.”

260 Flanagan v. Epson America, Inc. No.BC007036 ( Cal.Super.Ct.1991)

261 See Ira David> Privacy Concerns Regarding the Monitoring of Instant Messaging In the Workplace:
Is it Big Brother or Just Business? 5 NEv. L.J. 334-335 (2004 ) -

PPORES B B [CpUEE — f Mg ﬂ%’if,’@fﬁi%“ﬂ@ﬁﬂi%??ﬁfﬂl’ FIEEEEEET 85 1 -
F1100 °

263 Shoars v. Epson America,Inc. No.BC073243 ( Cal.Ct.App.1991)
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3. Restuccia v. Burk Technology, Inc™
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266 No. 95-2125, 1996 Mass Super. LEXIS 367 (Mass. Super Aug. 13, 1996).
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ijiéat bkl ﬁ*ﬁ'@ﬁr'ﬁ  FFEE AR o ?*FkﬁﬁtgF EJ??” = E ) SN

269 914 F.Supp.97 ; 1996 -

20 963 F.2d 611 (3d Cir.1992) - ERE i Fl £ IR TSI © Y J“yf%%“ & (e R
s PP 2 PNECE SR TR P R ’FL* Eﬁﬁ]% B e VS ﬁsﬁ‘/’lﬁi i o
rﬁ’iﬁé JRd ;‘/%#"JWEIF#E%E*@?\@'%# B’?‘/{‘"I‘Hi EpIATa 2> HB e Fl Ff%ii
Fre Bt P ey AR G R 2 H SRV B e fy SV o F T‘W&A e I~
VIR R A %’* o T % Michael A. Smyth v. The Pillsbury Company

ORI R B A TS B R R AT S Y 2002 5 5 ]2 047 -

an 'R £ : One who intentionally intrudes, physmally or other\lee upon the solitude or seclusion of
another or his private affairs or concerns ,is subject to liability to the other for invasion of his
privacy, if the intrusion would be highly offensive to a reasonable person.
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PR [ 2 [ RLAEREN T R 2 %ﬂﬁ'lr[ﬁ%@ﬂﬂ EERE

5. McLaren v. Microsoft Corp.”™,

& MeLaren v. Microsoft Corp %> — & BEfi 2 pIpEL S F,H‘Eﬁ IR i&fﬁ[ fﬁ
IERERANS CFgIges POV 20T (AT * 4R (personal folders ) »

IR P 8 v PP SR80 ORI R Oy R IR FIH
ﬁ?ﬁ*?%ﬂ@kﬁi*ﬁ?m%ﬁ’ﬁqﬁfwﬁﬁ i IR

T 23k [IUERF o

S+ MoLaren VB 208 % 1T ) 2 RHOMIR LB AR R T

17 R > FERRL 2 PORA R AR A BURAY— 0T« IRt SRR RS R
LR CE SR I S i U TR R A 22 2R i
e BB IR AR T A ORI S =R LRLA

MeLaren TR P 2OFFAIR =0 | BRE S S 9 P ME R 2 (=8 05 -
H%ﬁ%ﬁ%Ehﬁfﬁ%@ﬁ#“Wﬁ@vaﬁﬁ¢mmﬁ%§@¢ﬁ%E Iy O TR

272 911 F.2d 1573 (11th Cir. 1990).

23 See Rod Dixon » Windows Nine-to-Five: Smyth v. Pillsbury and the Scope of an Employee s Right of
Privacy in Employer Communications > 2 Va. J.L. & Tech. 4 » 1997.

2% No. 05-97-00824-CV, 1999 Tex. App. LEXIS 4103 (Tex. App. 1999).
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1. Bourke v. Nissan Motor Corp””

i & Hupf[puBourke v. Nissan Motor Corp% F,L~ e Nissan f[Jﬁ (it 2 F
A#5 * FiBonita Bourke2*Rhonda Hall » f4{ffiv= E‘*ﬁ HIEN I PP 200
GRS ﬁjﬁ U<ﬁ F%E:—ﬁ (FA',"EJ Eﬁ'l‘lﬁﬁ'ﬁf&mﬁ)’ [GRNE: 'F' :2 BT
T AT Fi o R 2 iR SEEEEE O R o o B e T Wlﬁﬂ#@%ﬁ? ’

275 R £« Even [if the plaintiff's practice was to move e-mail messages to personal folders], any
e-mail messages stored in McLaren's personal folders were first transmitted over the network and
were at some point accessible by a third-party [because they were temporarily stored in the central
routing computer accessible to the employer]. Given these circumstances, we cannot conclude that
McLaren, even by creating a personal password, manifested - and Microsoft recognized - a
reasonable expec-tation of privacy in the contents of the e-mail messages such that Microsoft was

precluded from reviewing the messages.

26 American Management Association, 2004 Workplace E-Mail and Instant Messaging Survey (2004),
available at
http://www.amanet.org/research/pdfs/IM_2004_Summary.pdf;
American Management Association, 2003 E-mail Rules, Policies and Practices Survey (2003),
available at http://www.amanet.org/research/pdfs/Email_Policies_Practices.pdf.

2" No. B068705 (Cal. Ct. App. July 26, 1993), available at
http://www.law.seattleu.edu/fachome/chonm/Cases/bourke.html.
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2. Garrity v. John Hancock Mutual Life Insurance Co. ™

F% 7 &7 Hancock * Fcfplbis 2 IR I (=5 fup) T [UE H P EY T (IR 4
BRI AR SRR TS R -

RIS 2 IRV SR AL T PR B RS B R
BRSBTS HFEL <

LA (i B A > P SR PP A 2RI R 5 (intranet system) 2 ) »
PP P 2 iSRS PRI o PIERGE R 207 - T3
PRERCERE SV SRS B PR S P Hancock B BEREEVRLE
PPy = ORI Ak T IOE PV FR SRR R0 5 R - PRI
Smyth v. Pillsbury Co. R fivpLife» IETER ™ F IR ™ |2 il 2 Filfo e 2B i kil
A IREO AR > AT S LR SIS R e RS W PIER
PEIP = AR LR POREE FIIRSET R -

3 Thygeson v. U.S. Bancorp *”

g L f" i (E18 F fUEy T M Yy i RIS ﬂ%q’;{ﬁﬁ
S50 LT -

PRI e P RLRPIF ) 2 RS ¢ EpO

2% No. 00-12143-RWZ, 2002 U.S. Dist. LEXIS 8343 (D. Mass. May 7, 2002).
2% No. CV-03-467-ST, 2004 U.S. Dist. LEXIS 18863 (D. Or. Sept. 15, 2004).
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283 See Smyth, 914 F. Supp. at 101.

284 See Hamberger, 106 N.H. at 112.

285 See Doe 11, 866 F. Supp. at 196 (holding that a jury could find an intrusion upon seclusion where an
employer surreptitiously opened, copied, read and resealed employee's personal mail at the
workplace). Even where the employer had established a practice of opening workplace related mail
addressed to the employee, opening personal mail was forbidden and could be found to be an
intrusion upon seclusion by a jury.

28 \fernars v. Young, 539 F.2d 966 (3d Cir. 1976). (holding that private individuals have a right to a
reasonable expectation that their person mail will not be opened and read by any unauthorized
person).
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Todd M. Wesche, Reading Your Every Keystroke: Protecting Employee E-mail Privacy, 1 J. High
Tech. L. 101,112 (2002)

See, e.g., Smyth, 914 F. Supp. 97 (holding that the employee had no reasonable expectation of
privacy in the e-mail because the employee made the comments voluntarily over the company
e-mail system to his supervisor, and because the company owned the equipment). (Ffi*]jﬁ\l?% LES
RS S EORRE S » PRREYT VLR IR S S 2 Rl R
iy )

Todd M. Wesche > Reading Your Every Keystroke: Protecting Employee E-mail Privacy > 1 J. HIGH
TeCH. L. 117 (2002) .

2% See McLaren, 1999 Tex. App. LEXIS 4103 at 1. See also Smyth, 914 F. Supp. at 101.
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