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302" Art. 29 Data Protection Working Party Opinion on the Processing of Personal Data in the

Employment Context, 2 n.1 (Sept. 13, 2001), available at

http://europa.cu.int/comm/internal _market/privacy/docs/wpdocs/2001/wp48en.pdf.

383" Article 29 Working Document on the Surveillance of Electronic Communications in the Workplace,
6 (May 29, 2002), available at

http://europa.cu.int/comm/internal_market/privacy/docs/wpdocs/2002/wp55_en.pdf
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Working Document
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(=[5 (The Article 29 Working Party )f'1 * 1% 5957 8 [0 A A pl el 3 ff
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Lo 257 T [REAE | POIEA P - Hi R (legitimate expectation) * T ﬁ[ﬂt"‘ LI

3% Art. 29 Data Protection Working Party Opinion on the Processing of Personal Data in the

Employment Context, (Sept. 13, 2001), available at
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp48en.pdf

03 B £ ¢ Any collection, use or storage of information about workers by electronic means will
almost certainly fall within the scope of the data protection legislation. This is also the case of the
monitoring of workers' email or Internet access by the employer. The monitoring of email

necessary involves the processing of personal data.
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp48en.pdf » at 2 o (&b i [} 1
12007 F 9 K] 23 1)
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2002/wpS5_en.pdf

306

307 See Article 29 Working Document on the Surveillance of Electronic Communications in the

Workplace, 9 (May 29, 2002), available at

http://europa.eu.int/comm/internal _market/privacy/docs/wpdocs/2002/wp55_en.pdf

(Fed TR 1] 2 2007 & 9 [ 23 F1)

R L -

1. Workers have a legitimate expectation of privacy in the workplace, which is not to be overridden by
the fact that workers use communication devices or any other business facilities of the employer.
However, the provision of proper information by the employer to the worker may reduce the worker's
legitimate expectation of privacy.

2. The general principle of secrecy of correspondence covers communications at the workplace. This is
likely to include electronic e-mail and related files attached thereto.

3. Respect for private life also includes to a certain degree the right to establish and develop
relationships with other human beings. The fact that such relationships, to a great extent, take place at
the workplace puts limits to employer's legitimate need for surveillance measures.
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FLY EG ¢ Article 12: Member States shall guarantee every data subject the right to obtain from the

controller:

a) without constraint at reasonable intervals and without excessive delay or expense:

- confirmation as to whether or not data relating to him are being processed and information at least

as to the purpose of the processing, the categories of data concerned, and the recipients or categories

of recipients to whom the data are disclosed,

- communication to him in an intelligible form of the data undergoing processing and any available

information as to their source,

- knowledge of the logic involved in any automatic processing of data concerning him at least in the

case of the automated decisions referred to in Article 15 (1);

b) as appropriate the rectification, erasure or blocking of data the processing of which does not comply

with the provisions of this Directive, in particular because of the incomplete or inaccurate nature of

the data;

¢) notification to third parties to whom the data have been disclosed of any rectification, erasure or

blocking carried out in compliance with b), unless this proves impossible or involves a disproportionate

effort.
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[Opinion on Employer Monitoring of Computer System Usage in the Workplace] (Apr. 3, 2000),
available at
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good processing practice, when personal data are processed in working life.

3388 9 Methods used in technical monitoring and data network use

The purpose and introduction of and methods used in technical employee monitoring under the
employer's right to direct and supervise work, and the use of electronic mail and data networks are
governed by the cooperative procedure referred to in the Act on Cooperation within Undertakings and
the Act on Cooperation in Government Departments and Agencies. In such undertakings and such
organizations subject to public law that are not governed by said legislation, the employer must before
making decisions on these matters provide the employees or their representatives with an opportunity

to be heard.

After the cooperative or hearing procedures, the employer shall determine the purpose of technical
monitoring of employees and the methods used, and inform employees about the purpose and
introduction of and methods used in the monitoring system, and about the use of electronic mail and

data networks.

Separate provisions apply to the employer's right to use technical monitoring and control the use of

electronic mail and data networks.

Employer actions may not jeopardize the secrecy of the employee's private, confidential messages

when using electronic mail or data networks.
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Article 29 Working Party ) 1 Jjj =" TF[ VR (quidelines ) 4 e = MR i~
FRFLIR0 2 = SR AT RR FR B fI T eI iy o 930 A JefREy
BIWFET =4 (The Article 29 Working Party ) #2001 =+ 9 F] 13 [ I &35}k
E FTJ FEFITE ~ PR SR ELF' | ( Opinion on the Processing of Personal Data
1 the Employment Context”™) » JL’]”"TF—[ TR ]?Zf g pL ‘%}?JF" > =) JF:‘:T‘;J'
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[l e Rl M el = 55 B 2 A= BBV - 2002
SIEIT (BRI B AR e (REAEF T (S (Working
Document on the Surveillance of Electronic Communications in the Workplace
"2002 Working Document")™ e F=9f » = o JefieepR] 7 (=] 3 (The Article

29 Working Party ) {11 * M8 5557 8 ISFOM PR A 11 3 RUE e o

339" Art. 29 Data Protection Working Party Opinion on the Processing of Personal Data in the
Employment Context, (Sept. 13, 2001), available at
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp48en.pdf

30 http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2002/wp55_en.pdf
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1 See Article 29 Working Document on the Surveillance of Electronic Communications in the
Workplace, 9 (May 29, 2002), available at

http://europa.eu.int/comm/internal _market/privacy/docs/wpdocs/2002/wp55_en.pdf
(e TR E 1] 2 2007 &+ 9 5] 23 F1)
R L -
1. Workers have a legitimate expectation of privacy in the workplace, which is not to be overridden by
the fact that workers use communication devices or any other business facilities of the employer.
However, the provision of proper information by the employer to the worker may reduce the worker's
legitimate expectation of privacy.

2. The general principle of secrecy of correspondence covers communications at the workplace. This is
likely to include electronic e-mail and related files attached thereto.

3. Respect for private life also includes to a certain degree the right to establish and develop
relationships with other human beings. The fact that such relationships, to a great extent, take place at
the workplace puts limits to employer's legitimate need for surveillance measures.

342 EU Privacy Directive,Art.7
Member States shall provide that personal data may be processed only if:

(a) the data subject has unambiguously given his consent; or

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by
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the third party or parties to whom the data are disclosed, except where such interests are overridden by

the interests for fundamental rights and freedoms of the data subject which require protection under
Article 1 (1).

FFIHREL 57 (R 5T 7 EOREIIT R B [ S g
17 Fll# Rl U - See YOHEI SUDA - MONITORING E-MAIL OF EMPLOYEES IN THE
PRIVATE SECTOR: A COMPARISON BETWEEN WESTERN EUROPE AND THE UNITED STATES- 4
WAaSH. U. GLOBAL STUD. L. REv. 209 > 224 (2005 )

343?]%% ECPA %Jﬁc?ﬁ@?f,}jﬂ%ﬁﬁﬁé’?;?ﬁéj , P%éfr}ﬁj_ FEF%QD = ﬁ,[ 572 gﬁ o
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(371 42" All people are by nature free and independent and have inalienable rights. Among
these are enjoying and defending life and liberty, acquiring, possessing, and protecting property,
and pursuing and obtaining safety, happiness, and privacy." )> See Larry O. Natt Gantt» An affront
to human dignity: electronic mail monitoring in the private sector workplace » 8
HARV. J. LAW & TEC 345,389-390. (1995)

* See Lawrence E. Rothstein - Privacy or Dignity?: Electronic Monitoring in the Workplace - 19
N.Y.L. Sch. J. Int'l & Comp. L. 379,394-398 (2000 )
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F AR 3 (Charter of Fundamental Rights of the European Union ) £ -5 %
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http://www.echr.coe.int/ECHR/EN/Header/Applicants/Information+for+applicants/Frequently+asked+qu
estions/ °
B MR [ J’T?iﬁll%“ S RAEH > BV SRR - S0 2003 0 Fr 51560 o R EREVY

S
http://www.echr.coe.int/ECHR/EN/Header/The+Court/The+Court/History+of+the+Court/ ( 5t & | !
H112007 % 97130 [ 1) o WYY S AR — BRAEHAT 1998 F 4 I 0 g S l?fﬁ%’?[ﬁﬁ'
BRI YY" RRR R Y OR R FE T 2 P AR RO SRR A R E 05
i‘%‘ SRR © AR R e I@W” k@iﬂ*}f_*’?fﬁ PR R

U B WO SRR AR e o P ENE SR 4438 (1991 F 1 F]) > 1 27-30 ¢

3%0 B £ ¢ (1) Everyone has the right to respect for his private and family life, his home and his
correspondence. (2) There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protection of the
rights and freedoms of others.
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3! Niemietz v.Germany, ECHR 80 (16 December 1992) o %/% #ﬁ R Tm%&i 7 [t > 2007 =
Fl 83-84 °

See European Court of Human Rights, M.S. v. Sweden, Judgment of 27 August 1997, Reports of
Judgments and Decisions 1997.

352

154



3. ﬁTt b2 T*F’T VE F’?l% (necessary in a democratic society )

AR [ A et AL sE ™ BT 8 AL

PR PR S 2 (private life) - 5E3 5 (family life) » 5 (home )
F3(F (correspondence) « &+ i AL ?”v%ﬁ;}f,r T
we) MARZSASEY 8 AN Y AR s B R RL A P PR - 2
HE R VR OIS ﬁﬁ%#@@iAﬂF?PW’”Wmd—

W20 Ot QI 0747
(Z) &SR — B

~ AT [ - ‘ﬂg‘ﬁitrﬁ’ g EIJF PEE U»’T\”’?&fjﬁﬂ o BHE N ENEOETE . &
ﬁu?ﬁyp— it~ ﬁﬁmgﬂgfj s HER TR T A F(‘ oiﬁzfp;j( '*ﬂﬁ FEE|R k'ﬁj?ﬁu
YRR AT {z[ﬁiﬁ JITU o HERR > M AEREEEEGSE HEH A T AIRIE o) P o |
ﬁi mb o [T fiﬁ%,&xﬁﬁlﬁ%@{[ JNEEET R K %J%Fmﬁéiﬁ?j%% () ®
f’fﬁ A Ey57 (HIV status ) (2) ?*’E‘(F =t (medical records ) (3) i & 7 ER[IY
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. . . . 4
gender identification in transsexual cases )

"EJF—%J Fx. kék?fu Rt kfﬁuf[ﬁ{ . E‘ﬁiﬁfﬁﬁ » 7 X v. Iceland %73 > F~'| B
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353 H. Tomas Gomez-Arostegui » Defining Private Life Under the European Convention on Human
Rights by Referring to Reasonable Expectations » 35 Cal. W. Int'l L.J. 153,156 (2005)

334 7 v. Finland, 1997-I Eur. Ct. H.R. 323; Martin v. United Kingdom, App. No. 27533/95, 21 Eur. H.R.
Rep. CD112 (1996) (Commission Decision); Gaskin v. United Kingdom, 160 Eur. Ct. H.R. (1989);
B v. France, 232-C Eur. Ct. H.R. (1992).

3% X, Iceland, App. No. 6825/74, 5 Eur. Comm'n H.R. Dec. & Rep. 86, 87 (1976) (Commission

Decision).
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1. Halford v. United Kingdom™”

e FL¥ £} ¢ The right to respect for private life is not only the right to privacy, but also, to a certain
extent, the right to establish and develop relationships with other human beings .{f/ 4 %" * 5 £1

f F?i PR AR YF i[fSfiIs]* |- ( The keeping of a dog does not come within the sphere of

the private life of the owner )
7 H. Tomas Gomez-Arostegui » Defining Private Life Under the European Convention on Human
Rights by Referring to Reasonable Expectations » 35 Cal. W. Int'1 L.J. 153,161 (2005) °

358 389 U.S. 347 (1967)
359 Halford v. United Kingdom, 39 Eur. Ct. H.R. 1004 (1997).
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4 .von Hannover v. Germany
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363 yon Hannover v. Germany (2004). (Application no. 59320/00)
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FL?P t ¢ Everyone has the right to freedom of expression. this right shall include freedom to hold
opinions and to receive and impart information an ideas without interference by public authority
and regardless of frontiers. This article shall not prevent States from requiring the licensing of
broadcasting, television or cinema enterprises.
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