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Abstract

With the rapid development of information technology. information technology
can enhance the organization efficiency and competitiveness.information system or
website is also an important lifeline organizational operations.

In recent years, the global information security incidents continue to occur.
Ever-changing information modus operandi, the system damage, data corruption,
personal information leakage, financial fraud recent events is endless. The unit or risk
companies continue to improve. Also relatively serious injury, and even lead to the
company's reputation bankruptcy, faces closure threat within the organization for the
protection of personal data and information-related assets, and continued to maintain
the normal operation of the organization. Information Security Management System
(ISMS) and Personal Information Management System (PIMS) is a set of methods to
effectively control management; ISMS and PIMS to import twice, increases the
workload, there are needless repetition circumstances, the cost of some duplication of
investment phenomenon. The study tried to lifecycle data, information security
confidentiality, integrity, availability, PDCA operating model ... were essentially
discussed perspectives to integrate the work of integrating ISMS and PIMS.

Through literature review and experts suggested that the research breakthroughs
of the blind spots, multi-oriented integration from each perspective, and gives four
specific practice can be effectively integrated:

1. Inventory workflow process must include the extension of the personal data.

2.Perform the work flow of information assets and personal information

checking operations.

3. Information assets and personal information, risk evaluation operations.



4. Establish ISMS and PIMS four level documents structure, output 1SO27001

applicability statement shall contain a personal information protection act.

In this study, the Department of Defense Web site system, for example, the use of
integrated solid results for the real experience sharing as the future intention to import
ISMS with PIMS of IT staff, implement the results of this study also confirmed that
the arguments put forward truly effective, more efficient and more logic in the face of
a variety of information security and a financing problem to surface to analyze
processes of information security and a funded, so that each control point more clearly,
and finally apply to countries implement acceptable to 1SO standard (1ISO 27001
standard including Personal Information Protection Management Processes) to verify
this implement, also proved this study, integration, implementation
(Plan-Do-Check-Act) management system really works, can meet the relevant
standards and regulations.

Keywords: Information Security Management System (ISMS), personal information
management system (PIMS), MSS, Personal Data Protection Act, 1ISO27001, TPIPAS,

BS10012.
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#3~6 ¥R B AFTHEEHRDERL K - BS10012 p b iF 2 o Fdod 2-1 0

% 2-1:BS 10012 ik~ ¢ &

K E ko
0 @ 5 Introduction
0.1 BAFE 72 % % Personal information management system
0.2 7L %3 & B Data protection principles
0.3 4 & Notification
1 # [F] Scope
2 LE N TREY 5 % Terms, definitions and abbreviations
2.1 z39 e ¥ & Terms and definitions
2.2 45 % Abbreviations
3 BB A F 32k 2 (PIMS )Planning for a personal information( PIMS )
3.1 A FI0E Ik siaud 2 & 5 32 Establishing and managing the PIMS
3.2 A F3UE 32k suange 22 B4R Scope and objectives of the PIMS
3.3 4 F 3¢ =ik Personal information management policy
34 FTi n E Policy content
35 B 2§ iZ-Kk4E Responsibility and accountability
3.6 7 /R#k & Provision of resources
3.7 #- PIMS F4g > f%‘« < i+ Embedding the PIMS in the organization’ s
culture
4 FEEEER A FE L L (Implementing and operating the PIMS )
4.1 £ & 4 | 2 457% Key appointments
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2127 g @ Training and awareness
h % 3= Risk assessment
‘B ATR A T 12k 5 Keeping PIMS up-to-date
4, &= Notification
o £ B a2 Fair and lawful processing

= LA P hp R B 4 RT3 Processing  personal  information
for specified purposes

ity - PR E 7 3R Adequate, relevant and not excessive

o ¥z Accuracy

%9 2 % Retention and disposal
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% >:R3L Security issues
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R gL #ﬂi % Preventive and corrective actions

# 4§ :x % Continual improvement

7k k& : BS 10012 : 2009 Standard
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Leadership and
commi tment

Responsibility
and
accountability

Organizational roles,
responsibilities and
authorities

Provision of
resources

Resources

Key
appointments

Information security
roles and
responsibilities

Senior
management

Day-to-day

responsibility
for compliance
with the policy

Data protection
representatives

Understanding the
organization and its
context

Scope and

objectives of
the PIMS

Understanding the

needs and expectations|3.

of interested parties

Personal

information
management
policy

Determining the scope|3.

Policy content




of the information
security management
system

Policy

. [Policies for

information security

General

Risk assessment

Information security
risk assessment

Security issues

Information security
risk treatment

Security
controls

Information security
objectives and
planning to achieve
them

Operational planning
and control

Information security
risk assessment

Information security
risk treatment

[S027005

Responsibilities and
procedures

4.13

Managing
security
incidents

Reporting information
security events

Reporting information

security weaknesses

Assessment of and
decision on
information security
events

Response to
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information security
incidents

Learning from
information security
incidents

Planning information
security continuity

Implementing
information security
continuity

Verify, review and
evaluate information
security continuity

" Mobile device policy

Collection and

. [processing of

personal
information

" [Teleworking

Processing
personal
information for
specified
pPUrposes

" |Inventory of assets

. [Grounds for

processing

" Ownership of assets

Storage and
handl ing

. |Acceptable use of
assets

Transmission

. [Classification of

information

Access controls

. [Labelling of
information

" Handling of assets
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. Management of

removable media

" IDisposal of media

. [Physical media

transfer

. [User registration and

de-registration

N e IS = e

. [User access

provisioning

= =

Management of

" Iprivileged access

rights

Management of secret

" lauthentication

information of users

. Review of user access

rights

. Removal or adjustment

of access rights

Policy on the use of
cryptographic
controls

Information transfer
policies and
procedures

Agreements on
information transfer

Electronic messaging

Securing application
services on public
networks

Protecting
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application services
transactions

Information security
policy for supplier
relationships

Addressing security
within supplier
agreements

Information and
communication
technology supply
chain

Identification of
applicable
legislation and
contractual
requirements

" [Screening

. [Terms and conditions

of employment

. Management
responsibilities

Information security
" lawareness, education
and training

" IDisciplinary process

Termination or change
" lof employment
responsibilities

" [Return of assets

. [Use of secret
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authentication
information

Physical entry
controls

Working in secure
areas

Controls against
malware

Information backup

Segregation in neworks

Confidentiality or
non- disclosure
agreements

Protection of records

Competence

Training and

AWareness

Awareness

Information security
awareness, education
and training

Equipment siting and
protection

Supporting utilities

Cabling security

Equipment maintenance

Removal of assets

Security of equipment
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and assets
of f-premises

Secure disposal or
re-use of equipment

Unattended user
equipment

Clear desk and clear
screen policy

Capacity management

Separation of
development, testing
and operational
environments

Management of
technical
vulnerabilities

Restrictions on
software installation

Network controls

Segregation in neworks

Monitoring,

measurement, analysis
and evaluation

Information systems
audit controls

Monitoring and review
of supplier services

Control of documented
information

Event logging
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Protection of log
information

Administrator and
operator logs

Clock synchronisation

Collection of evidence

Internal audit . Internal audit

. Management
Management review )
review

) Preventive and
Nonconformity and )
) ) corrective
corrective action .
actions

+ - Continual

- Continual improvement
4 A = gl 3 .
AR E | improvement

Az g |7 Review of the policies
aF gt o for information

security

Independent review of
information security

Compliance with
security policies and
standards
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4 Context of the organization
a1 Understanding the organization and its |73t % 2k & 7 1242 v
context B
42 Understanding the needs and FAE 2 heEEAR v
expectations of interested parties B
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Determining the scope of the

4.3 information security management Mg AP \%
system
Information security management e
4.4 FazrLp V
system
5 Leadership
5.1 Leadership and commitment FARX2pELAE |V
5.2 Policy P v
o — FRtxpBifig
Organizational roles, responsibilities .
5.3 & n P sSSP fEFE L |V
and authorities -
BRARRP F
6 Planning
6.1 Actions to address risks and
' opportunities
FAE R EE AR
B
6.1.1 General __ 1. 1l \
T AR R IETE
pES
TIE Db R P TAT
B
6.1.2 |Information security risk assessment o & - \Z
TR AR R IEETE
pES
TIE bR P EAT
B
6.1.3 |Information security risk treatment < - \Z
T AR RITETE
ES
62 Information security objectives and BIRIGR % AYEE Y
' planning to achieve them (ERFX/BFPH)
7 Support
7.1 Resources FAX2pELR ¢ v
7.2 Competence Y YRR AR %
7.3 Awareness T PR AR S Vv
7.4 Communication BIFE R F AR %
7.5 Documented information
7.5.1 |General TEHARBERERE |V
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7.5.2  |Creating and updating v A g AR
7.5.3 |Control of documented information v Bk EEERR
8 Operation
8.1 Operational planning and control Ay v
L]
N = M }—e’{‘
8.2 Information security risk assessment SR AR R EET
ES
FALT2R% P EM
8.3 Information security risk treatment ST A D AT
>
9 Performance evaluation
o1 Monitoring, measurement, analysisand |P # F% 1 iv® % 4
evaluation PR E X > P LIRS
9.2 Internal audit 2 HERE 2T
9.3 Management review B R Ay
10 Improvement
10.1 Nonconformity and corrective action ’%ﬂ B3E AL B
10.2 Continual improvement BRI R % AYEE
A.5 Information security policies
A5.1 Management direction for information
security
A.5.1.1 |Policies for information security Bk % AR
A5.12 Revie?v of the policies for information I
security
A.6 Organization of information security
A.6.1 |Internal organization
_ _ *%$£ﬁ%iﬁ§
T v (S SO
BRarp
A.6.1.2 |Segregation of duties Bk p F
] L ESEECK ECRlE - EL R
A.6.1.3 |Contact with authorities -
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FRIAT R §4F

A.6.1.4 |Contact with special interest groups T AR
PChome
TIE Db e p AR
A6LS Information security in project B
management TAME AR &I HETE
kS
A.6.2 |Mobile devices and teleworking
IR
EH by @ * %
A.6.2.1 |Mobile device policy > E EIEE
i * ;g LM R RS
TS
IR
WA b g
A.6.2.2 |Teleworking \ .
Eol- L Sa ok
R
A7 Human resource security
A.7.1 |Prior to employment
A.7.1.1 |Screening Re @i =g
FL 7
R E*iphd~ 2
A.7.1.2 |Terms and conditions of employment PR
A.7.2 |During employment
o Y EEYY
A.7.2.1 |Management responsibilities £ S0P ¥ e
Information security awareness, o s
A.7.2.2 ) o T I ROE AR S
education and training
A.7.2.3 |Disciplinary process A E AR
A.7.3 |Termination and change of employment
A7.3.1 Terminafti.ofl.or change of employment LA
responsibilities
A.8 Asset management
A.8.1 |Responsibility for assets
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A.8.1.1 |Inventory of assets ’E: MPARREETE
*
A.8.1.2 |Ownership of assets ’Fj RE AR BEET
*
/AR B k2
A.8.1.3 |Acceptable use of assets PEY ~ @ % 2 aE
=
o Erp § R
A.8.1.4 |Return of assets B2 Tz TR
pibARES
A.8.2 |Information classification
A.8.2.1 |Classification of information TR E TR
A.8.2.2 |Labelling of information RS E R
T A ki
A.8.2.3 |Handling of assets PeRR R oy I PR
ARG 2 Tk
A.8.3 |Media handling
A.8.3.1 |Management of removable media o @f‘ F gﬁé .
PR E X 2 p YRR
A.8.3.2 |Disposal of media ARG R
PENF X 2 p ByEZ
TR E TR
A.8.3.3 |Physical media transfer FreEara ivdp sl
PEDE & > H LR
A9 Access control
A.9.1 |Business requirements of access control
A.9.1.1 |Access control policy ERas I
A.9.12 Acce.ss to networks and network G L
services
A.9.2 |User access management
€ Kire F mphs
A.9.2.1 |User registration and de-registration AR5 E TRz 3By
T7EE
o RN ST D
A.9.2.2 |User access provisioning

T 7
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A.9.2.3 |Management of privileged access rights | * ;i ¢ JZyH2
Management of secret authentication
A92.4 | Cnasem % KIe § Ly
information of users
A.9.2.5 [Review of user access rights i@ F I pIEyRR
& ¥ ;!FZ’L‘F' "F‘:I‘i"" E
A.9.2.6 |Removal or adjustment of access rights |#23:% 2 Fflz 3547
T2
A.9.3 |User responsibilities
A.9.3.1 |Use of secret authentication information |#¢ * & %% ¢ 12
A.9.4 |System and application access control
i J‘ﬂ‘ LM R RS
A.9.4.1 |Information access restriction B2 Tz FEE
FEE
A.9.4.2 |Secure log-on procedures ® g R
A.9.4.3 |Password management system i E AL
i —‘ﬁ AR TR
A.9.4.4 |Use of privileged utility programs IR SR R o
Flyet
AR A R o
A.9.4.5 |Access control to program source code 4 J;%‘+ ¥ | *
1 ‘/Z
A.10 Cryptography
A.10.1 |Cryptographic controls
Policy on the use of cryptographic .
A10.1.1 y ST Tl L p TP
controls
A.10.1.2 Key management
A11 Physical and environmental security
A.11.1 | Secure areas
7~ % 2 5 5 Layout
A.11.1.1|Physical security perimeter o L Y
. FHEREL >R
A.11.1.2|Physical entry controls ek
1=
FEF ~ ¥ % Layout
A.11.1.3|Securing offices, rooms and facilities 7 - y
Protecting against external and .
A11.1.4 gag }Va;':;} ?—_ % #&; 5 ;{—P\,Lrﬁ;]

environmental threats
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A11.1.5

Working in secure areas

A.11.1.6|Delivery and loading areas -
A.11.2 |[Equipment
FHERRL>FR
A.11.2.1 Equipment siting and protection T
2% > 5 Layout
)

A.11.2.2|Supporting utilities 4 S
! 7
R ERAEZE 27
A.11.2.3|Cabling security 3] 3k -
1 YES
hWEEREZ L T
A.11.2.4 Equipment maintenance f}* \ & -
1 YES
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A.11.2.5 Removal of assets
PRI
Security of equipment and assets ,
A11.2.6 YOSITP BB

off-premises

A11.2.7

Secure disposal or re-use of equipment

AR 21 p TE PR

A11.2.8

Unattended user equipment

A s L

A.11.2.9|Clear desk and clear screen policy AR E TP
A2 Operations security
Operational procedures and
A12.1 L
responsibilities
B/ ARE B k2
A.12.1.1|Documented operating procedures PEY ~ % 2 g
Pii%
B/ ARE B k2
A.12.1.2|Change management PEE ~ i 2 i
FEZ
/A RE R k2
A.12.1.3|Capacity management PRE ~ % 2 miEird

PRk
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A12.1.4

Separation of development, testing and

operational environments

GBI
B

A.12.2 |Protection from malware
A.12.2.1|Controls against malware Er N F ek I oE
A.12.3 |Backup
: R R R S
A.12.3.1|Information backup ek
A.12.4 |Logging and monitoring
B2 Tz FEE
A.12.4.1Event logging T PEE
o E B IR
A.12.4.2|Protection of log information B % PR L
HFEE
R ERA L E 2y
A.12.4.3|Administrator and operator logs X
FHEERL 2§
7E2
EA AR R yE
A.12.4.4/|Clock synchronisation E(AE L L P
)
A.12.5 | Control of operational software
A12.51 Installation of software on operational |, St 3 17 % ¢ 3242
systems B
A.12.6 |Technical vulnerability management
ER as o hwy
LS DS
A.12.6.1|Management of technical vulnerabilities |#c/# %8 2 & * & 32
PEE ~ 16 2 i
7=
A.12.6.2|Restrictions on software installation frRgie v 2y IRk
A12.7 Information systems audit
considerations
A.12.7.1|Information systems audit controls ﬁf% MART pRIE
pES
A.13 Communications security
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A.13.1 |Network security management
PPl ¥ @ yr
A.13.1.1Network controls o meT F
1=
Rl TE F TR
A.13.1.2|Security of network services pES
P 2LIRIEE Y
PR TE S @y
A.13.1.3|Segregation in neworks " T F
1=
A.13.2 | Information transfer
Information transfer policies and - i
A13.2.1 T RIL g PR
procedures
A.13.2.2|Agreements on information transfer TR TR
A.13.2.3|Electronic messaging RS TR
Confidentiality or non- disclosure g
A13.2.4 v Wtk
agreements
f System acquisition, development and
' maintenance
Security requirements of information
A14.1
systems
A14.11 Information security requirements SRR T E IR
""" |analysis and specification B
Securing application services on public
A14.1.2 3P P Pk R
networks
Protecting application services
A14.1.3 18app SSL,
transactions
Security in development and support
A.14.2 y P PP
processes
_ G BB TR
A.14.2.1|Secure development policy 5
B e L TEME
A.14.2.2|System change control procedures pES
ferboE R
Technical . ¢ licati ft /AR Rk Sz
echnical review of applications after
A14.2.3 PP PEY 1 2 i

operating platform changes

Pt
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A14.2.4

Restrictions on changes to software
packages

/AR R kB2
R S 2
P

A.14.2.5

Secure system engineering principles

GAB A (v LA

A.14.2.6

Secure development environment

A.14.2.7

Outsourced development

/AR R kA2
LR @ F 3 i
PEiZ

AN

A.14.2.8

System security testing

BB TR TR fe

B

A.14.2.9

System acceptance testing

GBI EE AR
B

/AR E R kA2
PEE (% 2 g
7HZ

L85
A.14.3 |Testdata
/AR B k2
A.14.3.1|Protection of test data PEE % 2 aiird)
i
A.15 Supplier relationships
A15.1 Information security in supplier
relationships
A15.1.1 Information security policy for supplier |73t F & b & :%#7%
relationships pES
W/ RARE R kL2
A15.1.2 Addressing security within supplier PREYE ~ % 2 i

agreements

PEE
e %
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| i T T AR B
Information and communication i
A.15.1.3 technol Iv chai ES
echnology su chain
gy pp y i ‘,]\ g ‘]
A.15.2 |Supplier service delivery management
Monitoring and review of supplier (RKe Pz H=>0r
A.15.2.1 ] o, = A
services g2 E8)
THFE AR G ITETE
A.15.2.2|Managing changes to supplier services FL wF "
1=
Information security incident
A.16
management
A16.1 Management of information security
""" l|incidents and improvements
A FRX T A
A.16.1.1|Responsibilities and procedures 5
X >E A
A.16.1.2|Reporting information security events -
Reporting information security % >R
A.16.1.3
weaknesses B
A16.14 Assessment of and decision on PRI S AR L2
77" linformation security events B
Response to information security TRME>E A
Al6.1.5| .
incidents Fr
Learning from information security FRE TR
Al6.1.6| .
incidents F
R TR G
kst
A.16.1.7|Collection of evidence /, N
FHERRL 2§
7=
fie Information security aspects of business
' continuity management
A17.1 Information security continuity
A1711 Planning information security EREEEN RERLE-ELE
77| continuity B
Implementing information security ¥ gE LY i
A17.1.2 5

continuity
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Verify, review and evaluate information

£ FE (A

A17.1.3 . L
security continuity B
A.17.2 |Redundancies
A172.1 Availability of information processing | §F A b ‘& :T#7%
T facilities i*
A.18 Compliance
Compliance with legal and contractual
A.18.1 .
requirements
FTax2hsy s
A18.1.1 Identification of applicable legislation |~
""" |and contractual requirements TAF AR G ETE
ES
WEMAR T g2
A.18.1.2|Intellectual property rights ir F
=
A.18.1.3|Protection of records T T ’F? I8 PEZ
Privacy and protection of personall ,
A18.1.4| | oy anap N V' el
identifiable information
A.18.1.5|Regulation of cryptographic controls MD5
A.18.2 |Information security reviews
Independent review of information PhIMEME > FETAR
A.18.2.1 )
security B
A18.2.2 Compliance with security policiesand |P # F%¥ 1 iv®% %
" |standards RS F X > F By
SR i R
12 PEE
A.18.2.3|Technical compliance review

FEMA R ¥

1=

FHR KR AET P
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