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FRET - AWRE BT G RBIEERNE N RiEER
KA - BRAR G T B AR B R DS
KT ERFAELRE - HBEA - EREEATIGRE - BRAR
BT EETER RS (B AR BEEALRE LR
FH AR EELT - B2 AEAROT BRETHAEL - B
et FEAR  UBRCERBREE A FRAELE -

L R R R (EOSOR (A E B B T
W ET AR - BAEALFITEN TR ETRS A
2% (BR EREH D FEERH I RERHEMA  FE o
BT AR A (SO e B T (DR R E
IR 2 SPATHA PR R A S © PR ETHRAF AT - fedm
R ?

H TR BRI ER AU R E & HTRA il 2
E—FHAREFTERAEBG - pALBRH FESFC
MY B AP B RFARENE K DR LB RE Ef (5Aa4
HRES PR DL ACSOHRAT £ B B B A R B R
iy DHRBDERR- K A8 5 i (FAO s #
b R DR E— RN B TR R I E R
R BT TARBUT fLH 3 B R ey AU R o8 3
(TR ik L -

A A TR (1 CA RN+ 20085 61141 -
Katz v. United States, 389 U.S. 347 (1967). Z5[IfuffisT - [ir]) 2 1“2 {85y
63 1 HFRRY -
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B — (R AL BB LA - R ) TR
A CBRZ S BEFHREL— B T RAESEEEE
oo MR 4 o IR SR E R R R ot e - =W (HEA
EAAR RO T EERT L R A LR B
B o -

— ~ BRI EBEHARF (reasonable expectation of privacy )

AR ARM LA A B R REFEER — Bk
Katz v. United LS’taz‘esj"J{f1 K Harlan X 7 B 7 A K %ﬁﬁ‘@% #
] T T ) - SR B EFESURT DL
PRS- F i ATTHR - (ERE FHL -

KKz PR R BB B ey X B %3”5 REZ D
B EXLH VS B 3 T4 EHICR » BHR Y T REARETE
FA BT 2 RBS B PISREE AR RORFREH]
iﬁ%ﬁ‘y’%ﬁﬁ (actual subjective expectation of privacy ) ( }‘%
) - DR 5 — it 8 KA & % 2 & =] (society is

Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV.
193, 205 (1890).
4 Katz, 389 U.S. at 347.

Id. at 361 (Harlan, J., concurring).
O g yemy . EFREE AR O % - FLE SR - 938 - 1166
182 » 2003 % 25 » ') 3 65 {la * 0] JHIY W [l e Jh I ap] A R o S 1 By
Fo NS > 20 41 > [1254-258 > 2009F 45| o See generally Anthony
G. Armsterdam, Perspectives on the Fourth Amendment, 58 MINN. L. REV. 349
(1974).
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prepared to recognize as “reasonable”) ( Eﬁ_ﬁi ) - FaET#
TP DES S PR O S P R T
BEAEH BB AREE R S - FUEHSZEAERA
(5H 0 5 B R 3 | VT L RIS - i —
A EFERIBA SR A R e 20.E 81881 T4
IR NAFREER  RRAE RS 2R TR
P A T A A S I R A
- ERE Y EEEHEARALER - EAEEE AL
A - BTSRRI - AR BE A 0 A
R H D2 T 4§k L IR (R TS R AE
B %% RAEE DB EFXH & KEJSHRIRA (the warrant requ-
irement ) FAB% Z g (probable cause) gk p > KL A AEH
—BEAE - BURHITHEDE AR BRI T B F i
RE LR A

= g AR (58 = AHER)

S0 BABE R BB TN - AR A B L
Rl AR RE, PRAAEFKRER S (FRR e
A BRERARBREKER  FRAT I RERATEF
%7 . fij]%m@ ) gﬁﬁ% B TR Wk %%’%} ( the assumption of
risk rule) | - ﬁ?KatZ%% ) {f//ﬁ,ﬁfﬂé’%{ﬁ}f‘fi’ %@1%}5 %%"E\B}i
PR BT RO TS T AR D T
ﬁi%‘%ﬁ%ﬁ@ﬁﬁ% o United States v. White%B{% HEM - A

! See Hoffa v. United States, 385 U.S. 293 (1967).
United States v. White, 401 U.S. 745 (1971).
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HIRGET ¥k - A FA AR HEER LHY - &
WETHEBE X HRAER (BRKR) B Fiopa 2 L8
EEEFRAEE U BT aEE) AL BEEEAE
H A (IR E RN e T RE R R 0
RBR % ST RCEERE R R D AT £
FAENFAET E = ABTR I T UG B R AN A DREAL
THEE R T A EE]-

K 2 BRA REAEESBOHH G HEHT i
BRCY o f3 4R United States v. Miller%gﬁﬁl/% B WA R
THIRH R ATRT R IR Y - B y3fih B BRAsR
[TERTFR BT R EE A& T SRYTH M ORRHRBRIE = A
HR I B DL fird A IR IR R R T
BHGEA B SRR TR AR IO s T et TR
BANFEE - RE BE A FUERB AT A RIE - A
TR R K -

EFEFT o R EI RIS AR R RS B
ST SRR PV Y DEE-ET o r G LR

o United States v. Miller, 425 U.S. 435 (1976).
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FEBRA - T EEGE R R A SRR
AR REHBRE IR S B R BERERE  E
—BHRR SRR B IR - A R A A
B e Bl R IR R BT R -

— A

A HEMER T T (T H A (contents ) HPRHE. X B
WA B AR TR D AR oK R BT R R A A
F - FEL THRHARFRAEHYRH REL T B EXERA
HHJRA T REAR BRI AL RE BT (IAA R HJE
B SR iy AR AT AR T T R EREF S
)1#11 > I3 » FaKatz v. United States F-H1 %#5 & i BT DLRAS
AR B X - el ZE FER T ERER B (tangible) #]
HE ot RE A (intangible ) HTE B RAEE " - B
ML FHLE T o 3 DR e - B AR
e AREAEGRREEVATHR fE EEIRAE 0L R
BECREETE R B FX IREE X A B TEREX -

WA RE  Halan KRB EAZHBETLE T - BT
BRI R LERF TR AAREASE T TR
L ERAAE R AR HRrE EAEANLEEF N R E
HAVE LD BRI - TR R — At B ARG R & E
H]- BRazffy  — MR R EHEN R TR RRRE - AR

" Katz, 389 U.S. at 347, SSIIORIT » 1R O T Y63 1B -

" See Olmstead v. United States, 277 U.S. 438 (1928); Sliverman v. United States,
365 U.S. 505 (1961).
Katz, 389 U.S. at 353.
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= SRRk R H AT E VA MR E R

XBHA FF AL KT EEMER ATV A ST
4 FEAREIF AT IR ORI BT B
FHEEX - T SR EERE BT RFTEPE - AR
AR AR TR B R IR - XL TEAR
R BT ARE LK BRAR 9T Y R
AR SRR - BT — AAHTRE DB R S
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) =S

FRFEEEE N R SRR DR E A H]
R4 & W R R A JEAN 5 M AROR- (non-content
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A - B0 W FOFW R B R DUR R e - S aw
RUH PR E TSR ( %iﬁ%@ﬁ%%. EE Y=
FIH- BIER (B A AT 4T FTERE

1B gy S 419687 B AL TG B39 2 5%, (Omni-

bus Crime Control and Safe Street Act of 1968, Pub. L. No. 90-351, 82 Stat. 196
(codified at 18 U.S.C. §§ 2510-20)) - \é~ |EREE S A SR RS Y TS
B AR P B

SR > ALY B DA o T o BT R
B 5 £ r;ﬂlf SelsR | o ixHJFE' RN z‘ﬁflﬁyg&witﬂﬂﬁjiﬁ c | H - "ﬁ“f el
4 25 IS TS SRR SR ORI A R Y Eﬁr
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HFE - i TR DR (EF AR R 4P BT B
%%%ﬁ%“/% ( International Mobile Equipment Identity, IMEI ) 15&@1&%’
ITERFAVEF & % A (International Mobile Subscriber Identity,
IMST) & - ATER T R EOSE AE T FEEE
FERIA R - R i T AR (O R
BHE
BT b £ARRFGS - B R HPEN B EF IR F D,
AR F T E RAS AR R X EEEEIR
(4PB AR TR E RS AT T E (M) - ik
B BHOE T fa b JRRER- (RN 3 (5 R 4 -
3 BARIER S A IOR — 3 R T TR
BETREAROAR FFH 2 BT VRS o FFAFEEH

RSO RRR « APRRAO BI 0) BL O 9T 5 6 {1 b ST S0S R E) 2k

CHL TR, FRAORLER SR A IO ) 1) Ry BT 1
o HYSORMET S HIH (A TSRS 4 PR R
6 SHFH R R E)

15 IMEL- g s SR I PRSI - S W S e e R
B B EEERIIMENE AL TR © Ll 2T R s - S
|
16 E‘LGSMHU;@E‘%HI » IS}l 7 550 & RS IOSIMA 1 18| FEdi 3 < i
FETRLR R LR B T - i??ﬁﬂ% L R PR R R Y = R
17 See Susan Freiwald, Uncertain Privacy: Communication Attributes After the Digital
18 Telephony Act, 69 S. CAL. L. REV. 949, 954 (1996).

PRSP 1 o (RS A ) P A S TR 19 i 1 AR P
APV > B A e REHEE o I 04 B 1 1 SYT013BET A A
B e gl T e S B 0 B R S 2 g VR IR
R S E EO L - B O B SRR T e R e
HIAS ~ CFOR HTRAL G T E TR R B BEO7F 8 1 B S48k - 1=
KL= F L PP E ) CRAER 7 & 1 T3 3V18765E 1 HO) -
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HF - EREAEE  SRETFTSRA ARG R RER L
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OSmith v. Maryland ZEEAB{S 0%

FXB - BRI EAORA RN R REER
B R — B X BB BT R LB B (ERLE
Smith v. Maryland}%zo s FEBEHFT %ﬁ‘ %%i%ﬁ%%ﬁ
T ARBASEAGT IR R 50F & DRI -

REHTR T+ o e AR PR 2 RO R
WEA - S EEAERE  ERER G AR A 47
KRB B B %o SR ISR (pen register) DL B4R A 4T B
BREGHF - T BN IR B BT AR (warrant) 2B EFTH]
& % (court order) ** - P BRI T - EY T A E
A AR R ERE— BRI %
9 WK TETONREE B T ERAT R R
B EILRK Bk TR AR AT R - TR DB X T E R
BRLARFENT - S ERF - RERERY R

19 s R S AR TR T TS R e B PO
BIFERR o I irwg'ﬁﬂlif‘ﬂ F’ﬁjﬁﬁiﬁ”ﬂ;ﬁﬁ:ﬁ ZP =R f R
1 i el Iiﬁ”f Fi (subject) - f' e ”Wﬁﬁ?“fﬁ“n fib g1t (1P
address, or physwal address) > I'J = ZR{F ARSI R S0

20 Smith v. Maryland, 442 U.S. 735 (1979).
2 e Smith ] + B B (R (o S A United
States v. New York Telephone Company, 434 U.S. 159 (1977) - J,Ff i % & 4\'7'5"
fil T R ﬁiﬂi*t@ﬁj&ﬁu?ﬁm B o "‘ilﬁ“ (it 2T BT flJ?f‘;Fu,J )
. éﬁ\ﬁié SRR B L (OB T U A -
Smith, 442 U.S. at 737.
2 1d.
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BEITH LR HA JEL B BFXEHLE - F - R A E R
o Y SR BT TR B PR L T I VTS T AL
FUERMBEITY TEARER WA TTEF R OR™ - 28%
H By IR T TPRETT 0 BB A IR

B BRI RJF HAREE T R Harlan K i B FrKarz K7
HITH] T & IR R - B Rl AR R
J PR BT TR G 3 R (A L B - R
B P E R EAAEEE EAR RPEERITHER AT
BIEAAY 8B At P BT AR - & PR B ARG
HRATRK B H R R ER ) BRAR REETAA A
PR&TEHIFEFR - AR BEMF & T T ZEA
BT H TR P T HIRRIE -

F= 0 BARTARRRE B R EE PR BT
HTR = Gk LR IR - BIREERR U TR R R
A EAREZE] WA FT R BT S F— A0 R 3,
FE - B BALEREZABRT — ZREL GABATHRE
BT GHIS R B 5 EARITEE 0 EELEAR
THEZAA I FSF TR T AR - RE A K H#]
P45 Smith T i 3 Tk BT BT HTE T R G i
B AE RN E TR R EAR  EART BART
W%ﬁ%ﬁ%%f%ﬁm% (‘assuming the risk ) - Z 7
SmithBf 4T HMT W § 2 F00F - 1 B BEHIS AT T

24 Id. at 738.
25 Id. at 739.
26 1d. at 742-43.
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o SESAAIRIT IR R I & TR P D F U
11 % 5 oA AR T A A R
B 0B MR R TR TT R - b
R B K -
ESmithZERIZT R

FFHES LT DR A T TR 5 T
Ao (SR JEIEREIR R, T B B EIR AR EAR iy -
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DEFERT R RALE S 2R A TEFABEEAFED
AT AR TR E TR B A T ERERE - AR ANE
TR A T (TR TR R BT
%ﬂﬁ’j{éﬁﬁjzs ° Y TESmith%H - Stewart » Brenna X Marshall § =
(AR EE S AR AR BTE R S RA I LR
A

= RA B ARAR ST R R AR AR KRR
TERFERN BREFEL Fi B EORTFA A ETR
B DERETEY R £ AT REEEAAE . R
FE - EERPREER KD FETL 4R
- DAERERRER A - KT IRLEE BRI TR A
Mo SRR ERA BRI AV TR AW AR

27 See Freiwald, supra note 17, at 953-58.

28 Smith, 442 U.S. at 748 (Stewart, J., dissenting). Marshall 3% Py 4 H1— {53 [ﬁj?—é’pﬁi
P CAEEE - M A P EAE R OH P s
TS T S A BT RS (ERLIE ™ A Uk B B T B (0T RS
%IJI‘J*?[; %E ii;l ;ﬁgmimr,:ﬁjz Uli%tlﬁ;zlglf zﬁjihali Jut [Sjisgjjtingg)}. P& lETﬁl Y
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FE - FEREOERTEETH T B
Y B A EART B EAD S ERT S AR B
¥R TBEEA B (BERTET) FNFE TR BER
BEARY  CERHERR T RETUECEEWEEER 8
B W R ERT B EAT T HAREER A S T
%} 0

WA —RERKE T4 FE—EERRKEERT - 57
(e IR, - EBRIT - BT B B RS R AR
T BAXAER HHEE = AR ERRBE SR HRAKT - &
FE— R A (BT EERE) T OB BT FA]
BARE B B TR e EEA S TR
FRK # H R (IRF (I8 MEA R LRTEE SRS
BRI T TR AR f R F R P R B e A R HAE
FEFE B2 ARKBAETEREE TGRS
FIEFER ) 85 5 SARHIER AU ¢ R 70 6 A (RE TR (/R
[%ﬁ{ °

AU (AR TR P A g AR O A R 2T R
REFUMETHd TORREEF RPN - FEaEES
HIRRE kDB B ML TR A R AR B - STk (1T
BB R RS KR - RE 0 DR EHIRA
ARIEA R (A AL T g B ARV 4 T 8

29 Id. at 750-51 (Marshall, J., dissenting).
30 See Patricia L. Bellia, The Memory Gap in Surveillance Law, 75 U. CHI. L. REV.

137 (2008).
See id. at 169-72.
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14 34 d Fg F==a M

T2 2 SO T
()35 BB FR R MR R Z /A TE

%ﬁi%ﬁ%ﬁ %F:ﬁ"&%ﬂﬁﬁ@mzt}z v. Maryland %41 # & % 5
FEW AR ERAEIRE ER - T B R BR
5‘%/\ RETEN - XBHA B &k B A— N\ SSFEET " B g
%%ﬁﬁjﬁ&u ( The Pen Register Act) 32, 1E% ﬁ%ﬁj}(fﬁ%&
FRFEERS - AR EAR TN BB RRIE
BT AEACE BRI fr R ERE RIRA  RF - B
K REIIAET - BB R R B R BB T
B WRRF BT R P T & (court order ) i

BRE A o REAEERF RS O WRERFER
B s (likely ) B FHPRFGIN & ETHIOG (RS BH X R
fo (relevance ) ¥ o HE K Bl W AEE Pk @Y

(shall ) A% f &7 - RITEPIL BT & £ SARBRGFIH

A PRAR) - STE BEEE R (PR ) A
(G (AR (IR IR DR E & - BREET
[FRl <+ B - EEREETERE  BRKEHREER S

2 . L. . . .
3 The Electronic Communication Privacy Act of 1986, Title Il (“The Pen Register

Act”), Pub. L. No. 99-508, 100 Stat. 1848, 1868, codified and amended at 18
U.S.C. §§ 3121-27 (2000 & Supp. 2002).

See Bellia, supre note 30, at 159.

18 U.S.C. § 3121(a).

Id. 18 U.S.C. § 3122(b)(2).

Id. § 3123(a).

Id. § 3123(D).

Id. § 3123(c)(1).

33
34
35
36
37
38
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o EREEEE N T DT8P

B B LA R BB T B T Y0 A
B ( contemporaneous ) %ﬁﬁ’ﬁjﬁ © AR R AMEEE FH T
AT ARV & R (AR AR T B B R
4% | (The Stored Communications Act ) 40, B &%]}‘E’ﬁf;ﬁ%
BT S H ORI - rET e -

& — (B R DU BLA RV & B AR R
§ 2703+ RBBET AR KR B 4R TH & > (grand
jury subpoena) -~ &FETH Jﬁ}ﬂﬁ%ﬁ‘jﬁﬁ W CE & % (administrative
subpoena ) % H &Wg X:ﬁ ,éy 4 (trial subpoena ) - ,of\ﬁjf’jg
%ﬁ}—ﬁ }H}% #H ?&%@J (the Federal Rules of Criminal Procedure ) Fit%
BHJOHR (warrant) -~ R B & (court order) BiEJF F e &Ff -
H ORI B AR Y i e (S
By A AL R B A R A A e
B fr i (network address ) K% A& (LHEF f%ﬁd’ﬁ‘ﬁ%
) FHR T PRV (AT ER TR X &
S L FE) DU (P A R A P LR A A TR
ﬁ,o

5§ 2703 HTE - AT DB K HIE K
R T EE RS HER DGR SRR T E B B

39 Id. § 3123(c)(2).

The Electronic Communication Privacy Act of 1986, Title II (“The Pen Register
Act”), Pub. L. No. 99-508, 100 Stat. 1848, codified and amended at 18 U.S.C. §§
2701-2711.

1 See generally Matthew J. Tokson, The Content/Envelope Distinction in Internet
Law, 50 WM. & MARY L. REv. 2105, 2113-23 (2009).
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§ 2703()ARE - FFHLY - CEREAR  EREE B E
F# B AR TR B R (9oL T B 3 T - AT
ek g AP B R R TR R el RS
B AR R IR R T B AT B IR -
Wb S BAEGE PR ET A - B RR  FURREER
REHHAE 5581 8% = | (probable cause) - B EH
[EESTE RS & FURME S WA RN B B A ( specific
and articulable facts ) #J% DL %}# ’ }% 4 EHEE & (reasonable
grounds ) § DB [FF RAE /MO HER X & R ER BEHIE
( relevant and material to an ongoing criminal investigation ) 4

2B B 4 R T RS 2 R B SR AR
I - TR IR R PV - o DR R S A
{7k & HRA TR - B R Ry — A 8 RO #
FE FAMEULRE X & {2 - (BR  IBR TEMEEN % A
HEORRE e — R - TACHTR AR A EREHPEA R
FEGOR- (4P (7 i AL R SR TR )
PR 2 GRS 2103V - AR AL - RERE IOk
(0 B FIB IR TR T (R fT B

42 See H.R. Rep. No. 102-827, at 31 (1994).

3 Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal
Investigations I, C, 1 and 2.
44 Hill v. MCI Worldcom, 120 F.Supp. 2d. 1194, 1195-96 (S. D. Iowa 2000).
45 18 U.S.C. § 2703(c)(1).
46 See F. R. Crim. P. 41.
47 18 U.S.C. § 2703(d). See e.g., United States v. Kennedy, 81 F.Supp. 2d 1103, 1109-

11 (D. Kan. 2000).
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HN 7 TR S AR IR SR B O R H A T
REHEEEEE DA AR EERRATE AT
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e Y e I S E T E Ero kg T
) - T AR E B AR R
TR R - R A 3 R R SRR BRI - Ky
kAR - R IR &9 T SRR -

T <= — R KSR RS T = AR
R AR —  RAVEEA R - A ZBERA
BRI TM L RREAL B ERARR - A R
H(F ARG 2 8 0 PR T AREB AR - ARAE Bk
FHopamie] TARGRER R A B FE - R

48

SR ?Téslft“»as«'rﬁwxﬁﬁ%f SE RO R A
ﬁlﬁ 2IHE R | EPSEF N P R T Pk R T S - b
ﬁﬁ%ﬁj?{"? F %ﬁ¢4 sk, ORHY §‘1283J\J1 » 2007F 95| o
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R E - EF 4 0RE THAE B TRERLELE
B - T EFERER AR EREREETRE (8
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S REPEAREA - L AR A T BAE S
PR (R A SR RGURAAE - G (R T AR e T R B R
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Roo HIA - BR AT AGTHILE - BART DURHA R H TR
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KHEF ERE — B E/ \FOLE - FEORER : TR EEF
EEER AL BEANAEE LB 5T ERE
FREM FEURETOR M [RERE RS §F
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LR 5 7O = FRRA R R -
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REAREH BAERRGL - R EORT R BT R
ok D RAEIRE - T TR T A BB HIRE R
THA SRR RREER R B ESIE - DA RRR
A R A RACTEAE BT -

OB R RERA

FFRERERE (TR TR, ) D AKER RS
SRR EAREAR 0 B Y BREENGH Y BETR
FREFTLRE RATRENEEAE - WA RAR FFF £ ETE b
FENRIEEFRF - FUTABES TR &% F—
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The Law Enforcement’s
Acquisition of Call Detail Records

Rong-Geng Li’
Abstracts

In the U.S., Katz v. United States held that the contents of tele-
phone conversations are protected by the Fourth Amendment. However,
in Smith v. Maryland, the Supreme Court, referring to the reasonable
expectation of privacy rule and the assumption of risk rule, held that
call detail records (CDRs) are not within the guaranteed by of the
Fourth Amendment. In order to protect people’s communication pri-
vacy, the Congress enacted several acts to govern the police’s obtain-
ment of CDRs.

J.Y. Interpretation No. 631 stated that our constitution article 22
protects the information about the existence, target, time, method and
contents of communications. Nevertheless, our law and regulations do
not comply with this interpretation. Therefore, law enforcement may
arbitrarily obtain CDRs and improperly intrude upon people’s privacy.
This article suggests that our related evantlaw should be amended. In
addition, in order to providebetter protect people’s communication pri-

vacy with better protection, when police requesting CDRs which areof a
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more private nature, court the authorization of courts should be ob-

tained by the police in advance.

Keywords: Privacy, Communication Privacy, the Communication Protection
and Surveillance Law, J.Y. Interpretation No. 603, J.Y. Interpre-
tation No. 631, non-content Communication Data, Call Detail
Records, Reasonable Expectation of Privacy, the Third Party
Doctrine, the Assumption of Risk Rule
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